DECLARATION OF PETER P. SWIRE

I, Peter P. Swire, do hereby declare and say:

1. I am Professor of Law at the Moritz College of Law of the Ohio State University.  From 1999 until early in 2001 I served as the Chief Counselor for Privacy in the U.S. Office of Management and Budget.  My curriculum vitae is provided as an attachment.

2. Based on my experience as a government official and a professor, Congress had a rational basis – indeed a compelling basis – for drawing a line between material stored on an ISP server, and material stored in the home.  This case is about the ability of consumers to expect privacy when they do not store material on an ISP server but merely use the conduit functions provided by Internet service providers.  Most notably, given the technology of 1998, Congress wished to assure individual privacy when using e-mail or browsing the web.  

3. In our legal culture, nothing is more fundamental than the distinction between scrutiny of activities carried on in public and scrutiny of activities carried on in the home.  Stronger protections consistently are provided, in both constitutional and statutory law, for activities of the second kind.  Notably, under the Fourth Amendment, activities carried on in the home enjoy the strongest possible presumption that the persons have a reasonable expectation of privacy.  As the U.S. Supreme Court made clear in Kyllo v. United States, 533 U.S. 27 (2001), the expectation of privacy in a person’s home is so strong that a search warrant is required even for non-intrusive technologies, such as thermal imaging devices, that can be placed on public property and aimed at outside areas of a house.  By contrast, documents and other materials that have been entrusted to third parties enjoy no comparable privacy expectation.  United States v. Miller, 425 U.S. 435 (1976).  

4. Similarly, the First Amendment imposes a heavy burden of justification on scrutiny of materials that are read or viewed in the home.  Even the private viewing of obscene materials, which in themselves enjoy no First Amendment protection, may not be criminalized because “the justification for … statutes regulating obscenity … do not … reach into the privacy of one’s own home.”  Stanley v. Georgia, 394 U.S. 557, 566 (1969).

5. At the time the DMCA was enacted in 1998, the dominant uses of the Internet from home were e-mail and surfing on the World Wide Web.  Congress simply did not intend the subpoena provisions in the DMCA to be triggered by home use of e-mail or web surfing.  Based on my own experience in government, including with the outcry over e-mail surveillance by the FBI’s Carnivore program, I do not believe that Congress in the DMCA was authorizing a private party to force an ISP to reveal the identity of senders of e-mails and surfers of web sites.  See, e.g., Stephen Labaton, The Nation: Learning to Live with Big Brother, N.Y. Times, July 23, 2000, at Sec. 4, p. 3 (describing Carnivore controversy).  Yet that is precisely the result of permitting Section 512(h) subpoenas to apply to the conduit activities of Section 512(a).  

6. The scope of subpoenas that could be tied to conduit activities is vast.  In a computerized world where people constantly create documents, images, sounds, and other files, the amount of material subject to copyright is enormous and increasing. Given its technology virtually every act on the Internet requires the making of copies, including “reading” a web site and sending or receiving an email.  Further, there are often different rights holders for the multiple rights granted by copyright law.  See Mark A. Lemley, Dealing with Overlapping Copyrights on the Internet, 22 Dayton L. Rev. 547 (1997).  Given the minimal showing required for “good faith” subpoenas under Section 512(h), the scope for arguably valid subpoenas increases further.  The amicus briefs cite numerous examples of questionable and potentially abusive subpoenas.  Other questionable Section 512(h) subpoenas could easily be conceived, such as a person claiming copyright infringement (e.g., of a person’s writing or statement) when in fact they are seeking to discover the identity of a person they accuse of defamation.  The identity of individuals subject to a defamation claim today must go through the John Doe process, but a critic that cites to some actual text attributed to another person might now be subject to a “good faith” Section 512(h) subpoena.

7. The potential for bad faith subpoenas, however, is even more vast. Based on my experience with the Internet, we can expect a large and geometrically growing number of abusive subpoenas that will be impossible to distinguish from legitimate subpoenas from copyright holders. For anyone who wants to reveal a speaker's identity, it will be easy to craft a legitimate-looking subpoena that Verizon will be obliged to honor "expeditiously."  Many of these abusive subpoenas will come from individuals in the United States.  Following the path of Web gambling sites, porn sites, and scam artists, many of the abuses could well come from offshore organizations that are beyond the reach of U.S. courts.   The actual obtaining and service of such subpoenas could be done by fly-by-night operators in the United States that would open and then close Post Office boxes as quickly as possible.  In short, Section 512(h) subpoenas could well become the New Spam, flooding the in-boxes of ISPs, with legitimate and illegitimate subpoenas jumbled together indistinguishably.

8. Examples of bad faith subpoenas will be as limitless as the imagination of  Internet users.  The most common use may be by any web site that wants to learn the identity of those who visit its site, just for marketing purposes or for more nefarious reasons, including identity theft, fraud, or stalking.  Porn sites, gambling sites or other sites that would cause embarrassment, could track down anonymous surfers and demand payment not to reveal the user’s identity under the pretext of enforcing a “copyright” in the content of the site.  Private investigators could have a powerful new tool to turn an e-mail address (often with an anonymizing “handle”) or a visit to a web site into a person’s name and physical address.   

9. This flood of subpoenas, unchecked by any judicial supervision, will have a chilling effect on speech protected by the First Amendment, greatly infringing home users’ rights to read and write anonymously.  Many users will not know how their IP address is turned into a name and address through the subpoena process.   Americans will learn, however, that simply surfing the Web exposes them to the possibility of being identified.  Americans will learn that sending an e-mail under a pseudonym can easily become the equivalent of giving out their name and address.

10. In my opinion, Verizon’s legal position in this case reflects the policy views of Congress when enacting the DMCA.  Congress did create powerful new remedies for information stored at an ISP, where the ISP itself arguably has the ability to take down infringing content after it receives notice of a copyright infringement.  Congress did not, however, wish to intrude into the privacy of the home.  It did not wish to have unsupervised subpoenas be sufficient to learn the identity of home users innocently surfing the Web or sending e-mails.  Once a person’s anonymity has been revealed, it cannot be replaced.  Given the state of technology in 1998, the DMCA’s distinction between conduit and non-conduit functions balanced the policy goal of taking down infringing material with the goals of preserving privacy and freedom of expression. 
11. Since the DMCA was enacted, peer-to-peer and other technologies have developed in which the ISP now serves as a conduit.  It is possible that Congress will craft new legislation in the future that will seek to restrain copyright infringement in peer-to-peer settings while carefully shielding the privacy and First Amendment rights of Americans engaged in web surfing, e-mail, and related activities.  But Congress was contemplating web surfing and e-mail when it created Section 512(a), and the law should be thus interpreted.
12. Based on my expertise as a professor and as the Federal government’s Chief Counselor for Privacy, the subpoena provision of Section 512(h), if construed to extend to service provider conduit functions, would be an extreme outlier compared with other privacy-related actions by Congress and the Executive Branch.  The DMCA was enacted in 1998, when Congress was busy increasing privacy protections in numerous ways.  The intrusions into e-mail and web surfing that follow from the RIAA’s position are incongruous in light of the consistent and longstanding requirements of greater due process before releasing personally identifiable information in discovery.  See the Children’s Online Privacy Protection Act of 1998, 15 U.S.C. § 6502(b)(2)(E)(iii) (requiring “judicial process”); the Gramm-Leach-Bliley Act of 1999, 15 U.S.C. § 6802(e)(8) (disclosure for financial information “to respond to judicial process”); 45 CFR § 512(e) (2002) (medical privacy rule, approved by both Clinton and Bush Administrations, requiring either court order or notice to the individual and an opportunity to object); Family Educational Right to Privacy Act of 1974, 20 U.S.C. § 1232g(b)(2) (notice and an opportunity to object for student records); Privacy Protection Act of 1980, 42 U.S.C. § 2000aa (strict judicial process before searches of publishers and related First Amendment material); Cable Communications Policy Act of 1984, 47 U.S.C. § 551(h) (discovery only with “clear and convincing evidence”, as well as notice and opportunity to object); Video Privacy Protection Act of 1988, 18 U.S.C. § 2710(b)(2) (showing of “compelling need” and notice and opportunity to object); Employee Polygraph Protection Act of 1988, 29 U.S.C. § 2008(b)(3) (requiring court order); see also Peter P.Swire, The Surprising Virtues of the New Financial Privacy Law,  86 Minn. L. Rev. 1263 (2002) (discussing privacy policy actions in Congress during late 1990’s).  To the extent there is any doubt about the proper construction of section 512(h), it should be construed in a way that recognizes the strong Congressional and Executive interest in protecting privacy.

I declare under penalty of perjury that the foregoing is true and correct.  Executed on January 30, 2003.







___________________________







Peter P. Swire

PAGE  
3

