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Taking Steps Towards Transparency, Enforcement and Education
The challenges facing the FTC and Congress in choosing the correct mix of regulation regarding online privacy and behavioral advertising are significant because there is much at stake.  The internet has quickly grown to be many things, including a source of information and entertainment, an inexpensive mode of communication and social networking, and a significant economic engine.  Millions of users flock to the internet daily from all over the world, and the number of those with access is increasing rapidly.  Free or inexpensive access to content and instant information made more accessible through search and the ability to conduct more efficient commercial transactions are just some of the many reasons that users find the internet so to be useful.  Additionally, federal government data shows that e-commerce already accounts for an appreciable amount of economic activity, and it is growing rapidly.
  Thus, in consideration of both individuals and businesses that have are becoming increasingly dependent on the internet, any regulation should, at a minimum, attempt to maintain user expectations and minimize impact on innovation.
The promise of the internet comes with attendant concerns regarding privacy.  Any website on the internet has the ability to easily collect, share, and store information regarding its users.  Additionally, emergent technologies such as deep packet inspection show how technological advances can create new privacy concerns relating to how internet access is provided.  The information collected by different websites is potentially personally identifiable, and could be dangerous if misused.  Furthermore, the ability of advertising networks and other technologies that work across the internet to aggregate data about users can result in a powerful profile, which increases the threats to privacy.
To some, the amount of information that is shared across the internet and the ability of companies to store and share such data is enough to merit heavy regulatory changes.
  This would include a default prohibition on the collection of user data without express permission from the user.
  Such a rule would be a marked change from the public policy espoused in other federal legislation dealing with privacy issues by shifting the focus from a narrowly defined subset of vulnerable data to any data.  It would also shift regulation from concerns about the use of such data to data collection.  Such a broad shift is unmerited at this time.
I propose an incremental approach to tackling the problem of online privacy and behavioral advertising.  First, Congress needs to promulgate law which will require disclosure of an entity’s information practices regardless of the technology and medium used to collect an individual’s information.  Second, the FTC should be directed to create a robust educational program aimed at increasing the awareness of both individuals and businesses about proper information practices.  Finally, the approach adopted by Congress should require the FTC to conduct research regarding the effectiveness of the proposed notice and enforcement regime, study the extent to which individuals are still at risk of harm, and analyze the impact more onerous privacy requirements would have on the economy and technological innovation.
With forced transparency, operators of websites, internet access providers, and traditional offline businesses will be required to give clear and conspicuous notice of their information practices either before or at the point of information collection.  The legislated notice requirements should be flexible enough to accommodate the variety of ways in which information can be collected and incorporate the principles outlined in the FTC’s Fair Information Practice Principles in its 1998 Report to Congress.
  Such disclosure will do at least two things.  First, it will make any entity collecting information from individuals liable under Section 5 of the FTC Act for unfair or deceptive practices if they breach their promises regarding information policies.  Second, it will inform individuals of what information is being collected from them, how it is being used, and when, if ever, it will be shared.  This transparency will allow individuals to make an informed choice whether and to what extent to disclose information.
Educating individual users and the business community about fair information practices is an important part of any regulatory changes.  Recently, the United States Senate Commerce, Science, and Transportation Committee held hearings, at which concern was raised about individuals who are unaware of the extent to which information is being collected about them, how it is being used, and with whom it is shared.
  Informing users about the risks of sharing personal information and informing them about what provisions in privacy policies mean will help users make informed decisions.  Coordinating distribution of educational materials with internet service providers similar to the one conducted with the U.S. Postal Service regarding identity theft is an example of one such program.
  This type of education program could also be used to inform the public about emergent technologies, such as deep packet inspection, which has recently been a focus of concern.  Education coupled with required notice will allay some of the fears identified by privacy advocates regarding what they consider to be surreptitious collection of data.  It will also allow internet users to know whether or not they should visit sites where the collection of potentially personally identifiable information is not as obvious.

The third suggested step would require the FTC to continue to research both the effectiveness of the proposed notice requirements and the potential impact more onerous privacy legislation would have on innovation and e-commerce.  First, this will allow Congress and the FTC to evaluate the effectiveness of using increased transparency coupled with FTC enforcement of unfair or deceptive practices to reduce the potential harm to internet users.  Second, by researching the impact that additional alternative privacy regulation may have on innovation and e-commerce growth, the FTC will help Congress make future balance assessments.
Any approach taken to address the concerns of online privacy should be flexible and balanced, addressing the potential for consumer harm without stifling innovation or imposing unnecessary costs.  The incremental approach focusing on required notice, education, and continued research is an important first step in addressing this complicated problem for several reasons.  First it will allow self-regulation to continue working towards effective privacy solutions.  Second, it will also allow users to become more aware of what is happening in regards to how their information is collected, used and stored.  Finally, it will assess whether required notice coupled with existing enforcement techniques will afford users enough protection.






� Online retail sales reached an estimated $127.7 billion in 2007 and they experienced an average annual growth rate of 25.4 percent from 2001 to 2006, which far outpaced the 4.8 percent average growth in total retail sales.. U.S. Census Bureau, U.S. Dep’t of Commerce, 2006 E-commerce Multi-sector Report Appendix Table 5 (2008) available at http://www.census.gov/eos/www/2006/2006reportfinal.pdf and  http://www.census.gov/eos/www/2006/ 2006finaltables.pdf.


� Letter from Jeff Chester, Executive Director, Center for Digital Democracy, and Edmund Mierzwinski, Consumer Program Director, U.S. PIRG to Donald Clark, Secretary, Federal Trade Commission 7 (Apr. 11, 2008), http://www.ftc.gov/os/comments/behavioraladprinciples/080411cdduspirg.pdf (suggesting that the FTC “must establish as a rule that consumers must be offered opt-in before any data are collected” in response to the proposed self-regulatory Online Behavioral Advertising Privacy Principles).
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� FTC, Privacy Online: A Report to Congress 7–8 (1998), available at http://www.ftc.gov/reports/ privacy3/priv-23a.pdf.


� Privacy Implications of Online Advertising Before the S. Comm. on Commerce, Sci., and Transp., 110th Cong. (2008) (statement of the hearing’s purpose, available at http://commerce.senate.gov/public/index.cfm?FuseAction= Hearings.Hearing&Hearing_ID=e46b0d9f-562e-41a6-b460-a714bf370171).


� See Press Release, U.S. Postal Service, Postmaster General Sends Advice to Prevent ID Theft (Feb. 19, 2008), available at http://www.usps.com/communications/newsroom/2008/pr08_014.htm.
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