Final Paper

Re:  Legislation and Internet Privacy

Internet tracking must be subjected to limits. Deep packet inspection, information tracking, and the long term retention of search histories all have the capacity to be truly damaging if they were ever made public or used inappropriately. The issues surrounding privacy on the Internet are compounded by the fact that the Internet is international, ever-evolving, and technologically complicated.  Most people simply do not know how their data is collected, when it is collected, or how it is used by marketers.  With an undereducated public, it is difficult to imagine the logic behind the self-regulatory market process. How can consumer choice make a difference if people simply do not understand what is going on?  A legislated minimum privacy standard is necessary to protect both individuals and businesses.  

The legal standard should codify the Fair Information Practices articulated by the FTC and set a ceiling for how long data can be retained.
  These Fair Information Practices outline the necessary elements to protect individual’s data.  The three most important elements of these practices are notice, choice and enforcement.  Internet users should know when their data is being collected and should have the ability to choose not to participate in that collection. Furthermore, individuals’ enforcement is central as it guarantees that choices are respected, and that there is a response mechanism in those situations where choices are ignored.

Notice and choice are essential elements of any legislation, as these two elements lay the foundation for the subsequent privacy practices.  Notice quite literally informs the internet user of what is about to occur; that their data is about to be collected.  While many of the major internet companies subscribe to the principles laid out by the Network Advertising Initiative (NAI), and therefore provide notice, the fact remains that non-members are collecting, storing, and using data unbeknownst to users.
  A simple federally mandated notice requirement could afford users a minimum level of protection.  If users know their  data is being collected, they can then make a choice to continue in the conduct, or end it  – thus stopping the collection. 

Furthermore, legislation will help create a more effective means of controlling collection.  Currently, the only  “method” readily available to stop data collection is the opt-out cookie available from the NAI’s website.
  This cookie is not effective if you change browsers, erase your cookies, or visit a non-NAI site.  Furthermore, opt-out cookies do not address non-cookie technologies such as beacons and deep packet inspection.  If the government mandates notice, that notice could easily contain an “opt- out” choice.  Once a meaningful opt-out choice is available, another central element to a legal solution is an enforcement mechanism.  Without an enforcement mechanism, any mandated privacy standards would be toothless, and totally ignorable.  

Federal legislation has to go beyond setting standards and adding meaningful enforcement mechanisms, it must also set a standard as to how long user data can be stored.  The European Union has already taken steps to limit the amount of time search engines, like Google, can hold search data.
  These kinds of limitations are essential to guarantee that internet anonymity remains a reality.  The more data that a search engine, like Google, collects, and the longer it holds that data, the more identifiable individual users become.  Search engines do need to keep search data for some period of time, to  increase search accuracy and to reduce “spoofed” web pages, “spamdexing” and other forms of malicious web activity.
  The benefits of data retention should not be entirely overlooked.  Instead, the government should assess the marginal benefits of each additional day or week that this data is stored.  Once the benefit to search engine becomes too low to justify the continued storage, the data must be dumped.

At some point the value of additional time retained will not be high enough to warrant the further retention.  For example, Google currently holds search data for a period of nine months.
  Google, and other search engines, could easily do a cost-benefit analysis to determine how long they really need to keep the data, and at what point the data stops meaningfully assisting their ability to improve “search.”  In 2006, AOL released only a three-month cache of searches.
  These searches were assigned randomized numbers to keep searchers anonymous, yet newspapers using those three months of searches, were able to locate multiple AOL searchers.
   Imagine how many individuals could be located with the searches for an additional six months of searches.   Legislation can ensure that data is not stockpiled in such away that it creates risks for identity theft or other crimes.  If search histories, and other tracked information, can be retained to the point where individuals are easily identified, it is only a matter of time before a security breach puts huge amounts of individual’s data at risk. 
While legislated standards are necessary for companies to adequately respect individual’s privacy rights, an educational program is necessary for internet users to understand how their information is tracked, and how they can “opt-out” of that tracking.  Education is necessary because most people simply do not know how their information is being collected, when it is being collected, or how it is being used by marketers.  With an undereducated public, it is difficult to implement a program where choice and notice create meaningful rights.  An educational program may also help create a meaningful marketplace on the internet.  Many advocates of the self-regulatory approach have argued that consumer choice will “force” the creation of privacy, if privacy is truly desired by consumers.  How can consumer choice make a difference if people simply do not understand what is going on?  If individuals have actual knowledge of how tracking  takes place, and when it used, then perhaps legislation will not need to go beyond setting fairly minimal standards for privacy protection.  Instead users can make meaningful choices between search engines and other Internet sites.   

Privacy has a different meaning to everyone.  In 1928 Justice Brandeis wrote that one of the most valued rights of men is the “right to be left alone.”
  Federal Trade Commissioner Pamela Jones Harbour observed that this notion of privacy has become tenuous as “[t]oday, we still have individuals who absolutely wish to be left alone. But we also have others…who reveal their innermost thoughts and most private actions on national TV or on Internet blogs.”
   While there are differing opinions of what is private, and how to value that privacy, it still remains that there are certain standards that even the “tell all” internet blogger would expect.  Those privacy expectations should extend to the Internet. People should be guaranteed notice and choice when it comes to information tracking.  That guarantee should be codified in a law that has an enforcement mechanism attached, ensuring that internet advertisers and search engines respect those choices.  Finally, Internet users should have knowledge.  Educating the public on how the Internet works, how tracking technologies function, and what information is being collected will allow individuals meaningful choices about their privacy.  It will also allow Internet companies to “compete” with one another on privacy issues, in a way that they cannot with a public that is undereducated.  In sum, legislation is a win-win situation.  Users will have a guarantee to certain levels of privacy, while companies will have knowledge of what is expected of them. 
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