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Deep packet inspection (DPI) is a next-generation form of computer network packet filtering.  Because this technology is so powerful, Congress has recently inquired into the privacy implications of DPI’s deployment at the Internet service provider (ISP) level.  Currently, there are no federal or state laws that directly address or regulate DPI.  This essay argues that given the unprecedented power of this technology, federal regulation is a must.  However, when drafting legislation, a proper balance between the free market principals of capitalism and the privacy concerns of consumers must be struck.  Informed consumer consent is paramount to obtaining this balance; and federal regulations mandating opt-in consent may be the proper solution.
Deep packet inspection, when deployed at the ISP level, can allow access to the contents of an entire Internet session.  From emails, to website history, to chats, DPI can read, filter, and understand every bit of information that passes through its system.  Because the technology has immense capabilities, ISPs may contemplate deploying DPI for several reasons, including those that are purely commercial in nature.  Recently, several behavioral advertising firms have approached ISPs, hoping to deploy DPI filters to gain access to customer’s web browsing histories.  Although few have actually struck deals, some ISPs have actually deployed this technology for third party advertising purposes with little to no consumer notice.  
DPI poses a threat to consumer privacy for several reasons.  First, this technology allows the end user unprecedented access to an entire Internet session, including email and visits to religious, financial, and medical websites.  Previous tracking technologies were mainly restricted to browsing history that included only commercial websites such as www.amazon.com or ad-supported websites such as www.newyortimes.com.  None could view the contents of an email or noncommercial web pages.  Second, DPI stores its information within a database, and web browsing histories have the propensity to contain highly sensitive and personal data.  If the DPI database is compromised by either a hacker or government subpoena, this information could be used against consumers.  Finally, personal information may inadvertently be disclosed to third parties when one utilizes a computer that displays a personally revealing banner ad.       

Due to its highly invasive nature, the deployment of DPI at the ISP level must be federally regulated.  However, when drafting legislation, the government must be careful not to enact overreaching regulations.  Deep packet inspection has many good characteristics that can be utilized to benefit both ISPs and consumers in a free market economy.  Specifically, there are three general areas that can benefit from the deployment of DPI.  
First, the price of Internet access may become decreased.  If some ISPs are utilizing DPI to collect information and generate extra revenue by selling it to third party advertisers, those that do will be forced to provide their services at a lower cost to the consumer.  In addition, because DPI can allow the ISP to control bandwidth allocation, they can modify their pricing structure so that it is more efficient and potentially profitable.  
Second, the bandwidth allocation capabilities that DPI makes possible can allow for a more efficient Internet.  Those who need access to large amounts of bandwidth with the fastest possible speeds can have the option to purchase this service.  Further, because DPI can differentiate the nature of the information sent over the Internet, it can allocate more bandwidth consumption to high priority uses such as Voice over Internet Protocol (VOIP) while limiting those that are lower priority but take large amounts of bandwidth - such as Peer to Peer Sharing programs.            
Finally, DPI can provide for a safer Internet experience.  Its powerful filtering capabilities can be used in the never-ending struggle against viruses, spyware, and phishing scams.  DPI technologies can actually intercept an email containing a virus, proceed to remove it before the email reaches the recipient, and then issue a notice to the sender warning of a potential infection.  DPI can also be applied to phishing scams that have plagued consumers and sometimes cost individual victims monetary figures in the hundreds of thousands of dollars.  DPI makes it possible to actually warn individuals before they enter a possible phishing website or before opening a phishing email.
    Given the benefits that DPI can bestow upon the consumer, ISPs, and the Internet in general, this essay posits that any regulation created must be centered on clear and informed consumer consent.  In doing so, a balance will be struck between the free market principals of capitalism and concerns over consumer privacy. Competition is good for an economy, and overreaching legislation may hinder it.  However, ISPs should not have free reign to delve into the personal lives of consumers at their choosing.  Clear and informed consumer consent strikes a balance between the two because it allows the market to grow and specialize without compromising personal information.     
Federal regulations mandating clear and concise opt-in consent policies for any ISP that utilizes DPI technologies provides the mechanism for achieving truly informed consumer consent.  At a minimum, the regulations should require that all opt-in policies contain clearly written or verbally stated descriptions of: 1) what DPI is; 2) how it is being utilized; and 3) the privacy implications of its use.  Further, if the DPI technology is utilized or modified for a different purpose, then new opt-in consent will be required.    
Consumer privacy will benefit greatly from a regulation of this sort, for opt-in consent allows for the consumer to actually choose the level of personal information that he is comfortable with disseminating.  Personal information is similar to a property right, with each person having control over the disclosure of their own information.  If a consumer does not mind trading his web session privacy for a less costly monthly Internet subscription, then he should be able to have that option – as long as he fully understands the privacy implications associated with the lower price.  Opt-in consent provides the opportunity for consumers to be forewarned, allows them to determine the amount of information that they feel comfortable disclosing, and provides them with the opportunity to make the final decision.  
Mandating opt-in consent will also have beneficial effects for the marketplace.  It will allow for far greater consumer options that could spurn the development of new technologies and business models.  Currently, if ISPs do not violate their privacy policies, DPI may be deployed with little to no consumer consent.  However, if opt-in consent is mandated, ISPs will be forced to explain their actions to the consumer.  Because each individual has a varying degree of concern for their privacy, ISPs and businesses will realize this and have to adjust accordingly.  Therefore, it is very possible that the market will grow and thrive with new technologies and business models aimed at providing services to a particular consumer privacy preference.  Some may deploy DPI for advertising purposes, thereby targeting those consumers who do not mind disclosing information.  Others providers may end up in the middle, only utilizing DPI for a virus protection or bandwidth allocation role.  Finally, there will be those who do not utilize DPI at all, thereby targeting those consumers who are highly privacy oriented.  
Deep packet inspection can be utilized for purposes that may or may not invade consumer privacy.  Because the technology is so powerful, the federal government must regulate it.  However, the benefits that this new and exciting technology can and may bring to the Internet demand that any regulation created not be overreaching.  Therefore, lawmakers should focus on drafting legislation centered on informed consumer consent.  Mandating opt-in consent for any services that deploy DPI at the ISP level provides the perfect mechanism to strike a balance between the benefits associated with the free market principals of capitalism and the privacy concerns of consumers.  Both consumer privacy and the market will benefit from its introduction.         
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