Federal Regulation Needed to Protect Online Privacy 
By David Dirr

The Need for Federal Regulation 

Federal regulation to protect online privacy is needed because even a well-administered self-regulatory regime for online privacy suffers from inherent flaws only federal regulation can fix. First, self-regulators cannot force businesses to join their self-regulating organizations.  This flaw is readily apparent from viewing the current members of the National Advertising Initiative (NAI).  Although the NAI includes many members, there are several important players in the online world who are not members, such as Time Warner and Verizon.  Internet users should not have to first search the NAI webpage before they make any transaction on the Internet.  Users should be able to presume the websites they are visiting are going to protect their privacy.  Anything less is a detriment to the Internet. 

The second inherent flaw of self-regulation is self-regulators are limited in their ability to enforce their principles against those who violate them.  Self-regulators can impose fines and expel members from their organization, but these penalties might not be enough of a deterrent for especially heinous breaches of privacy.  Only federal regulation would have the ability to impose criminal penalties that would deter intentional breaches of privacy. 

Section five of the FTC Act, which prohibits deceptive or unfair trade practices, is not an adequate safeguard for Internet users’ privacy for two main reasons.
  First, privacy notices are purposely so unclear that even legal professionals are frequently unsure what the notices promise.  The privacy notices are long, complicated and frequently contain loopholes.  It’s often hard or almost impossible for consumers to understand in what ways the website operators are promising to protect their privacy, and thus hard to determine when a breach occurs.  The second problem with using section five to protect Internet users’ data is that it’s hard to determine where the data breach occurred.  For example, if a consumer’s credit card number is compromised, it might be very hard for the consumer to discover where the security breach occurred.  The consumer often gives the same personal information to many websites, and it might be impossible to determine which website allowed the privacy breach to occur.  In a related point, the consumer might never know their personal information was abused.  For example, a website could sell sensitive health information to advertisers who use the information to send relevant ads to the consumer all without the consumer knowing the information was sold.  

The market will not solve the online privacy problem. Those opposed to federal regulation argue if people want stronger privacy protections some companies will start offering it in an attempt to get a competitive advantage.  However, without transparency by online advertisers, consumers are not aware of how their personal information can be used, and thus will not demand that it should be protected.  The current state of privacy notices makes it very hard for consumers to compare the privacy protections of different websites.  Until consumers are able to make meaningful, informed choices about how their privacy is used, a significant market will not develop to serve consumers’ desire for more privacy online. 
Possible Federal Regulation
A federal regulation of Internet privacy should embody these five principles: transparency, notice, meaningful choice, limited retention and data security.
Transparency 

Websites and online advertisers must be required to be transparent about their privacy policies.  Transparency is best achieved through standardized disclosures consumers can easily understand.  Congress should mandate the Federal Trade Commission (FTC) to create a standardized disclosure form websites must use to publish their privacy policies. An excellent model is the food labels the Federal Drug Administration (FDA) requires on all commercial food items.  These standardized disclosures would standardize compliance procedures for websites and make it easy for Internet users to compare privacy practices of various websites.  Websites such as personal blogs that do not collect any personal information would simply have to post a statement saying they do not collect any personal information. 
Notice 
The principle of notice is intertwined with the principle of transparency.  For most websites, posting the standardized disclosure on the front page would fulfill their notice obligation.  However, websites that have already collected personal information from their customers need to give unavoidable notice to the customers if they are changing their privacy policy.  If they are planning to use their customers’ data in different ways than was agreed when the data was collected, they need to give notice to their customers and receive affirmative opt-in consent.  The government should require every website have a clear privacy policy link on their homepage that goes directly to their standardized disclosure form. 

Meaningful Choice

The principle of meaningful choice is most effectively achieved when it is incorporated in users’ Internet browsers. The FTC could create a browser plug-in that consumers could download from the FTC website.  The users could then use the plug-in to set their privacy preferences on their browser. Their browser would block content that does not comply with their privacy preferences. This solution would be the best for users and websites because website operators would not have to get opt-in consent every time the user visits the website – the opt-in would be built into the browser.  All personally identifiable information should not be collected unless the user has opted-in on their browser.  The collection of any sensitive information such as health history or government identifiers should require additional opt-in consent with the users’ browsers. 
Limited Retention 

There should also be limited retention of personal data collected.  Google recently announced it would anonymize IP addresses on their logs after nine months.
  The European Union is pushing for six months.
  Others argue for thirteen months retention so that advertising can you data from the last holiday season.  It’s unclear at what point data loses its functionality.  The best solution is for the FTC to hold a workshop with advertisers, search engines and privacy experts to determine the best compromise for data retention.  The FTC workshop may determine that the data needs to be anonymized before thirteen months, but thirteen months should be the absolute maximum period of time data should be retained.  After thirteen months it should be completely anonymized.  Simply removing the IP address will not anonymize the data as the AOL search logs indicated.
  The data needs to be broken up so that there is no way it can be traced to any individual.  For search logs, the data must be broken up so that no single search can be tied to another search.  
Data Security 

Finally, the FTC needs to ensure data that is collected stays secure with the organization that had the users’ consent to collect the information.  Online businesses should have a security program in place that assigns responsibility and accountability for security, continually implements software upgrades, and provides training to support the company’s security policies.
  The FTC should create guidelines to guide businesses in creating their data security programs.  The FTC should also establish minimum-security standards for stored personal data and impose fines on corporations that do not meet the minimum standards.  

Conclusion

Only federal regulation has the coverage and the enforcement mechanisms needed to truly protect the privacy of users on the Internet.  Until users feel that their privacy is being protected online, many will not use the Internet to its full potential.  The five principles of transparency, notice, meaningful choice, limited retention and data security will protect the personal information of users while still allowing online advertisers and retailers to carry on their business effectively.   
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