The Free Market as a Solution:  Strengths, Weaknesses, and Why it is Proper in Cyberspace
by Tom Burns


The most recent innovations on the internet have changed the landscape of cyberspace completely.  New and innovative privacy practices have caused consumers to worry increasingly about their personal information as they conduct their business on the internet.  In addition to malicious hackers attempting to commit various forms of identity theft from phishing scams or unwanted intrusions to a consumer’s computer through Trojan horses, consumers must now wonder how online advertisers are using their information, and what information they are storing.  Companies such as Google and Facebook are collecting consumer data and in some cases, inadvertently letting some of this information fall into the hands of the wrong parties.
  Finally, new and emerging techniques will collect consumer data without the consumer even being aware of the process, should the company conducting the collection decide to not inform the consumer of their practices.
  

In this sort of environment, it is logical to begin to think of ways to protect the consumer and fix any sort of problems that might arise through overzealous, or just plain malicious, companies.  However, throughout this semester, I was time and time again convinced that the free market, with slight modifications, would create the best answer for all involved.  With virtually no risk of over- or under- regulation, the free market can fix all of the problems and issues raised by consumers without virtually any negatives.  

To begin with, one of the biggest problems addressed by the free market is that consumers will have their information collected and stored by companies like Google.  However, most of these issues have already been solved by the free market itself.  In this example, all of the mainstream browsers
 have already developed technology that, should the consumer enable it, will protect them from most, if not all, privacy intrusions.  This has not been promoted by the government or self-regulatory principles; rather, it has simply been used by companies to help give their browsers a competitive advantage.  This usage of privacy as a competitive advantage maximizes consumer choice while minimizing the stifling of innovation from companies that wish to give users of their services better and more personalized experiences.  

Deep packet inspection is the new frontier of privacy intrusions in the name of more personalized services for consumers.  This is understandably making consumers very wary; however, again, the free market should be able to correct for any sort of negative externalities.  Once consumers learn which companies are using deep packet inspection techniques, and which are not, it will not be difficult for them to make informed decisions based upon their own privacy preferences.  In addition, it should be possible for ISPs to price discriminate based upon either offering the service company-wide (deep packet inspection across all types of ISP service) or through discounting prices on different levels of their service ($10 discount if you allow the ISP to conduct deep packet inspection on your connection).  All of these, again, are great results for both the consumer, through having greater choice, and the ISP/advertiser, who has better data on the consumer in certain situations.  

The one issue with this plan is notice to the consumer of different deep packet inspection practices.  Companies like Wide Open West in Columbus currently conduct deep packet inspection on their internet customers, but many of them are not aware of this practice.  Therefore, the one regulation that I would be in favor of would be a regulation requiring notice of certain types of data collection, like deep packet inspection, when these methods are being used.  The free market may not react in a swift enough manner should the practice of deep packet inspection become a widespread problem, and might not put the required pressures on the companies using the data collection techniques fast enough.  In addition, someone somewhere needs to figure out that companies are even using deep packet inspection techniques, and this may become difficult when the companies simply do not have incentives to disclose to their customers that they are using these sorts of practices, since the practices themselves may be very lucrative, and the customer may have no way of finding out other than from the company.  Therefore, the regulation would be requiring the company, whom would incur the least cost in order to disclose, to inform the consumer what they were doing with the consumer’s data.  


In conclusion, the free market is going to provide the most consumer happiness, while constricting regulations that keep companies from innovating are kept to a minimum.  The solution is simple and elegant.  Let the market decide, and let the consumers have a choice.  Give them the information, and let them make their own responsible decisions.  Anything less would be un-American.  
� See, e.g., Ellen Nakashima, Feeling Betrayed, Facebook Users Force Site to Honor Their Privacy, Washington Post, � HYPERLINK "http://www.washingtonpost.com/wp-dyn/content/article/2007/11/29/AR2007112902503_pf.html" ��http://www.washingtonpost.com/wp-dyn/content/article/2007/11/29/AR2007112902503_pf.html�, where a husband purchased an expensive Christmas present in the form of a wedding ring, but then had the surprise ruined by a Facebook program called Beacon.  Beacon posted the purchase of the ring in the newsfeed of all of the husband’s friends and family – which included his wife.  This, of course ruined the surprise, and in turn, ruined this small family’s Christmas.  Not something anyone this author has ever met wants.   


� Deep packet inspection is the newest, and potentially most harmful, process of collecting data.  In brief, what happens is that Internet Service Providers (ISPs) are monitoring the data sent by and received by individual consumers’ computers as it goes through the ISP’s gateway.  This data is then stored by the ISP and used to create behavioral advertising profiles.  The issue with many consumers is that they do not wish ISPs to have this much monitoring ability over their actions.  


� Internet Explorer, Firefox, Opera, and Safari all have various levels of protection from companies taking a consumer’s information without their knowledge or consent.  By simply enabling certain options, a consumer can block much, if not all, of their information from being taken by companies wishing to build behavioral advertising models from their data.  See, e.g., Andy Greenberg, Going Incognito, Newsweek, Sept. 5, 2008.  Retrieved at � HYPERLINK "http://www.newsweek.com/id/157293" ��http://www.newsweek.com/id/157293�.  








