Self-Regulation: Maybe the best, but not sufficient

Self-regulation is the best and only option to ensure that e-commerce continues to flourish in the future.  There are inherent flaws with both government regulation and the pure market approach that simply cannot be overcome if the ultimate goal is to protect consumer privacy while also assuring continuous growth of the online marketplace.  Self-regulation is the best answer, but it is not necessarily a great answer until information is more prevalent.  Essentially, it is critical for the consumer population to be informed about the practices being used by online advertising entities, all the way from cookies to deep packet inspection, and until the majority of the online marketplace understands these practices self-regulation will look eerily similar to the pure market model.  

As Peter Swire has mentioned, the pure market model has two important restraints.  The first restraint comes out of consumer preferences.  Basically, if more consumers are willing to change their purchase decisions based on privacy policies, then companies will be more disciplined in their practices.
  If this is one of the main restrictions on the pure market approach then the privacy protections for consumers are simply inadequate.  Out of 20 random students I asked about online advertising practices, only 4 were aware that most online advertisers place cookies on their computers, which these entities use to deliver targeted advertisements.  While this is a small sample set, the point hits home.  A consumer preference cannot exist if the consumer is unaware of the practice.  Online advertising entities will not have to be more disciplined and constrained in their practices until consumer awareness is elevated to an acceptable level. 

The second restraint on the pure market model comes from publicity about companies’ privacy practices.
  While this is a restraint on the pure market model, it fails to be sufficient to protect consumer interests for three reasons.  First, as mentioned above, there simply is not enough awareness about online data collection practices.  Publicity is a strong restraint in the general marketplace where practices are readily visible, but online advertising does not run under traditional norms.  In the standard marketplace if we found out that Nike was having all of their shoes made by factories guilty of an assortment of human rights violations, it would impact how we viewed Nike and whether we would work with them in the future, but online advertising is an entirely different creature.  Most of the time the consumer is not even aware of who is delivering the advertisement, or how the process works, so negative publicity is unlikely.  Secondly, even if someone becomes aware of targeted advertisements and the collection of user data, he/she may not know whom to blame.  Today, the majority of online advertisements are delivered by third-party entities, so it is very difficult to actually establish the original source of the advertisement.  A knowledgeable consumer would click-through the privacy policy to figure it out, and could then potentially opt-out of the collection of data, but again, the awareness is not there for the general public.  

The final reason that publicity is an ineffective constraint for the pure market model is that the distribution of power is very concentrated in a few companies when it comes to the technology world.  If a reporter or consumer is looking to stir up the pot it is likely that he will target a reputable and well-known company such as Microsoft, Google, Facebook, MySpace.  The problem is that the power is so heavily concentrated in companies like Google and Microsoft, that even if some bad publicity comes out regarding these companies, it will have a marginal impact, at best, on the number of consumers who react.  

Facebook is a good example of marginal impacts.  Last year Facebook developed a method of advertising known as “Beacon.”  With Beacon, Facebook formed an advertising partnership with several other websites such as Overstock.com and Zappos.com.  Basically whenever a Facebook member purchased an item on one of these partner sites, that member would be asked, “Do you want to share your story on Facebook?”  The question came as a pop-up and only stayed for a few seconds.  If the member did not respond, it was assumed that the member agreed.  Eventually a man purchased a diamond for his wife on Overstock.com and Facebook shared the information with everyone and the surprise was ruined.
  Several articles came out and Facebook did remove the Beacon feature, but it did not deter customers from continuing to use Facebook.  There is simply too much concentrated power in a few companies for the pure market approach to be effective.

The government approach comes from the complete opposite end of the spectrum.  While the government approach would assure regulation and would work to guarantee privacy for the consumer, it is not the answer for two reasons: (1) legislation would not be fast enough to keep up with rapidly changing technologies; and (2) it would put too heavy a constraint on the online marketplace.  Almost everyday online advertising entities are establishing new ways to deliver advertisements and collect data from consumers.  New social networks are forming all the time, and third-party software continues to expand.  Technology simply increases too rapidly for government regulation to be the best method.  Even if the government was able to draft and monitor legislation to keep up with the online marketplace it still is the wrong answer because it would place a major burden on e-commerce.  There are two counterbalancing interests at stake, consumer privacy protection and the continuous growth of the online marketplace.  Just as the pure market approach may stimulate growth in e-commerce, but neglects to protect consumer privacy, Government regulation may protect the interests of the individual, but it will not stimulate growth in e-commerce.              

Self-regulation is the best option for regulating the online marketplace.  It places a heavier constraint on advertising entities than the pure market approach, but it does not unnecessarily burden those entities as the government approach would.  While self-regulation may be the best answer, it is still a long way away from being a good answer.  Some argue that self-regulation has several checks and balances that act to keep the companies in check, but without adequate consumer awareness there is really only one driver of self-regulation, the threat of government regulation.  So, the question lies, where do we go from here?  Consumer awareness is the single most important factor in the future of consumer privacy protection and self-regulation.  Consumers need to know how cookies work, how deep packet inspection works, where to find a privacy notice, how behavioral advertising is accomplished, who third-party advertisers are…When consumers are truly made aware of these things then self-regulation will be at an acceptable level.  Advertising entities will have to be more protective of consumer privacy because they will then be dealing with two risks, government regulation and consumer distrust.  Until consumer awareness becomes a reality, self-regulation will be the best of an inadequate group of options for consumer protection in the online marketplace.
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