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I. EXECUTIVE SUMMARY

Online Behavioral Marketing (OBM) promises to increase the social utility of marketing while robustly preserving consumers’ privacy to a degree not achieved by many other current marketing practices. Through the use of internet technology, OBM makes targeted marketing possible without any concurrent need to collect sensitive or personal information on consumers. As such, OBM represents a positive advance relative to other current marketing practices.
Unfortunately, this advance is largely unappreciated, and OBM faces suspicion, skepticism, and even outright hostility from some policy-makers and policy-influencers. This paper attempts to understand the nature of this skepticism, and the appropriate scope of any regulatory scheme. After defining and explaining OBM, this paper examines reasons for skepticism about OBM. And on the assumption that at least some skeptical concerns are well-founded (theoretically, if not actually), this paper suggests that the regulation of online behavioral marketing could be appropriate within a broader technology- and medium- neutral regulatory scheme aiming to uphold principles of privacy-preservation and informed user control. 

II. ONLINE BEHAVIORAL MARKETING AND THE CHALLENGE OF REGULATION


OBM means any practice aiming to predict, for marketing purposes, the consumer interests of internet users by means of collecting information on the online behavior of such consumers, typically across web domains.[footnoteRef:2] In general, OBM aims to increase the value of online advertising by identifying consumer interests. Thus, for example, if a consumer has recently visited separate web sites about bird-watching and cameras, a behavioral marketer could infer that the consumer has or might have an interest in nature photography more generally. An ad could then be served reflecting this interest.  [2:  Cf. NETWORK ADVERTISING INITIATIVE, 2008 NAI PRINCIPLES: THE NETWORK ADVERTISING INITIATIVE’S SELF-REGULATORY CODE OF CONDUCT FOR ONLINE BEHAVIORAL ADVERTISING 6-9 (2008) [hereinafter NAI]; FEDERAL TRADE COMMISSION, ONLINE BEHAVIORAL ADVERTISING: MOVING THE DISCUSSION FORWARD TO POSSIBLE SELF-REGULATORY PRINCIPLES, 1 (2007) [hereinafter FTC Proposed Principles].] 

Technologically, OBM may be implemented in different ways. For example, an online ad network could track users across sites in its ad network by the use of cookies, and then use the collected information to offer tailored ads. Alternately, OBM could be implemented by means of deep packet inspection (DPI) by an internet service provider (ISP). On this technological model, the ISP inspects the content of unencrypted packets of information it is sending and receiving on behalf of the user for the purpose of gleaning insight into consumer interests and tailoring advertisements, usually in a partnership with a third party.
OBM is sometimes distinguished from so-called “contextual marketing,” such as that conducted by most commercial search engines. OBM typically utilizes data on user behavior from across web domains or networks of web domains, while contextual marketing, as currently practiced, focuses on information provided by or to the user at the point of a single web page. Thus, Google’s Gmail uses its contextual “knowledge” of the contents of users’ email to cause ads to be served related to the words within particular emails, when read. 
Although possibly seen as competing paradigms, both OBM and contextual online marketing share the same basic idea of identifying user interests for the purpose of targeting advertising. Given this similarity, it is easy to imagine a world in which the current distinction between OBM and contextual marketing blurs or collapses. To reuse an example: suppose that a future commercial search engine notices that a user who has recently searched for cameras is now searching for bird-watching. Making an inference about the user’s consumer interests, the search engine serves the user a third-party ad about nature photography. At this point, would the search engine’s marketing strategy be essentially contextual or behavioral? 
The difficulty of firmly answering this question should matter to a policy-maker or policy-influencer who, today, worries about OBM but not contextual marketing.[footnoteRef:3] As marketing paradigms converge, regulatory schemes based on current paradigms and their current implementing technologies will become outmoded. Instead, policy should be focused at a higher level of abstraction. Given, for example, a legitimate concern over marketers’ possession of sensitive kinds of information—like personally-identifiable information (“PII”),[footnoteRef:4] or information about children’s activities—it would be myopic to regulate merely the current technical practices implicating those legitimate concerns. Current technical practices can change; with different practices, the underlying concerns remain. Consequently, regulation, whatever its ultimate content and form, should aim for paradigm- and technology- neutrality. [3:  See, e.g., CENTER FOR DEMOCRACY AND TECHNOLOGY, COMMENTS OF THE CENTER FOR DEMOCRACY & TECHNOLOGY IN REGARDS TO THE FTC STAFF STATEMENT 7 (April 11, 2008) [hereinafter CDT Comments] (explaining that “contextual” marketing should be less regulated than OBM).]  [4:  Defining the precise extension of ‘PII’ is beyond the scope of the present paper; the key connotation, however, is any information identifying (or which could identify) a natural person.] 


III. THE PERCEPTION PROBLEM OF ONLINE BEHAVIORAL MARKETING

OBM has attracted considerable attention lately from regulators, policy-makers, and public interest groups, much of it negative. This section addresses this antipathy by considering 1) the relative social utility (or disutility) of OBM, 2) the legality or OBM, and 3) the special privacy implications (if any) of OBM. Hopefully, this helps illuminate the legitimate concerns which ought to shape regulation and enforcement. 
	
A. Marketing as a Costly “Dark Art” 

Marketers and marketing suffer from a general perception that their industry and chosen profession is unseemly—a dark art. For example, Tamara Piety compares advertising to an addictive drug which damages its users— in this case, the consumer.[footnoteRef:5] She warns, “America has entered a second adolescence with the following characteristics: grandiosity and a sense of invulnerability, heightened self-absorption, ironic detachment and defensiveness, and a preoccupation with appearance and sex.”[footnoteRef:6] On this view, advertising morally degrades consumers insofar as it succeeds by appealing to biases, fears, vanities, and lusts.[footnoteRef:7] [5:  Tamara Piety, “Merchants of Discontent”: An Exploration of the Psychology of Advertising, Addiction, and the Implications for Commercial Speech, 25 SEATTLE U. L. REV. 377, 426 (2001).]  [6:  Id. at 449.]  [7:  Id. Admittedly, this formulation begs certain questions: it assumes that our biases are illegitimate, our fears unfounded, our vanities harmful, and our lusts unhealthy. In properly evaluating the moral case against marketing generally, these essentially philosophical assumptions may merit examination.  ] 

Although this critique possesses some force, society has seemingly rejected the implications of this view, for better or worse: advertising generally is allowed even when it may appeal to our lesser selves. Nevertheless, this general view of advertising may shade the perception which people have about OBM as a form of the “dark art.” Under such a view, OBM marketers are unlikely to get the benefit of any doubt in discussions about novel technologies.
Another factor feeds in to the negative impression of advertising generally: the fact that some advertising (like e-mail spam and consumer telemarketing) represents more cost than benefit for particular time-crunched consumers. In these kinds of cases, marketing creates net negative utility, leading to “marketing as a market failure.”[footnoteRef:8] [8:  Eric Goldman, A Coesean Analysis of Marketing, 2006 WIS. L. REV. 1151, 1165 (2006) ] 

It is unlikely, however, that OBM in particular would lead to less utility than other, less targeted, kinds of advertising—and likely that OBM would lead to relatively more social utility. Advertising creates social utility by informing the consumer of a heretofore unknown (but desirable) possibility,[footnoteRef:9] and/or by facilitating the realization of a desirable possibility, i.e., by matchmaking.[footnoteRef:10] Consequently, if marketers understand a consumer’s particular interests and can provide ads tailored to those interests, the likelihood of successful matchmaking or informing increases.[footnoteRef:11] Thus, as a particular strategy for understanding consumer interests and serving more targeted ads, OBM promises to increase social utility relative to other, less targeted, advertising.  [9:  See id. at 1173. In Goldman’s terminology, this might be understood as uncovering a latent preference.]  [10:  Id. at 1172.]  [11:  Id. at 1173 (“imperfectly targeted marketing creates negative externalities for uninterested consumers”). ] 

Unfortunately for OBM marketers, however, particular individual consumers are unlikely to appreciate this increased social utility directly. This is because, when a consumer is served a more relevant ad, he does not see the less relevant / less utile ad which would have been served otherwise. The consumer lacks any natural, direct point of comparison. Consequently, consumers largely fail to see the increased social utility of more relevant advertising. 

B. Is Deep-Packet Inspection Illegal Wiretapping under the Electronic Communications Privacy Act?

The Center for Democracy and Technology (CDT) argues that DPI—a particular technological method by which OBM can be implemented[footnoteRef:12]—is an illegal technology under the Electronic Communications Privacy Act (ECPA).[footnoteRef:13] News outlets have also advanced this view.[footnoteRef:14] These allegations feed into the public perception of OBM as a suspect and undesirable marketing strategy. [12:  See supra Part II.]  [13:  CTR. FOR DEMOCRACY & TECH., AN OVERVIEW OF THE FEDERAL WIRETAP ACT, ELECTRONIC COMMUNICATIONS PRIVACY ACT, AND STATE TWO-PARTY CONSENT LAWS OF RELEVANCE TO THE NEBUAD SYSTEM AND OTHER USES OF INTERNET TRAFFIC CONTENT FROM ISPS FOR BEHAVIORAL ADVERTISING (2008). The ECPA is found at 18 U.S.C. §§ 2510-2701.]  [14:  E.g., Declan McCullagh, Web monitoring for ads? It may be illegal, CNET NEWS, May 19, 2008, http://news.cnet.com/8301-13578_3-9947499-38.html. ] 

First, the CDT claims that DPI counts as a forbidden “intercept” under 18 U.S.C. § 2511(1)(a).[footnoteRef:15] However, the statutory definition of “intercept” incorporates an exception for equipment “being used by a provider of wire or electronic communication service in the ordinary course of its business.”[footnoteRef:16] Thus, the only way to hold the ISP (and its authorized partners) liable under § 2511(1)(a) is to assume that ISPs for some reason should not be in the media business of advertising—i.e., to assume that such practices are outside the “ordinary course of its business.” This assumption is tendentious. Some ISPs are media companies more broadly (such as Time Warner), and in the early days of the internet, at least one ISP supported its service partially through advertising.[footnoteRef:17] Thus, the general idea of ISPs engaged in media services is hardly novel. Moreover, there is no good a priori reason to limit the legitimate business models which an ISP may use to support its business and serve its customers.[footnoteRef:18] [15:  CTR. FOR DEMOCRACY & TECH., supra note 12, at 4. The CDT also claims that DPI runs afoul of the disclosure provisions of 18 U.S.C. § 2511(c)-(d), but culpability under those provisions requires knowledge that the that the original ‘intercept’ was illegal under § 2511(a). Consequently, if there is no legal problem under the intercept provision of § 2511(a), as argued here, then there is no problem under 
§ 2511(c)-(d).]  [16:  18 U.S.C. § 2510(5)(a)(ii).]  [17:  That service was Juno (http://www.juno.com). The author can personally attest to using Juno’s (now apparently non-existent) ad-supported dial-up email service more than 10 years ago.]  [18:  NebuAd, a firm which provides DPI services to ISPs for OBM, offers an additional argument for the legality of its particular services under 18 U.S.C. § 2511(1)(a). NebuAd points out that, under §2511(2)(d), consent is an exception to §2511. NEBUAD, MEMORANDUM: LEGAL AND POLICY ISSUES SUPPORTING NEBUAD’S SERVICES 4 (2008). NebuAd argues that the kind of notice it requires to be provided to users constitutes appropriate implied consent that falls within this exception. Id. at 4-5.] 

Second, the CDT claims that ISP’s can be liable for “divulging” information to third-parties (such as an OBM marketing partner) under § 2511(3).[footnoteRef:19] The statute provides a relevant exception, however; “divulging” is not prohibited if consent has been obtained.[footnoteRef:20] Moreover, courts have recognized a doctrine of implied consent on the basis of prior notice.[footnoteRef:21] [19:  CTR. FOR DEMOCRACY & TECH., supra note 12, at 6.]  [20:  18 U.S.C. § 2511(3)(b)(ii).]  [21:  See NEBUAD, supra note 17, 4-5. “Divulging” is also allowed when it is “to a person . . . authorized … to forward such communication to its destination.” 18 U.S.C. § 2511(3)(b)(iii). Thus, if an online behavioral marketer were integrated into the ISP’s service such that the marketer was taking some responsibility for delivery of the packets, it would arguably fall under this exception.] 

It should be added that no case has yet been decided addressing the specific applicability of the ECPA to DPI for the purpose of OBM. Nevertheless, there are plausible arguments for the legality of these technologies, at least under certain conditions, such as where appropriate prior notice is provided. It would appear that contrary to reports, DPI may be legal. 

C. Online Behavioral Marketing and Privacy

Rightly or wrongly, OBM raises privacy concerns among regulators and advocates, especially when OBM is implemented via DPI. Both the United States Senate[footnoteRef:22] and House[footnoteRef:23] have held hearings about the privacy implications of DPI technology. These hearings have also addressed the adequacy of consumer notice and consent, and the security of any collected data.[footnoteRef:24] The core concern and motivation for holding these hearings stems from the view that DPI in the context of OBM is or involves the tracking of particular consumers, in a practice that amounts to surveillance or spying.[footnoteRef:25] This supposed privacy risk has even been taken to pose a challenge to democracy itself.[footnoteRef:26] [22:  Broadband Providers and Consumer Privacy: Hearing Before the S. Commerce, Science and Transportation Comm., 110th Cong. (2008) [hereinafter Senate Hearing].]  [23:  What Your Broadband Provider Knows About Your Web Use: Deep Packet Inspection and Communications Laws and Policies: Hearing Before the Subcomm. On Telecommunications and the Internet of the H. Comm. On Energy and Commerce, 110th Cong. (2008) [hereinafter House Hearing].]  [24:  Id.; Senate Hearing, supra note 21.]  [25:  For example, committee members and witnesses alike at the House Hearing compared DPI to someone opening and reading mail. Id. See also Letter from Jeff Chester, Executive Director of Center for Digital Democracy, and Edmund Mierzwinski, Consumer Program Manager of U.S. Public Interest Research Group, to Donald Clark, Federal Trade Commission 1-2 (April 11, 2008) [hereinafter CDD Letter].]  [26:  CDD Letter, supra note 24, at 13.] 

Despite this concern, it is unclear how OBM generally, implemented via DPI or any other means, amounts to an automatic actual privacy problem. Nevertheless, assuming that potential privacy abuse is concerning enough to merit regulation, the regulatory and policy focus ought to extend beyond the particular technological implementation of a kind of marketing strategy. Online behavioral marketers using DPI technology are hardly the only group analyzing potentially sensitive data for insights on consumer interests. And among such marketers overall, OBM marketers using DPI may be among the smallest players in the U.S.[footnoteRef:27]  [27:  The scope of OBM DPI trials in the United States (there are apparently no on-going trials) has been on the relatively paltry scale of tens or hundreds of thousands of users. See Anick Jesdanun, Web Trackers Hit Privacy Wall: Ad Targeting Based on Internet Use Now Under Fire, SEATLLE POST-INTELLIGENCER, Sep. 1, 2008, available at 2008 WLNR 16557527. For comparison, see FIRST RESEARCH, infra note 27, at 1; Epsilon, infra note 28. ] 

By way of comparison, there is an $11 billion industry of off-line marketers focused on trading, analyzing, and mining data on consumers in an attempt to identify and target relevant consumer segments.[footnoteRef:28] Here is a sample offering from one such marketing services company: [28:  FIRST RESEARCH, DIRECT MARKETING SERVICES 1 (2008), available at http://www.marketresearch.com/browse.asp?categoryid=288&g=1.] 

Wouldn’t it help to know what shoppers are purchasing? Why they buy what they do? What channel they prefer? Who makes the purchasing decisions? . . . The Abacus team of analytic experts unlocks those insights for you. With data on over 100 million households and 75 million business contacts, Abacus has just what you need. . . . When you join the Abacus Consumer Cooperative, you get information about 100 million US households and more than 5.5 billion transactions. Now that’s a lot of data.[footnoteRef:29] [29:  Epsilon, Abacus: A Division of Epsilon, http://www.epsilon.com/epsilonstatic/services/solutions/abacus (last visited Oct. 16, 2008). Abacus is hardly an isolated example from the offline “marketing services” industry. See Direct Marketing Association, Direct Marketing Vendor Search, http://thedirectmarketingsearch.com/ (last visited Oct. 19, 2008) (listing perhaps a hundred or more categories of marketing service providers). ] 


Consumer data is shared in other ways too—in Britain, data is shared between credit card companies.[footnoteRef:30] And, presumably, all of these off-line practices[footnoteRef:31] involve PII in order to have any value at all for the involved marketers and advertisers.  [30:  Money.co.uk, Credit Card Providers ‘To Share Customer Information,’ http://www.money.co.uk/article/1001663-credit-card-providers-to-share-customer-information.htm (last visited Oct. 19, 2008).]  [31:  For a consideration of the social effects of numerical analysis more broadly—including marketing effects—see STEPHEN BAKER, THE NUMERATI (2008).] 

Compared to these offline practices, OBM presents a distinct—and distinctly underappreciated— opportunity to improve marketing practices as they relate to privacy and security. With internet technology, consumer profiles can be anonymized so that they are not identifiable with particular people. Similarly, PII can be systematically disregarded so that it forms no part of the underlying consumer interest database. Neither of these approaches is practiced in the off-line world. As well, “sensitive” segments—such as those related to health or children’s activities—can be excluded from marketing efforts.  
In fact, evidence suggests that many online behavioral marketers, including especially those implementing DPI, already voluntarily implement these privacy-conserving measures.[footnoteRef:32] Consequently, online behavioral marketers may be in the best position to comply readily with a regulatory scheme aimed at the information-management practices of marketers. On the other hand, if OBM is driven out of business by punitive regulation aimed specifically at it, some future advertisers may be driven to far more intrusive options.[footnoteRef:33] [32:  See House Hearing, supra note 22 (testimony of Bob Dykes, CEO of NebuAd) (testifying that NebuAd is committed to the principle that marketing use of PII merits greater security and disclosure measures); 80/20 THINKING, PRIVACY IMPACT ASSESSMENT, 6 (2008) (reporting that Phorm does not store PII, including IP address). Phorm’s privacy model has merited the provisional approval of the British Information Commissioner’s Office (Britain’s privacy regulator). INFORMATION COMMISSIONER’S OFFICE, PHORM: WEBWISE AND OPEN INTERNET EXCHANGE 1 (2008), http://www.ico.gov.uk/about_us/news_and_views/current_topics/phorm_webwise_and_oie.aspx. A detailed technical review of Phorm’s model reveals that its privacy claims—in particular, that its marketing categories could not be identified with individual users and that PII is not retained—are credible. See RICHARD CLAYTON, FOUNDATION FOR INFORMATION POLICY RESEARCH, THE PHORM “WEBWISE” SYSTEM 2-11 (2008), http://www.cl.cam.ac.uk/~rnc1/080518-phorm.pdf.]  [33:  See Goldman, supra note 7, at 1159-60.] 

Additionally, there is some evidence that ordinary consumers are less concerned with the idea of targeting or “profiling” marketing practices than would be suggested by the sanguine denunciations of some activists.[footnoteRef:34] When “privacy campaigners” attempted to organize a mass street protest against U.K.-based online behavioral marketer Phorm, few protestors showed up.[footnoteRef:35] And a poll from Harris Interactive reveals that most U.S. adults would be comfortable with behavioral advertising if privacy and security policies were put in place 1) explaining the service, 2) offering choices about “tailored content and advertising,”  3) maintaining secure systems, and 4) preventing PII from being shared.[footnoteRef:36] [34:  CDD Letter, supra note 24, at 2 (characterizing the idea of consumer profiling or segmenting as offensive “stereotyping” of a “crass, manipulative nature.”).]  [35:  “Terminator,” Op-Ed., Bad ‘Phorm’ from Protestors, REVOLUTION, Sep. 24, 2008, available at 2008 WLNR 18120464.]  [36:  HARRIS INTERACTIVE, MAJORITY UNCOMFORTABLE WITH WEBSITES CUSTOMIZING CONTENT BASED VISITORS PERSONAL PROFILES: LEVEL OF COMFORT INCREASES WHEN PRIVACY SAFEGUARDS INTRODUCED (April 10, 2008), available at http://www.harrisinteractive.com/harris_poll/index.asp?PID=894.] 

Thus, even supposing that legitimate privacy concerns warrant the regulation of marketing generally, there is no demonstrated policy need to specially target online marketers, or behavioral marketers, or particular technological implementations of more general marketing strategies. And, incidentally, among marketers generally, OBM marketers implementing DPI may actually have the best privacy practices and pose the least threat to consumer privacy.

IV. FINDING AND APPLYING APPROPRIATE REGULATORY PRINCIPLES

If marketers are to be regulated with respect to their information-management practices, what principles should guide such regulation? This section briefly characterizes some possible answers, and suggests that, viewed broadly, there is not much reason to agonize over principle-selection. Instead, the most difficult regulatory problem related to online behavioral marketing concerns the specific application of the principle of consumer control: whether affirmative opt-in consent should be required on the part of consumers. Part B of this section argues against requiring affirmative opt-in consent. 

	
A. Harris Interactive, NAI, and FTC Principles 

A short list of proposed regulatory principles governing marketers’ information-management should include: 1) Harris Interactive principles (reflective of the commitments consumers would require in order to trust OBM);[footnoteRef:37] 2) Network Advertising Initiative (“NAI”) principles (reflective of a broad self-regulatory scheme for online advertising);[footnoteRef:38] and 3) Federal Trade Commission (“FTC”) suggested principles.[footnoteRef:39] The Harris Interactive principles involve disclosure, consumer control to customize the ad experience, security of any stored data, and a prohibition on sharing PII.[footnoteRef:40] NAI principles include these and, additionally, would restrict any merger of non-PII with PII data and the collection of certain kinds of potentially sensitive non-PII data (such as health information).[footnoteRef:41] The FTC similarly emphasizes consumer notice, consumer control, security, and restrictions on the use of sensitive categories of data.[footnoteRef:42] Additionally, the FTC encourages limited data retention,[footnoteRef:43] and requires that “affirmative express consent” be obtained from users when privacy policies are materially modified or changed.[footnoteRef:44] [37:  Id. at 35. ]  [38:  NAI, supra note 1, at 6-9. ]  [39:  FTC Proposed Principles, supra note 1, at 3-6.]  [40:  HARRIS INTERACTIVE, supra note 35.]  [41:  NAI, supra note 1, at 7-8.]  [42:  FTC Proposed Principles, supra note 1, at 3-5.]  [43:  Id. at 4.]  [44:  Id. at 5 (explaining that this is a requirement of the law in any case).] 

It should not be necessary to choose from among these principles, as if they are inconsistent. These principles recommend themselves, and it is sensible to think that a regulatory scheme could accommodate them all.
However, if such a regulatory scheme is to be government-based,[footnoteRef:45] in addition to the above principles, it should include measures ensuring the legality of DPI under wiretapping laws so long as marketers conform to the prescribed information-management practices (whatever the prescription may be). Even though there are plausible arguments for the legality of DPI at any rate,[footnoteRef:46] it would be beneficial to remove all doubt from the market.  [45:  The problem of optimally choosing from among 1) no regulation, 2) self-regulation, and 3) government regulation is non-trivial, and simply cannot be adequately addressed here. Those interested in the topic should see Peter Swire, Markets, Self-Regulation, and Government Enforcement in the Protection of Personal Information, in PRIVACY AND SELF-REGULATION IN THE INTERNET AGE (U.S. Dept. of Commerce ed., 1997), available at http://www.ntia.doc.gov/reports/privacy/selfreg1.htm#1A. ]  [46:  See supra Part III.B.] 


B. The Last Thorny Regulatory Issue: Opt-in or Opt-out Notice and Consent?

There is, however, one specific contentious and recurring regulatory issue worth discussing in detail: whether appropriate consumer control means that users must affirmatively opt-in. Should users be the target of OBM if they have not affirmatively signed up for it? The current industry default standard, at least when considering non-sensitive and non-PII data (and the discussion here will assume this limitation), is opt-out.[footnoteRef:47] Should this standard be left in place? [47:  NAI, supra note 1, at 6. This holds in the offline world as well, where businesses mail privacy notices with opt-out provisions. It is unclear whether there are any consumer consent requirements for contextual online marketing.] 

In a world with no transaction costs to bargaining and where each party clearly understands its own best interests, the answer to that question would be completely indifferent. However, in this world there are transaction costs, and consumers often trust others (such as regulators) to signal for them where their interests lie. All of these factors can be seen in the particular case of OBM, and understanding these effects ultimately argues against requiring opt-in. 
Opt-in consent entails a de facto presumption against OBM; in an opt-in scheme, the default option is not being the target of OBM. This default arrangement sends a signal to users that OBM may be costly, since it is not simply allowed as a matter of course. Whether or not this signal is true is an entirely different question, of course. (Conversely, while opt-in signals costliness and builds a presumption against OBM, opt-out works oppositely.) 
Additionally, it is plausible to think that most peoples’ choice to opt-in or opt-out will be guided, if not completely determined, by this initial presumption. Given the low cost of choosing the default, and the apparent costliness of opting-in, the likeliest scenario is one where consumers choose (what they take to be) the quickest and safest option. This means that most users under an opt-in scheme will probably not choose to opt-in. 
This would present OBM marketers with the task of convincing users to affirmatively opt-in. In this, the marketers would face significant bargaining barriers, even if OBM would actually be better for individual consumers than the default alternative of un-targeted advertising. First, most consumers are simply not interested in better advertising as such, a fact which compounds the already non-trivial task of getting consumers’ attention for the purpose of convincing them to sign up for better advertising. Second, most consumers will not directly appreciate the value of OBM even when they are served by OBM; marketers thus potentially face a task of convincing consumers of value which, though it may exist, cannot be directly appreciated.[footnoteRef:48] Third, marketers generally do not get the popular benefit of the doubt; consequently, reassuring promises to preserve privacy may be viewed skeptically even if enforceable by law.[footnoteRef:49] These transaction costs to bargaining, could, in the event, destroy fledgling OBM marketers unable to overcome them.  [48:  Id. ]  [49:  Supra Part III.A] 

In mediating this opt-in/opt-out dispute, regulators could decide that one side or the other are “bad guys” or “good guys,” and on that basis give the “good guys” their preferred option. Unfortunately, this approach simplifies potentially complex realities—privacy advocates can have legitimate concerns even while they might not be correct on every issue; marketers could be creating value even if there are unseemly aspects to their business. Of a piece with this approach would be an approach which dichotomizes between marketers, on the one hand, and consumers, on the other. Thus, “opt-in” could be seen as choosing “for” consumers, while “opt-out” is seen as choosing “for” marketers. This view unfortunately assumes that someone has to be the loser in this arrangement. If this assumption is false, it could lead to the wrong policy choice.  
Regulators should instead squarely face the task of judging the basic social legitimacy of the OBM model, perhaps by comparing it to other marketing strategies. If OBM is basically illegitimate or suspect, then the stringent opt-in standard should be utilized since it creates the “right” default presumption – that is, the presumption against OBM. If OBM is basically legitimate or a social improvement (perhaps under appropriate regulations pertaining to treatment of PII or sensitive marketing categories), then regulators should instead place the presumption in favor of OBM with an opt-out standard.[footnoteRef:50]  [50:  The current discussion is in terms of OBM, but of course the offered points generalizes to similar marketing practices elsewhere. Thus, for example, if the offline practices of Abacus are basically legitimate, users should only have an opt-out option; on the other hand, if the offline practices of Abacus are basically illegitimate, then Abacus should be required to obtain affirmative opt-in consent. ] 

Applying these considerations, because OBM is an improvement over existing marketing practices in terms of privacy concerns,[footnoteRef:51] and because OBM will increase social utility relative to less targeted advertisements,[footnoteRef:52] opt-out is the most appropriate standard. [51:  See supra Part III.C.]  [52:  See supra Part III.B.] 


V. CONCLUSION

Despite its lackluster public perception, OBM promises to increase the social value of advertising while conserving consumer privacy. Regulators can help realize this promise by advancing a principled regulatory framework removing obstacles from OBM while ensuring appropriate security, privacy, and informed user control. Such a framework should apply broadly; the underlying values of security, privacy, and informed user control, if they apply at all, apply across industries or particular implementing technologies. Moreover, “regulatory silos” can be ineffective or counter-effective as technologies and strategies evolve, or as marketers move to less-regulated media. But a fair and technology-neutral marketing information management regulatory framework could be beneficial by 1) ensuring consumer confidence and 2) safeguarding against potential abuses. As long as such a framework did not possess a punitive aim or purpose, there is little reason to think that most online behavioral marketers would be opposed. 
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