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I. EXECUTIVE SUMMARY
As the Federal Trade Commission and other regulatory bodies confront the delicate issue of maintaining individual privacy in the midst of a burgeoning industry addressed at targeting Internet advertising to consumers based on their browsing history, the Online Publishers Association urges the Commission to allow a self-regulatory framework to shape the development of policy in this area.
The OPA’s stance on this issue stems from both practical difficulties and the adverse outcomes strict regulations would impose on consumers and content producers alike.  Technologically, preventing the placement of “cookies” on users’ computers for advertising reasons calls into question the legality of the use of “cookies” for many benign uses which have no association with advertising.  Economically, any regulations that have the practical result of eliminating targeted advertising will have one of three adverse effects on Internet users: (a) owing to the reduced fees sites can charge per advertisement, the number of ads will increase drastically, while the “annoyance” effect of each individual ad will increase due to the fact that many ads will have no relevance to the user; (b) much of the currently free content of the Internet will be eliminated or available only on a paid basis; or (c) individuals, who are now turning to the Internet more than ever for much of the information and entertainment that they used to enjoy “off-line,” will no longer learn of many products and services that they either want or need in their everyday lives.  Furthermore, as the Internet is an emerging technology, its potential for growth may be unduly limited by imposing regulations at such an early stage in its development.
In brief, the policies which would guide the OPA in administering a self-regulatory framework would be an emphasis on clear and conspicuous disclosure, a focus on increasing consumer awareness of the issues of privacy and targeted online marketing, and the maintenance of an “opt-out” means of preventing data collection.
II. ONLINE PUBLISHERS ASSOCIATION

Prior to presenting the approach advocated by the Online Publishers Association, it’s important to present a brief overview as to what our organization stands for and who it is that we represent.  The Online Publishers Association (hereinafter OPA) is a non-profit trade organization which represents the interests of high-quality online content providers as they make the transition from “traditional” media formats to the fast-evolving world of the Internet.  Our clients are many of the most respected names in journalism, ranging from The New York Times and Fox News to entertainment outlets such as ESPN.com and Walt Disney Internet Group.

Due to both the large number of organizations we represent and the positions of prominence which our clients hold in their respective fields of journalism, 80% of Internet users visit the website of at least one of our member organizations in a given month.  Accordingly, we are in a unique position to speak to the impact strict regulation of online behavioral targeting is likely to have on the availability of free media content on the Internet.  Similarly, our position also allows us to both assist in the continuing development of a self-regulatory framework and to coordinate its implementation.
III. THE IMPORTANCE OF SELF-REGULATION

A. Self-Regulation as a Concept

The OPA firmly believes that policies regarding the collection, retention, and use of consumer data should be formulated and implemented by those currently supplying the content and services that comprise the Internet today.  This belief is premised on both the traditional shortcomings inherent in extensive regulations and the distinct circumstances surrounding the evolution of the Internet.

Traditionally, the imposition of strict regulations on an industry is accompanied by a variety of accompanying problems.
  Initially, as regulations are often drafted in broad terms which lack the precise clarity on which business decisions can be made, businesses face the prospect of either of the following unsavory scenarios: (i) pursuing a course of action that is not precisely addressed by a regulation, only to later engage in extensive and costly litigation to determine the legality of their decision; or (ii) foregoing potentially legitimate and progressive strategies so as to avoid the uncertainty associated with taking action.  Further, regulations are notoriously inflexible and thus are slow to implement changes when forced to adapt to industries experiencing constant transformations.  Finally, it is no secret that regulations are frequently over- and under-broad, entangling in their grasp many benign practices and individuals while failing to account for practices that are either unknown to the regulating body or that have yet to be developed.
B. The Drawbacks of Strict Regulations in the Internet Context

Regarding the imposition of regulations on the evolving medium of the Internet, the OPA believes that the above concerns are particularly relevant.  As the Internet is currently a relative infant in the world of media, the flexibility and industry-specific expertise that accompany self-regulation is crucial in allowing regulations to keep pace with technological advancements.  Similarly, as new means of accessing and availing of consumer information are developed on a seemingly daily basis, any regulations that are imposed from the outside are likely to lag behind.  To provide an oft-cited example, many Internet service providers (ISPs) have begun using deep packet inspection (DPI) in an effort to monitor and catalog the web-surfing engaged in by their customers.  Though this technology was initially employed as a means of preventing attacks from viruses, worms, and other sophisticated intrusions,
 only more recently has its use as a means of collecting information for targeted marketing become prevalent.  Accordingly, any regulations promulgated prior to this development likely would have failed to account for this technology, thus excluding the practice from the reach of the regulating body.  To the extent that many other practices –which by definition are incapable of being described in detail at the present- will arise in this ever-expanding field, a self-regulatory framework is the ideal means of swiftly and fairly addressing these practices when the need arises so as to protect the interests of the consumers.

The breadth of potential regulation regarding the placement of “cookies” on consumers’ computers is disconcerting to members of the OPA and may significantly reduce the content-quality and level of personalization on which many users have come to rely.  Specifically, the present uses of “cookies” –which as both a legal and practical matter may be limited by a regulatory scheme intended to focus on Internet advertising- extend far beyond the mere collection of data for advertising purposes.  For example, “cookies” are frequently delivered to users’ computers and later accessed in order to deliver editorial material that the user is likely to find interesting based on prior preferences.  A popular example of this service is iGoogle, a customizable homepage which allows a user to choose among a series of web feeds and gadgets that will be presented (with updated content) every time the user launches his web browser.
  Though at present the web feeds and gadgets that display are selected by the user, one can easily imagine a second generation version of this service which responds not to self-stated preferences for content, but rather to self-demonstrated interests of the user, as shown by the pages he has visited and the search engine queries he has entered.  To the extent that information on consumers is retained for this purpose, any regulations that fail to account for the practical difficulties associated with retaining and segregating data in this manner may detract from the quality of an Internet user’s experience.

OPA members –and, in turn, consumers who rely on our member organizations as their primary sources of news and entertainment- rely on data collected through the use of “cookies” in continually analyzing the popularity of certain topics and authors so as to constantly improve upon the quality of the products they offer.  In this manner, the evolution of the Internet has allowed high-quality content providers to engage in “real-time conversations” with its customers and to adjust the content of its display and/or the order for a particular user based on the preferences he/she has demonstrated.  While this potentially up-to-the-second feedback in the realm of marketing has been decried by some in consumer advocacy circles as overly intrusive,
 the OPA is of the belief that such feedback represents a significant advantage of new media and whole-heartedly resists any regulation that will have the effect of thwarting such advancements.

Assuming for the moment that any impact of external regulation can be limited solely to targeted marketing, the OPA maintains its opposition on the grounds that such regulations will hurt both consumers and content providers alike.  This opposition is based on the fact that one of three outcomes will ensue, each of which is undesirable for consumers: (a) a sharp increase in overall advertising, together with a corresponding lack of appeal of each individual ad; (b) a significant reduction in free content provided on the Internet; or (c) a deprivation of products and services which consumers want and/or need.

The current practice of presenting consumers with advertisements that are targeted specifically to the individual as a result of prior browsing patterns has the benefit of increasing click-through and purchase rates while simultaneously producing a positive response –or, for those who fundamentally oppose advertising, a “less negative” response- in their viewers.  A recent eMarketer survey indicated that 47.8% of individuals strongly agreed and 24.6% of individuals somewhat agreed with the following statement: “I find online advertising intrusive and annoying when the products and services being advertised are not relevant to my wants and needs.”
  In this same survey, however, these respondents overwhelmingly indicated no opposition to seeing advertisements from stores and brands which they know and trust.  Accordingly, far from being averse to the concept or presence of Internet advertising as a whole, these individuals simply disliked being exposed to ads in which they had no interest.  Any regulation that has the effect of preventing content providers and advertising agencies from discovering consumers’ tastes and interests, therefore, will necessarily increase the likelihood of exposing consumers to ads that they find both “intrusive” and “annoying.”  

Furthermore, such regulation will result in consumers seeing many more of these advertisements, as the current rates for which advertisements can be sold (attributable to the relatively high click-through and purchase rates mentioned previously) will decline markedly should ads no longer be viewed by individuals who have been pre-selected on account of their interests.  Similarly, as the “cookies” that determine when to deliver an ad are also used to identify if an individual has already been exposed to an ad on a number of occasions, individuals will see more of the same advertisements, a concept which has also been shown to annoy them.

While it seems so obvious as to go without saying, content providers depend on the revenue generated from advertising in order to ensure their survival.  In fact, as many OPA members in “traditional media” such as newspapers experience decline in subscriptions, they are turning to the Internet in an effort to regain both readership and revenue.  Accordingly, any response to strict advertising regulation that does not include the significant increase in advertising referenced above will result in a loss of revenue and a corresponding reduction in the amount of free content that is available to consumers on the Internet.
  Such a reduction in content would come at a time where more Americans than ever (particularly young Americans) depend on free Internet media content as their primary source of daily news.

Finally, imagining for a moment a scenario whereby many producers could continue to provide the present level of content without a significant increase in the amount of advertising to consumers, a reduction in the ability to target consumers using behavioral marketing would nevertheless prevent many individuals from being exposed to products that they particularly want or even need.  Indeed, while many who oppose the current industry practice of targeted marketing premise their beliefs on a fundamental distrust of advertisements as a whole, this is a premise with which many –including the OPA- do not agree.
  In fact, advertising in general (and Internet advertising in particular) is the primary mechanism by which many start-up enterprises are able to disseminate information about their product/service to a large number of people at a relatively low cost.  Further, advertising allows all companies big and small alike to provide consumers with information about new products so as to keep them abreast of developments that may be of interest to them.  While opponents of targeted marketing attempt to portray such ads as efforts to manipulate product demand and prey on consumer worries, much evidence demonstrates that this is simply not its effect.
  In light of the numerous benefits conferred by advertising, it is important to not over-regulate marketing in the Internet context at a time when more individuals than ever are availing of the Internet to access information and programming –and, in turn, accompanying advertising- which they used to receive in an “off-line” world.

C. The Internet as an Emerging Medium
Regulation of Internet marketing may also be particularly harmful at this point in time in light of the Internet’s position as an emerging medium.  As such, an unintended consequence of broad regulation may be to thwart its potential for growth.  By way of comparison, OPA members point to the limitations on telephone marketing that were enacted by the Do-Not-Call Implementation Act of 2003.  While admittedly a limitation on marketing, this statute came about well over a century after the invention of the telephone and was developed in response to particularly widespread abuses by telemarketers.  In contrast, regulation of Internet marketing is justified by neither of these criteria.  Further, and more importantly, particularly sensitive types of information and egregious behaviors have already been specifically addressed by legislation,
 leaving more benign issues particularly ripe for self-regulation.

IV. HOW THE ONLINE PUBLISHERS ASSOCIATION WOULD OPERATE IN A SELF-REGULATORY SYSTEM

The OPA is mindful of the fact that effective advocacy on behalf of a self-regulatory framework requires putting forth the policies and principles that we would be guided by when crafting such regulations.  Specifically, the OPA supports three over-arching principles:
 (a) clear and conspicuous disclosure in a site’s privacy policy of how data is collected, retained, and used; (b) promoting increased awareness to the consuming public regarding the current practice of targeted marketing, coupled with educating consumers as to how to manage their own privacy controls; and (c) maintaining the present “opt-out” ability for consumers who do not wish to have data regarding their web-surfing retained, while vigorously opposing any efforts to transform this into an “opt-in” system.
A. Clear and Conspicuous Disclosure
Initially, we strongly believe that much can be accomplished through effective use of the privacy policies that are already featured on a great majority of websites today.  While mindful of the fact that typical Internet users have neither the time nor the desire to comb through many of these policies in order to determine exactly what information of theirs may be collected and used, publication of these policies is an important first step in making the information available for those who have a true interest in the matter.  More importantly, the close attention of all users is not required for sites’ privacy policies to serve as an effective means of preventing abuse of consumer information.  Rather, watchdog groups and privacy advocates alike will not hesitate to call attention to the brave entities that promise no protection of data and demonstrate a willingness to sell consumer information to the highest bidders.  Further, publication of these policies immediately creates potential liability should a group not adhere to the privacy promises they make: §5 of the Federal Trade Commission Act explicitly prohibits all unfair and deceptive trade practices, and this authority has been exercised in imposing damages and entering into consent decrees with websites who have failed to keep their word in this manner.
  In this respect, the OPA urges the FTC to continue bringing actions against those deceptive privacy policies that have been called to their attention and to vigorously seek out further violations as their time and manpower allow.
B. Increased Awareness to Consumers
Irrespective of the acts of individual website operators, the OPA encourages increasing awareness regarding this important issue to the consuming public, as well as providing them with meaningful guidance as to steps they can personally take to protect their privacy.  We encourage preliminary efforts in this area to focus on the use of browsers to manage privacy settings and to regulate the delivery of “cookies” when surfing the Internet.  This action would render much of the action taken on the “supply side” of the content meaningless, and would provide a much wider array of options for users to take control of their web-surfing experience.  Common browser options with respect to “cookie” management include: (i) enabling or disabling cookies completely so that they are always accepted or always blocked; (ii) prompting users regarding individual cookies and remembering their answers; (iii) distinguishing between first-party and third-party cookies and treating each group accordingly (e.g., restricting or denying all third-party cookies, but allowing all first-party cookies); (iv) treating cookies based on a white list or black list (i.e., restrict or block cookies from black-listed sites); and (v) capping the duration of cookies.

C. Maintaining an “Opt-Out” System
Finally, and again with respect to regulations adopted by or imposed upon website producers, the OPA reiterates its support for behavioral tracking to be performed absent an “opting out” by users, as compared with no tracking commencing until a user “opts in.”  Irrespective of preference as to a default position and many of the purely marketing arguments referenced previously and to be expanded upon further, it is important to note at the outset that technological considerations make “opting-in” for the collection of anonymous data impractical.  It is also critical to acknowledge the importance of any default position that is adopted in this or any context.  As interest in –or even knowledge of- this topic is limited in the general population, adopting a framework whereby affirmative steps must be taken in order to trigger data collection is tantamount to ending the practice of behavioral marketing as we know it.  As a result, an “opt in” system would bring about one of the adverse outcomes referenced previously in Section III.B., each of which adversely impacted both consumers and web producers alike.

Though privacy advocates counter that consumer preference may best be expressed by “market forces” by allowing individuals to “opt-in” to providing date for any content they deem worthy of this “cost,” such a system assumes that the value of aggregate consumer data is reflective of the sum of its parts, while ignoring the susceptibility of such a system to moral hazard.  As an example, one can imagine a world where no data is collected from users absent an express consent to do so and where permission to collect data is the “cost of admission” to many media and entertainment sites on the Internet.  While some sites (e.g., The Washington Post and New York Times) may inspire many consumers to consent to such data collection in exchange for content access, many other sites –either due to lack of quality content worth accessing or lack of popularity owing to a recent arrival on the marketplace- will not.  As a result, the data regarding any individual consumer will necessarily be limited and will likely not provide a profile of sufficient detail for many targeted advertisements to be delivered.  Further, as this process is administered primarily by third-party ad servers (e.g. DoubleClick), and not the first-party websites a user is actively engaging, a model that operated in this way would be both ineffective in generating the revenue necessary to maintain many websites and would operate to prevent the entry of many start-up ventures from the Internet marketplace.
Further, the technological means that would facilitate such a practice (namely, the placement of an “opt-in cookie” on a consenting user’s machine) is susceptible to moral hazard that would make even the high value of an individual content provider’s website immaterial in generating useful consumer profiles and advertising revenue.  It is not hard to envision many users availing of a website’s content by consenting to provide data, only to subsequently delete the opt-in cookie, either consciously or through regular deletion enabled in the user’s browser or anti-virus software.  While the present situation is also susceptible to “free riding” (i.e. users who frequent websites and have privacy settings which prevent the collection of data), an opt-in framework would have the effect of allowing these users to continue to benefit while not providing sufficient data to generate the revenue on which many content providers depend.
V. CONCLUSION

The Internet is a continually evolving medium capable of providing many benefits, both realized and yet to come into being.  At present, much of the wide-ranging content that is available free of charge to consumers is financed by the ability of content producers to sell ad space to marketers that derives much of its value from the ability of marketers to target ad recipients based on their self-demonstrated interests.  Any efforts at regulating this practice out of existence may have unforeseen consequences on the Internet that reduce its utility to both content providers and consumers.  As such the OPA encourages the FTC to allow self-regulation of this “brave new world” until many of these issues come to light and can be resolved in a manner that benefits all parties.  We applaud the Commission’s willingness to expand discussion on this very important matter and appreciate the opportunity to provide our opinions on the topic.
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