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I.  Executive Summary


Behaviorally targeted ads, tracking cookies and deep packet inspection have become increasingly contentions practices over the past few years.  As the internet has grown, technologies have continued to evolve in ways that has improved the internet functionality and decrease users’ privacy.  While many of the advertisers and online publishers have focused the internet privacy debate on market force and the ability for small business to get advertising space, this debate has lacked an essential discussion:  how government regulation can help businesses while simultaneously protecting internet users’ privacy.  

An overarching federal mandate would keep U.S. businesses in-line with foreign competitors.  Foreign markets have already employed more stringent standards than those self-imposed by the Network Advertising Initiative (NAI).  By legislating now, to mandate a minimum standard for privacy, U.S. industry could take the lead in privacy innovation for a multitude of foreign markets.  Secondly, federal legislation would provide for a certain level of certainty for both internet providers and internet advertisers.  When companies know what is expected of them, those expectations can more easily be realized.   


Finally, by enacting a federal legislation, current problems with internet security can be resolved through civil actions where need be, rather than through a hodge-podge of other statutes that were written without overarching internet privacy in mind.  Real, effective enforcement is what will ensure that these safeguards persist. Privacy is not simply a commodity to be traded; it is an individual right.   By passing federal legislation, the parameters of that right will become clearer – and its protection can be taken seriously.  Furthermore, in the last several years, public debate has grown regarding internet privacy.  Federal regulation promises to reassure internet users that their privacy will be taken seriously, while offering a real effective choice for those who choose to exercise their rights to keep their information private.

II. Introduction


Over the past several years, the debate around the future of internet privacy has continued.  Since 1999, the NAI and its members have been working to self-regulate the internet advertising community in order to protect internet users and foster economic growth.
  They have continually argued that through market forces, and the enforcement mechanisms from other laws, privacy can be adequately protected and businesses will be able to collect and use data in an ethical way.  Privacy advocate groups have also been active in the debate.  They have raising a multitude of privacy issues as tracking practices and monitoring devices have evolved.  At this point, federal legislation is the best solution to the multitude of problems new internet technologies present.  Legislation can ensure a baseline of rights that all users will be guaranteed, enforcement mechanisms for those bad actors who violate the law, and in so doing, reassure consumers worldwide that U.S. companies respect privacy. 
III. Federal legislation will help make the U.S. a world leader in privacy.
United States companies are at a competitive disadvantage which will only grow if U.S. privacy policy is not enacted. Many foreign companies will have the advantage of growing within a clearly delineated framework.  Affirmative actions by governments will set baselines for anyone who chooses to enter their market. By setting that baseline now,  the U.S. government can act as a “trend setter” that other nations will likely follow. 
 The advantage to this approach is that those companies that have been compelled to participate in affirmative privacy protection, will have the ability to join more markets more quickly as privacy legislation spreads across the globe. By not joining the ranks of those nations that have clear privacy initiatives, U.S. companies would be  at a competitive disadvantage.  

Consider the following standards that exist around world: The E.U. relies upon the Article 29 Working Group to consider and create their online privacy standards.  They have articulated standards that are to apply to information created within the E.U. regardless of where that data is stored.
  These standards have already affected U.S. businesses.
  Over the last year, E.U. regulators have already negotiated with Google, Microsoft, and Yahoo regarding their search data-storage.
  It is inevitable that these negotiations will continue unless the U.S. takes a leadership role in the privacy protection arena.  If U.S. regulation sets a high standard that underscores many of the privacy principles already espoused by the NAI, not only would U.S. companies already competing on the internet be in a place that guarantees them a share of foreign markets, but also prepare newer startup companies for a global role on the internet.    

Furthermore, legal frameworks outside of privacy could hinder U.S. companies if a privacy breach took place.  For example, Sweden and Quebec have total bans on advertising to children, and Denmark has considered following suit.
 While the U.S. currently has some regulation related to data collection and children, it is clearly not a total ban.
  Similar to privacy restrictions that already exist in the E.U. more generally, these kinds of restrictive advertising laws would likely be magnified when applied in the online context.  Because these laws are meant to protect children from advertising manipulation, that goal is dramatically stronger when behaviorally targeted advertising is employed.
   
Legislation is especially important at this juncture, because it will avoid any international or domestic backlash from misuse.  After the banking crisis, the last thing that an expanding U.S. market needs is domestic and international mistrust from a lack of meaningful protection.  To provide an example,  many internet service providers (ISPs) have employed a newer technology known as deep packet inspection to monitor the behavior internet subscribers.  Though this technology, like many others, was initially created to protect against internet viruses and other misuse, there are a number of ways that deep packet inspection could offend privacy.  If a U.S. company that engaged in deep packet inspection, and did so in a way that implicated foreign nationals, suffered a security breach that released personally identifiable information, one can imagine the outrage of consumers everywhere as well as that of foreign regulatory bodies.  Confidence in the internet, and in those pages hosted by U.S. company’s would drop.  Foreign consumers would be less likely to engage in business with U.S. company’s over the internet.  The European Union, China, or other foreign bodies could create a harsher regulatory system that could dramatically alter how advertising is conducted on the internet.   One bad actor could effectively undermine the entire industry.   By creating a regulatory system now, those bad actors will be subject to governmental enforcement mechanisms. Those mechanisms will reassure foreign markets of the U.S.’s dedication to privacy principles, and simultaneously serve as an impetus for U.S. company’s to be on the cutting edge of privacy technology. 


U.S. companies will be subjected to privacy regulations abroad.  By acknowledging the importance of privacy both internationally and at home, federal legislation can serve to boost U.S. business rather than hinder their growth.  U.S. companies will be held to federally enacted privacy guidelines. Those guidelines will not only reassure our foreign trade partners, but will also serve as building blocks for the international privacy movement.  By taking this initiative now, the U.S. can become a leader in privacy and help create an impetus for U.S. companies to innovate in privacy technology.

IV. Legislation will provide certainty and accountability to guide online businesses in collecting and using online user-data.
Federal legislation will help guide businesses in the growing internet marketplace.  Currently, there are a number of different laws that impose certain restrictions and rules on the use and collection of certain types of data such as financial information and information pertaining to children.
  Many members of the online community feel that these laws, along with § 5 of U.S. Federal Trade Commission Act (hereinafter §5), dealing with deceptive and unfair business tactics, reach far enough to protect internet users. These advocates feel that self-regulation is the answer.  The NIA has made great strides in creating a framework to discuss online privacy, but it simply does not ensure wide spread adherence to best privacy practices.   


Privacy legislation will ensure a minimum privacy standard and create accountability in a way that the NIA cannot.  The NIA, and many businesses, contend that §5 provides enough accountability. When members violate privacy in a way that does not comport with the privacy policies that are created and posted on their websites, the FTC can take action.  The problem with this contention is simply that the privacy policies are vague, unstable, and often excessively long.   For example, Barnes and Noble has a privacy policy that is approximately ten pages long.  The policy  refers to third party privacy policies without offering the names of any third party ad-servers.  It notes that Barnes and Noble reserves the right to change the policy at any time without notifying users, and refers out to at least eight previous privacy policies that it has currently replaced.
  Even a savvy computer user with a legal degree would have difficulty knowing if his rights were violated, let alone how to address that violation.

By moving away from these extensive privacy policies into a more uniform system of privacy control, internet companies, as well as the users, will have a clearer understanding of how and when privacy can be expected.  Users will not have to pour over pages upon pages of privacy policies for each website if privacy is a concern.  Furthermore, with a static baseline expectation, users can have real knowledge of what is going on behind the ads that are populating on their screen.   

While users will have a clearer understanding of what they can expect, internet marketers will have a clearer understanding of what is expected of them.  Brad Smith, the general counsel for Microsoft, described this issue well when he stated that “[a]n increasingly complex patchwork of state and federal laws is not effectively serving the interests of consumers, but is requiring businesses to navigate and adhere to a growing web of inconsistent legal obligations.”
  This “patchwork” of inconsistent regulation is creating a catch twenty-two for American corporations.  They can attempt to adhere to the laws that may or may not apply to them without any guarantee that other businesses are living up to the same obligations.  
This problem should be especially poignant for those companies that are voluntary members of the NAI and other trade associations.  While these actors have taken some affirmative steps to control internet behaviors, they have no ability to compel membership to these self-regulatory groups. The unfortunate result of this is that Barnes and Noble may respect consumer privacy and may ensure that the third party ad-server respects privacy, but there is no guarantee that the website the third party ad links users to will respect privacy.  In the end, if that final advertisement leads users to a website and then suffers a security breach releasing identifiable information, the negative experience of the user will have an affect on all websites — not just the bad actor.  Furthermore, the self-regulatory scheme might actually encourage some non-member companies to collect more information. Companies who have not joined the NAI can gain a competitive advantage over NAI members by being more intrusive, collecting more data, and eventually selling that data.  

This phenomenon was captured by a 2008 study of online tracking by the Center for Democracy and Technology (CDT).  The CDT tested certain NAI and non-NAI websites to see to what degree websites were tracking health information.  The majority of NAI sites did not track.  When conducting the same amount test on non-NAI sites, at least two networks seemed to collect health information and engage in behaviorally targeted ads on those health related sites.
  As noted by the CDT, this is particularly disturbing considering that these networks and sites do not need to disclose these activities to their consumers.

 Overarching federal legislation would relieve the uncertainty and even the playing field for all U.S. companies competing on the internet.  By guaranteeing that all websites are adhering to certain privacy principles and are limited in the same general ways, competition will be encouraged while limiting any motivations for companies to gain an edge through violating user privacy.  
V. Privacy is a right, and ensuring its protection, warrants legislative protection. 
Over the past five years, online privacy issues have repeatedly appeared in high profile news stories.  There was privacy backlash when Doubleclick attempted to merge its data with that of Abacus, an off-line data collection agency.
  Privacy implications were again in the news when Google purchased Doubleclick and Facebook launched its Beacon application in 2007.
  As these debates appear more and more in the news, people may begin to lose confidence in the internet.  That loss of faith could result in substantial harm to the online marketplace, and also a substantial harm to individual’s rights. At this point in the development of the internet, legislation is the logical next step to reassure the public.  Notice, choice, access, and security are the basic privacy principles — by setting up baseline expectations in these categories, the public can be reassured that their privacy is not a question but a presumption.

 Legislation can help guarantee that people receive notice that their data is being collected, choice as to whether they want their data to be collected.  It can also set important limitations on how much data can be collected and for how long it can be held.   While online tracking does serve several important purposes, legislators must remember something that has been markedly overlooked in the debate thus far:  people are not only consumers, and people have an expectation of privacy.  Since 1928, this country has had a notion that people have “a right to be left alone.”
  While that right has limitations, and there is some basic values in the goals of internet advertisers, a legal framework must acknowledge that not all internet users are consumers all of the time, and it is at those times when the user is not acting as a consumer that their right to be left alone is at its highest.  Certain laws and self-regulatory practices already address the fact that privacy collection should have a limit.
  While that is true, without an overarching legal system, there is no guarantee that all companies are respecting privacy to an extent that truly respects the internet user.
Furthermore, while not all internet users are acting as consumers throughout their online experience, it is even more important to recognize that competing interests of the marketer and the individual need to be more thoroughly discussed.  The fact that online marketing is a growing industry does not somehow negate the value of anonymity and privacy on the internet.  One factor that underscores this notion is the fact that many of these marketing companies highlight the fact that the information being collected is non-identifiable to a user, or has been anonymized in some way.  Simply put, this is becoming less and less accurate.  Certain computer processors have serial numbers that are unique to each computer, which make it easier to identify a singular user.
 This fact is best captured in what happened in 2006, when an AOL employee made search records for half a million users public. The records were not identified with individual’s names, but had been assigned numbers to anonymize the records.  Despite these numbers some individuals, including Thelma Arnold a 62-year-old woman from Georgia, were located by both consumer groups as well as newspapers.
  If individuals are identifiable from a search history alone, one can only imagine the privacy implications of deep packet inspection.   Companies that create and maintain databases of these types of search histories have serious privacy implications.  If an individual is regularly searching health terms, symptoms, or medications, that information may be traceable to a source.  If individuals are searching for information related to sexuality, this may be traceable to a source.  Information stockpiles of this size necessitate legislative action.

In response to some of these data-collection issues, industries have argued that individuals who truly worry about their privacy can “opt-out” or purchase online security programs to help control the flow of data.  Neither of these options is adequate.  The “opt-out” cookie simply does not work.  Currently the best “opt-out” option involves downloading a cookie from the NAI’s website.
  This cookie is not effective if you change browsers, erase your cookies, or visit a non-NAI site.  Furthermore, these cookies do not speak to beacon technologies, deep packet inspection, or other emerging technologies.
 Secondly, asking users to purchase additional software if they “care enough” about privacy, is a misassignment of responsibility.  The default assumption should not be that the “right to be left alone” ceases to exist on the internet.  Putting a premium on the value of privacy means that certain users cannot afford privacy or are not technologically savvy enough to deserve privacy.  This seems like the opposite position that should be taken.   Everyone should be entitled to the same amount of privacy on the internet.  No doubt, some users will want more, and some less – but that choice should not be made for the user.  The assumption that a user should have to pay for security needs to be abandoned, and instead, an assumption that everyone is entitled legally to a base-level of privacy needs to be embraced.
While storing search histories does have a certain value, the security issues remain.  A legal framework could help ensure people are aware that their data has been collected, aware of how long that data will be kept, and aware of how to stop the practice if they are uncomfortable with it. Individuals should have the right to make choices about their data.  Thus far the only real choice for consumers has been nominal.  Legislation is key as it can control those behaviors that do not respect individual privacy, while still allowing industry to move forward backed by a bolstered consumer confidence.
VI. Conclusion

The internet is an international marketplace governed by a variety of legal standards.  In order for U.S. companies to participate in that marketplace, it is imperative that they become leaders in privacy protection.  By setting up a legal framework now, that incorporates core privacy protections, U.S. companies can not only be prepared to compete with the rest of the globe, but can also become leaders in the industry.    Securing certain privacy rights will not act to inhibit growth in internet technologies — it will underscore basic data privacy precepts that must be respected in order for the internet to grow.  This sentiment was captured in the sentiments of Dorothy Attwood, the Chief Privacy Officer for AT&T, in her testimony before United States Senate Committee on Commerce, Science and Transportation where she noted that 

privacy and other policy issues surrounding online behavior advertising are not technology-specific.  The relevant touchstones are the manner in which consumer information is tracked and used, and the manner in which consumers are given notice of and are able to consent to or prohibit such practices.  Those factors are entirely technology-neutral.
 

 Those words are of the utmost importance, because they underscore the very problem with this debate.  It is no one’s goal to harness technological growth.  It should be everyone’s goal to clarify the rules of the game, so that businesses can continue to grow and individuals can trust that their data is safe on the internet.

 It is only through the implementation of federal legislation that consumers in the U.S., and throughout the world, can be reassured that their privacy choices are being respected, that their data is being handled carefully, and that their identity is fully protected.   Federal regulation of online privacy a necessary step in ensuring that these choices are being effectuated, and that data collection is being disclosed.  Without this kind of action, consumers and businesses alike will never know definitively if, how, and when tracking is taking place.  This kind of knowledge is essential in a growing internet marketplace the spans countless jurisdictions with varying standards and practices.

� NAI website, http://www.networkadvertising.org/about/


� See, e.g., the Article 29 Working Group available at http://ec.europa.eu/justice_home/fsj/privacy/workinggroup/index_en.htm; see also, the Asia-Pacific Economic Cooperation (APEC) Privacy Framework available at http://www.apec.org/apec/enewsletter/march_vol2/onlinenewse.html.  


� See generally, The Article 29 Working Party’s website, http://ec.europa.eu/justice_home/fsj/privacy/workinggroup/index_en.htm


� See, e.g., Ed Harris, Google Cuts Data Storage to 18 Months, Evening Standard (London), June 13, 2007, available at http://www.thisismoney.co.uk/news/article.html?in_article_id=421304&in_page_id=2. 


�  Kevin J. O’Brien, E.U. in Standoff with American Search Engines Microsoft, Google, and Yahoo don’t Follow European Limits for Personal Data Storage, Int’l Herald Trib., October 6, 2008 (Finance) at 13, available at 2008 WLNR 18981848.


� See, Tsan Abrahamson, Litigating Trademark, Internet, and Unfair Competition Cases: False Advertising, SN053 ALI-ABA 39 (Feb. 2008); see also, Denmark Considers Children’s Advertising Ban, Allbusiness.com (July 1,1999), available at http://www.allbusiness.com/marketing-advertising/marketing-advertising-regulation/7540566-1.html. 


�Children Online Privacy Protection Act, 15 U.S.C. § 6501–6506.


� See, M. Neil Browne, et al, Concealment of Information in Consumer Transactions in the United States, Sweden, and China: A Window to the Relationship Between Individualism and Regulation, 20 Loyl. Consumer L. Rev. 270 at  fn. 19 (2008). 


� See Gramm-Leach-Bliley Financial Services Modernization Act, 15 U.S.C. §6801; The Children’s Online Privacy Protection Act (COPPA), 15 U.S.C. § 6501 (2000). 


� Barnes and Noble Privacy Policy, available at http://www.barnesandnoble.com/help/cds2.asp?PID=25560&cds2Pid=25556 (last accessed Nov. 13, 2008).


�Brad Smith, Senior Vice President, General Counsel and Corporate Secretary, Microsoft Corp., Protecting Consumers and the Marketplace: the Need for Federal Privacy Legislation (Nov. 2005) available at http://www.netcaucus.org/speakers/2005/smith/privacyspeech.pdf. at 2.  


� Comments of the Center for Democracy & Technology, In Regards to the FTC Staff Statement, “Online Behavioral Advertising: Moving the Discussion Forward to Possible Self-Regulatory Principles,” April 11, 2008, available at http://cdt.org/privacy/20080411bt_comments.pdf, at 14-15.


� Id. at 15.


� Privacy Groups see Danger in Merger, N.Y. Times, June 22, 1999, at C6.  


� Editorial, Watching Your Every Move, N.Y. Times, June 13, 2007, at A20, available at http://www.nytimes.com/2007/06/13/opinion/13wed3.html; Christopher Caldwell, Intimate Shopping,  N.Y. Times, December 23, 2007, § 6 (Magazine), at 13, available at  http://www.nytimes.com/2007/12/23/magazine/23wwln-lede-t.html.


� See, e.g., U.S. Dep’t of Health, Education, & Welfare, Records, Computers, and the  Rights of  Citizens: Report of the  Secretary’s Advisory Committee on Automated Personal Data Systems (July 1973), available at http://aspe.hhs.gov/DATACNCL/1973privacy/Summary.htm; Network Advertising Initiative, Self-Regulatory Principles for Online Preference Marketing by Network  Advertisers, available at http://www.networkadvertising.org/pdfs/NAI_principles.pdf; and The Prepared Statement of the Federal Trade Commission on “Self-Regulation and Privacy Online,” before the Subcommittee on Communications of the Committee on Commerce, Science and Transportation, United States Senate (July 27, 1999) available at http://www.ftc.gov/os/1999/07/privacyonlinetestimony.pdf.


� Olmstead v. U.S., 277 U.S.438, 478 (1928) (Brandeis, J. dissenting)


� Infra, at Section IV. 


� See, Center for Democracy and Technology’s website on the Pentium III processor, available at http://www.cdt.org/privacy/issues/pentium3/. 


� Michael Barbaro and Tom Zeller, A Face is Exposed for AOL Searcher No. 4417749, N.Y. Times, August 9, 2006, at A1, available at http://www.nytimes.com/2006/08/09/technology/09aol.html.


� Network Advertising Initiative, Opt Out of NAI Member Networks, http://www.networkadvertising.org/ managing/opt_out.asp (last visited Nov. 16, 2008).


� The Prepared Statement of Dorothy Attwood, Senior Vice-President, Public Policy & Chief Privacy Officer of AT&T, Inc. on “Broadband Providers and Consumer Privacy,” before the Committee on Commerce, Science and Transportation, United States Senate (September 25, 2008) at 5 available at http://commerce.senate.gov/public/_files/AttwoodTestimony.pdf. 





PAGE  
3

