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I. Executive Summary
Verizon Communications Inc. is one of America’s leading broadband Internet and wireless communications companies.  Our millions of subscribers have varied needs and demands.  Therefore, we are continuously investing in new and exciting technologies.  As these technologies continue to develop, both our customers, and consumers in general, will face new privacy challenges.  Verizon has listened to its customers and is committed to protecting what they consider important: their privacy.  This article examines the privacy issues at the forefront of two of the services that we provide: wireless communications and broadband Internet.
Currently, there is a web of federal regulations that protect consumer privacy in the mobile phone arena.  Although they protect consumer from the disclosure of personally identifiable information and unsolicited mobile phone advertisements fairly well, the current regulations are by no means all-encompassing.  Verizon has identified two figurative chinks in the regulatory armor which may someday pose a threat to consumer privacy.  Adware loaded directly onto a wireless handset may be able to circumvent the current laws that protect the disclosure of personally identifiable information.  Further, the ease at which mobile phone numbers can be collected could pose a threat to the amount of unsolicited advertisements sent directly to wireless devices.  Verizon believes that these gaps in the legislation can be patched efficiently through a combination of legislation and industry self-regulation.
Conversely, federal regulations do not exist for one of the newest technologies in the broadband Internet arena; deep packet inspection.  This is a powerful filtering technology that Internet service providers can use to make for a more efficient and safe Internet experience.  However, recent attention has been focused on the privacy implications of deep packet inspection’s use in behavioral advertising.  Utilized for this purpose, deep packet inspection can allow advertisers unprecedented access to a user’s complete Internet session; including Internet browsing, chat logs, emails, and purchasing history.  Verizon believes that given the power of this technology, regulation is essential.  Whether it be through federal legislation or industry self regulation, the focus of the regulation must be on true and meaningful consumer consent.  This can be accomplished through the dissemination of easy to understand privacy policies and opt-in consumer consent.  
II. Introduction
Verizon Communications Inc. is an American broadband and telecommunications company founded in 2000.  Currently, it provides its customers with several different voice and data services including plain old telephone service (POTS), mobile telecommunication, Voice Over Internet Protocol (VOIP), Digital Subscriber Line (DSL), and Fiber to the Premises (FTTP).  Verizon Wireless alone owns and operates the second largest wireless telecommunications network in the United States, based on a total of 68.7 million U.S. subscribers.[footnoteRef:2]  Due to the size and varied demands of its clients, Verizon is continuously investing in and developing new technologies.  As the technologies evolve, new issues and challenges arise.  Customer and consumer privacy is currently at the forefront of these issues.  Verizon is continuously striving to ensure that both its internal policies and those of the government adequately protect its customers’ privacy.  This report addresses two of the most recent and applicable privacy issues that face our customers: direct marketing to mobile phones and Deep Packet Inspection (DPI).   [2:  Verizon Wireless Reports Solid 2Q 2008 Growth of 1.5 Million New Customers, Jul. 22, 2008, http://news.vzw.com/news/2008/07/pr2008-07-21d.html (last visited Nov. 3, 2008).] 

III. Direct Marketing to Mobile Phones
	Mobile commerce (m-commerce) is slowly emerging as a new commercial environment in the U.S., facilitated by both the increasing number of consumers who have mobile phones and the new and emerging technologies that allow these consumers to purchase goods and services directly from their wireless devices.[footnoteRef:3]  Mobile commerce is also generating new advertising opportunities by allowing advertisers to reach consumers through a new medium – mobile telephones.[footnoteRef:4]  Despite a slow adoption in the U.S., it is estimated that by 2010, the global market for mobile advertising (m-advertising) may reach $9.6 billion.[footnoteRef:5]  Whether consumers welcome or view m-advertising as an annoyance, concern has been raised over the challenges that their privacy faces in this new environment. [3:  Roger O. Crockett, Will That Be Cash, Credit, or Cell?, BUSINESSWEEK, June 27, 2005, at 42.]  [4:  Alfred Villoch III, Europe’s Mobile Opportunity: Can the European Union Legislate Consumer Trust and Compete in the E-Commerce Market with the United States?, 20 PENN. ST. INT’L L. REV. 439, 446 (2002).]  [5: Electronic Privacy Center, 2006 Privacy Year in Review, Jan. 4, 2007, http://www.epic.orgialert/EPIC_Alert_yir2006.html (last visited Nov. 3, 2008).] 

Mobile advertising is a cause for concern because it often involves the collection, use, and disclosure of personal data.  Emerging business models for m-advertising often assume that the advertiser has access to a database that includes consumers’ personal data.[footnoteRef:6]  Currently, a web of federal regulations provides basic consumer privacy and data protection for mobile phone users.  Their combined effects severely limit m-advertising practices to unwilling consumers. [6: Hanna Komulainen et al., Business Models in the Emerging Context of Mobile Advertising, FRONTEIRS OF E-BUSINESS RESEARCH, at 596-601 (2004), available at  http://www.ebrc.info/kuvat/590-605_04.pdf.] 

A. The Collection and Disclosure of Consumer Data
Cell phone numbers, records of calls made and received, and billing information are all forms of personally identifiable information (PII) about cell phone subscribers that are potentially useful to m-advertisers.  With the advent of Internet and Global Positioning System capable phones, the list of potentially mineable PII has recently expanded to include purchases, Internet browsing history, and user location.  To understand how this data can be used for m-advertisement purposes, imagine the following scenario.  Joe the wireless subscriber is in the Upper West Side of New York City around lunchtime.  Due to his call history, the time, and his location, he receives a text message containing a coupon for $5.00 off of a purchase at his favorite restaurant only two blocks away.  Joe has most likely received this text message because his wireless provider has sold his PII as part of a large database to a third party advertiser.  This means that at the very least, Joe’s phone number, location, and call history were disclosed to a third party advertiser.   
Most of the PII that made Joe’s text message possible is known as Customer Proprietary Network Information (CPNI).  Federal statutes and FCC rules require telecommunications carriers, including mobile carriers, to protect this sort of data.[footnoteRef:7]  Section 222 of the Telecommunications Act of 1996 (Telecomm Act) protects three categories of customer information: 1) CPNI – which includes the time, date, duration, and destination number of each telephone call made by the subscriber, the type of network that the customer subscribes to, and any other information that appears on the subscriber’s telephone bill, 2) aggregate lists of CPNI that do not reveal customers’ identities, and 3) subscriber list information (the type of information that would be include in a telephone directory.[footnoteRef:8]  On April 7th, 2007, the FCC issued an order designed to strengthen the privacy rules related to CPNI.[footnoteRef:9]  Most significantly, mobile providers must obtain opt-in[footnoteRef:10] consent from subscribers before allowing access to or disclosing CPNI to its joint venture partners or independent contractors.[footnoteRef:11] [7:  Telecommunications Act of 1996, Pub. L. No. 104-104, 110 Stat. 56 (codified in 47 U.S.C. §151-710 (2007).]  [8:  See Andrew Dymek, Note, A Clash Between Commercial Speech and Individual Privacy: U.S. West v. FCC, 2000 UTAH L. REV. 603, 610 (2000) (describing the three types of customer information covered by §222 of the Telecomm Act). ]  [9:  Press Release, Federal Communications Commission, FCC Strengthens Privacy Rules to Prevent Pretexting, Apr. 2, 2007, available at http://fjallfoss.fcc.gov/edocs_public/attachmatch/DOC-272008A1.pdf (last visited Nov. 3, 2008).]  [10:  “Opt-in” refers to purposefully accepting some situation or condition ahead of time.  Without this prior consent, the wireless provider cannot disclose CPNI ]  [11:  See Telecomm. Carriers’ Use of Customer Proprietary Network Info. And Other Customer Info., Rpt, And Order and Further Notice of Proposed RM, 22 F.C.C.R. 6927, at 22-23 (2007) (discussing the modification of the FCC rules to require telecommunications carriers to obtain “opt-in” consent in the form of express prior authorization from a customer before disclosing that customer’s CPNI to a carrier’s joint venture partner or independent contractor for the purpose of marketing communications-related services to that customer). ] 

Although consumers should not fear that information such as their location and call history will be released for m-advertising purposes without their permission, it is important to point out that mobile phone numbers are not considered CPNI.  Further, the Telecom Act requires telecommunications carriers who provide telephone exchange services to provide subscriber list information to any person upon request of the purpose of publishing directories in any format.[footnoteRef:12]   Given that all that is needed to generate an m-advertisement is a mobile phone number, federal regulations have also been created to protect consumers in this arena.    [12:  See 47 U.S.C. §222(h)(3) (2000).] 

B. Unsolicited M-Advertisements
If the only PII that an advertiser possesses is a mobile phone number, there are two primary means to solicit consumers.  First, advertisements such as email, text, multimedia, and audio ads can be sent electronically by way of Internet.  Second, solicitations can be made advertiser-to-consumer by a live or computer telemarketer using standard telephone lines.  Similar to CPNI, specific statutes have been enacted to protect the consumer’s privacy with regards to unsolicited m-advertisements.  These regulations have severely limited the means by which advertisers can reach unwilling consumers. 
Unsolicited electronic m-advertising is governed by The Controlling the Assault of Non-Solicited Pornography and Marketing Act of 2003 (CAN-SPAM) because it is a form of “commercial electronic communication.”[footnoteRef:13]  Any advertiser with an Internet email account and knowledge of a mobile phone subscriber’s mobile telephone number can send electronic messages to the subscriber by using a domain name provided by the subscriber’s mobile carrier.[footnoteRef:14]  However, in order to directly solicit a consumer’s mobile phone using this form of technology, Section 14 of CAN-SPAM requires the advertiser to first acquire opt-in consent by the consumer.[footnoteRef:15]  Therefore, it is illegal for advertisers to send any electronic m-advertisements directly to a consumer’s mobile phone by way of the Internet unless they first opted-in for that service.[footnoteRef:16] [13:  15 U.S.C. §7702 (2007).]  [14:  For example – one can send a text message to any consumer with a mobile phone by entering in the subscriber’s 10 digit mobile phone number@messaging.mobileprovider.com.  This form of communication is also known as an MSCM.  To ensure that advertisers have the ability to distinguish when an advertising message is considered an MSCM, the FCC publishes lists of wireless Internet domain names on its Web site.]  [15:  15 U.S.C §45(m)(1)(A).]  [16:  Any advertiser that violates this can receive a fine of up to $10,000 for each violation.] 

The second way for advertisers to solicit consumers is by way of live or computer recorded telemarketing using conventional telephone lines.  Telemarketing practices are regulated by the FCC through the Telephone Consumer Protection Act (TCPA).[footnoteRef:17]  The rules restricting calls to wireless phones distinguish between live calls and other calls that use automatic telephone dialing systems or prerecorded messages.[footnoteRef:18]  Generally, the rules do not prohibit live telemarketing calls to wireless numbers.[footnoteRef:19]  However, wireless telephone users may register their wireless telephone numbers on the National Do Not Call Registry to restrict telemarketers from having the right to make live telemarketing calls to their wireless numbers.   [17:  47 U.S.C. §227(b)(2), (c).  ]  [18:  Rules and Regs. Implementing the Tel. Consumer Prot. Act of 1991, Rpt. And Order, 18 F.C.C.R. 14014 (2003).]  [19:  Id.] 

Phone calls to wireless phone numbers that are not live calls are generally prohibited by the TCPA.  Specifically, it is unlawful to make any call using an automatic telephone dialing system or a prerecorded message to any wireless telephone number.[footnoteRef:20]  This prohibition covers both voice calls and text message calls to wireless numbers, including Short Message Service (SMS).  Therefore, similar to the disclosure of CPNI, a web of Federal regulations have made it very hard for advertisers to economically solicit unwilling consumers directly to their mobile phones - both electronically through the Internet and by way of conventional telephone line.   [20:  See 47 U.S.C. §227(b)(1)(A)(iii); 47 C.F.R. §64.1200(A)(1)(III).] 

C. Verizon’s Comments on Direct Marketing to Mobile Phones
A web of Federal regulations has been enacted to protect consumer privacy in relation to direct marketing to mobile phones.  Overall, the regulations are both strong and comprehensive.  However, as the technology develops, the current regulations may not be all-encompassing.  Verizon takes its customer’s privacy concerns very seriously, and we have identified two figurative chinks in the armor of the current regulatory framework that may pose a threat to consumer privacy: spyware and inadequate protection for wireless numbers. 
The same privacy concerns associated with ad-generating software loaded on personal computers connected to the Internet may soon be extended to mobile phones as adware and spyware are loaded onto and stored on cell phone handsets.  Adware on mobile phones will allow for the generation of m-advertisements displayed directly on consumers’ mobile phone screens.  Conceivably, the delivery of m-advertisements by this method will not be subject to CAN-SPAM nor involve autodialing restrictions imposed by the TCPA.[footnoteRef:21]  Further, because the personal information that adware or spyware may collect for m-advertising purposes is not being processed by telecommunications carries subject to CPNI rules, the primary source of federal data protection for subscribers is not applicable.  Once collected, this information can then be used to generate location-and-time specific m-ads, or be sold as a part of a database to third parties.   [21:  See Nancy King, Direct Marketing, Mobile Phones, and Consumer Privacy: Ensuring Adequate Disclosure and Consent Mechanisms for Emerging Mobile Advertising Practices, 60 FED. COMM. L.J. 229, 319 (2008).  ] 

To the extent that the adware comes with inadequate notice, consent, or does not abide by its privacy policy, the FTC can impose penalties.  However, many consumers do not read privacy policies and therefore do not realize the full consequences of installing software on their electronic devices.  Verizon views the generation of unsolicited electronic messages as a burden to its customers and has supported the passage of federal legislation aimed at providing consumers with control over the receipt of these.[footnoteRef:22]  In fact, we have gone to great lengths to employ tools within our network to filter out unsolicited m-advertisements sent to our customers.[footnoteRef:23]  Therefore, Verizon views adware or spyware programs that can generate unsolicited m-advertisements and disclose PII as a large privacy concern for its customers.   [22:  Verizon Wireless Privacy Principals, March 1, 2007, available at http://www.verizonwireless.com/b2c/globalText?contentType=globalContent&jspName=footer/privacyPrinciples.jsp&textName=PRIVACY_POLICY (last visited Nov. 3, 2008).]  [23:  Id.] 

Currently, there is no Federal or state laws regulating spyware or adware.  Due to the variety and ever-changing technology, lawmakers have faced an uphill battle legislating this issue.  Online advertising trade groups such as the Interactive Advertising Bureau have opposed proposed regulations, citing them as over-inclusive and not narrow enough.[footnoteRef:24]  Verizon believes that spyware and adware placed upon mobile phones can and should be regulated A speedy solution to this problem may be found through self-regulating groups such as the Mobile Marketing Association (MMA).  MMA’s 400 members include the full range of companies focused on the potential of marketing via mobile devices such as advertisers, handheld device manufacturers, and telecommunications carriers and operators, as well as retailers, software providers, and service providers.[footnoteRef:25]  The MMA promotes the adoption of a six category code of conduct for industry members that is highly pro-consumer privacy.[footnoteRef:26]  Because the MMA is made up of industry players, it will be able to adopt highly informed policies as the technology grows much quicker than any governmental regulation could.  [24:  Grant Gross, US Lawmakers Introduce I-Spy Bill (March 16, 2007), available at http://www.infoworld.com/article/07/03/16/HNspywarebill_1.html.]  [25:  See Mobile Marketing Association, About MMA, http://mmaglobal.com (last visited Nov. 3, 2008).]  [26:  See Mobile Marketing Association, Code of Conduct for Mobile Marketing, http://mmaglobal.com/modules/content/index.php?id=5 (last visited Nov. 3, 2008).] 

The second privacy concern that Verizon has identified in the regulatory framework is that mobile phone numbers currently lack proper protection.  Although unsolicited m-advertising calls are infrequent because there is no official mobile phone number directory, these numbers may legally be gathered, stored in computerized databases, and even made available over the Internet.  If a database or directory was in fact created, most telemarketing calls would still illegal under the TCPA.[footnoteRef:27] However, these databases could be bought both by advertisers within the U.S. utilizing live telemarketing and by foreign advertisers outside the jurisdiction of U.S. laws utilizing any technology to generate m-advertisements.   [27:  This is due to the fact that due to the most telemarketers use automated dialing equipment to place calls.] 

Currently, the telecommunications carries in the U.S. do not release directories of consumers’ wireless telephone numbers, but the industry has been discussing the possibility of creating such a directory.[footnoteRef:28]  Verizon is sensitive to the privacy needs and concerns of its wireless subscribers.  We do not release subscriber mobile phone numbers to third parties nor do we support or participate in the creation of a wireless directory.[footnoteRef:29]  Therefore, Verizon endorses the proposed legislation that was introduced in the House of Representatives in 2007[footnoteRef:30] that would prohibit telecommunications carriers from disclosing a customer’s wireless phone number or permit access to a customer’s wireless phone number except with prior express authorization from the customer.   [28:  Id.]  [29:  Verizon Wireless Privacy Principals, Supra note 21.]  [30:  Prevention of Fraudulent Access to Phone Records Act, 110th Cong. §202(a)(1)(E) (Feb. 8, 2007).] 

For today, a combination of Verizon’s internal policies and federal regulations are adequately protecting our customer’s privacy with minimal gaps.  These gaps can easily be closed through both industry self regulation and new federal legislation.  However, not all forms of electronic communication are as highly regulated as mobile phone arena.  Currently, the broadband industry is struggling over the privacy implications and whether a new technology should in fact be regulated.       
IV. Internet Service Providers and Deep Packet Inspection
As one of the nation’s leading Internet service provider (ISP), Verizon connects over 8.2 million customers to the Internet through high speed DSL and FTTP.[footnoteRef:31]  Similar to wireless mobile technology, the online arena is an ever-changing and continuously developing landscape.  Recently, a new Internet filtering technology, DPI, has been making news headlines.  Both privacy advocates and Congress alike have voiced concern over the privacy implications involved in the deployment this technology at the ISP level.   This portion of the article discusses DPI, its effect on consumer privacy, and Verizon’s stance on the use and regulation of this technology. [31:  Broadband DSL Reporter, FiOS TV Passes Million Mark Jan. 28, 2008, available at http://www.dslreports.com/shownews/FiOS-TV-Passes-Million-Subscriber-Mark-91349 (last visited Nov. 3, 2008).] 

A. Deep Packet Inspection and Behavioral Advertising
Deep packet inspection is a next-generation form of computer network packet filtering technology with capabilities that, until a few years ago, would have been unimaginable.  Information sent over the Internet is broken into pieces of data known as packets.  A packet consists of two kinds of data: control information and user data. The control information provides the data that is needed to deliver the user data such as the destination address. Typically, control information is found in packet headers and trailers, with user data in between. 
Until recently, it was only possible for network filters to read lower protocol information such as the headers and trailers.[footnoteRef:32]  However, DPI has now made it possible to read every byte of every packet.  This means that in addition to control information, the type of application and actual packet contents can now be read.  Snail mail provides a simple analogy for this complicated technology. Previous generation filters were essentially relegated to the task of mail sorters, capable of only reading an envelope’s address.  With the advent of DPI, this same sorter can now not only read the address, but can actually open the envelope and read the contents of the letter contained within. [32:  This technology is known as shallow packet inspection.] 

[bookmark: SR;11234][bookmark: SearchTerm][bookmark: FNRF141307291007][bookmark: FNRF142307291007]Deep packet inspection has immense capabilities, and ISPs may deploy DPI technologies for several reasons. With peer-to-peer applications representing more than half of the total traffic on the Internet,[footnoteRef:33]  broadband service providers have incentives to limit those applications' bandwidth consumption.  DPI can also be utilized to filter both viruses and spam.[footnoteRef:34]  However, given the amount of information that DPI is capable of gathering, privacy advocates have become concerned about the deployment of this technology – specifically at the ISP level.  Here, the contents of an entire Internet session can be read, and more importantly, stored in databases and sold to third parties for behavioral advertising purposes.    [33:  See Digital Broadcast Content Protection, Report & Order & Further Notice of Proposed Rulemaking, 18 FCC Rcd. 23,550 (2003).]  [34:  Thomas Porter, The Perils of Deep Packet Inspection, Jan. 1, 2005, available at http://www.securityfocus.com/infocus/1817 (last visited Nov. 3, 2008).] 

The practice of behavioral advertising involves the compilation of detailed information about an Internet user's online activities for the purpose of sending them targeted online advertisements.[footnoteRef:35]  As behavioral advertising networks seek to create increasingly detailed consumer profiles, companies are seeking to form partnerships with ISPs to mine the information that DPI can provide. This new ISP model amplifies the privacy implications of behavioral advertising because advertisers can potentially gain access to all or substantially all of an individual's web traffic as it travels through the ISP's infrastructure, including traffic to all political, religious, medical, and other non-commercial sites.  [35:  Online Behavioral Advertising: A Briefing On Public Policy Issues Affecting Civil Liberties Online from The Center of Democracy and Technology Discussing the ISP-Ad Network Model, August. 1, 2008, available at https://www.dpacket.org/articles/online-behavioral-advertising-discussing-isp-ad-network-model (last visited Nov. 3, 2008). ] 

There are no Federal or state laws that directly regulate or address the subject of DPI.[footnoteRef:36]  This is most likely due to the relatively recent advent of this technology.  However, DPI has not gone unnoticed.  On September 25, 2008, Congress officially held one of what might be several hearings on the subject to investigate whether this technology should be federally regulated.  A representative from Verizon testified at this hearing and provided commentary and suggestions on the course that Congress should take. [36:  The Federal Wiretap Act, as amended by the Electronic Communications Privacy Act (ECPA), is the closest regulation to the subject matter.  It prohibits the interception and disclosure of electronic communications - including Internet traffic content - without consent.  Although exceptions to this rule permit some interception and disclosure without consent, it is unlikely that any of these apply to the interception or disclosure of Internet traffic content for behavioral advertising purposes] 


B. Verizon’s Comments on Deep Packet Inspection
While traditional ad networks may be large, few provide the opportunity to collect information about an individual's online activities as comprehensively as the DPI ISP model, particularly with respect to activities involving non-commercial content.[footnoteRef:37] If utilized, DPI may potentially allow for ad networks to mine emails, chats, file transfers, financial information, and many other kinds of data for targeting purposes.[footnoteRef:38] [37:  Id.]  [38:  Id.] 

Verizon has identified several issues associated with the DPI ISP behavioral advertising model that may pose privacy problems.  First, consumers simply do not expect their ISP, its partners, or anyone to be looking into the content of their Internet communications. The Internet is utilized for a wide variety of purposes - including those that may be considered sensitive or personal.  Second, because DPI stores browsing history within databases, personal data may become compromised. Databases are susceptible to both hackers and government subpoenas.  Finally, personal information may inadvertadely be disclosed to third parties.  This could happen when a third party utilizes a computer that displays personally revealing banner ads.[footnoteRef:39]  [39:  An example of this would be a banner advertisement for the treatment of a particular medical condition.] 

It is well within the interest of Verizon to be on the side of the consumer.[footnoteRef:40]  We have identified three major issues that our customers consider paramount to their broadband Internet experience:  1) they want to be fully informed; 2) they want to be in control of their online experience; and 3) they want to be able to choose whether or not online usage is tracked.[footnoteRef:41]  Because privacy is so important to our customers, Verizon has not deployed DPI technologies, nor does it plan to at any time in the future.[footnoteRef:42]  [40:  Verizon has instigated several highly publicized lawsuits in attempts to protect from unwanted intrusion.  See Verizon Wireless Continues Campaign to Protect Customers' Privacy With Legal Action Against Wireless Verizon RedOrbit News, Wireless Continues Campaign to Protect Customers’ Privacy With Legal Action Against Wireless Telemarketers, May 2, 2007 available at http://www.redorbit.com/news/business/922014/verizon_wireless_continues_campaign_to_protect_customers_privacy_with_legal/index.html (last visited Nov. 3, 2008).]  [41:  Broadband Providers and Consumer Privacy: Hearing Before the U.S. Senate Committee on Commerce, Science, and Transportation, 110th Cong. Sept. 25, 2008 (statements of Thomas Tauke, Executive Vice President, Public Affairs, Policy and Communications Verizon Communications, Inc.).]  [42:  Id.] 

Deep Packet Inspection utilized for behavioral advertising purposes is an arena that lacks proper regulation.  Given the power of the technology, it should be regulated.  Whether by Federal or self industry regulation, the central focus of any policy governing online advertising should be meaningful consent.[footnoteRef:43]  At the minimum, meaningful consent consists of 1) transparency; 2) affirmative choices; and 3) full consumer control – meaning the ongoing ability to change previously made choices.[footnoteRef:44]  Verizon is not opposed to Federal regulation,[footnoteRef:45] and given the power of DPI, it may be the most prudent option.  However, as the technology continues to evolve and eventually outdates the legislation, it must be updated.  Self regulation can help to fill voids where needed, for the industry can update its DPI regulations at a quicker pace than can the government.  Standardization of a truly understandable privacy statement and opt-in consent are just two of the ways in which the broadband industry or federal government can provide consumers with meaningful choice.  Therefore, similar to the mobile phone arena, the industry should work in conjunction with the government to fill and continuously update any gaps that federal legislation may have.   [43:  Id.]  [44:  Id.]  [45:  Id.] 



V. Conclusion
As both mobile and broadband technologies continue to evolve, the government, consumers, and the industry will face new and unanticipated privacy challenges.  In the mobile telephone arena, the Federal government has provided a good foundation of legislation to protect consumer privacy.  Although not perfect, the legislative gaps can be filled by either the government or industry.  Conversely, the same does not apply to one of broadband industry’s newest technologies.  Deep packet inspection has yet to be regulated, and lawmakers may face challenges regulating it.  Given its great capabilities, DPI is a technology that should not go unregulated.  Whether through industry mandates or Federal legislation, Verizon believes that any regulation’s focus should be on truly meaningful consumer consent.  This can be accomplished through the standardization of a truly understandable privacy statement and opt-in consent from the consumer.
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