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I. Executive Summary
The Article 29 Working Party was created by the European Parliament in 1995, to help develop common standards for data protection across Europe.  The group was to be composed of the leaders of each nation’s data protection agency.  The underlying theme is that “data protection is one of the most important civil rights of the 21st century.”
  This civil right is endangered by advertising companies putting the commercial value of warehousing mass quantities of personal information in front of protecting the human right of privacy.

Advertisers have great economic incentives to collect personal and sensitive data and those incentives are not always in correlation with what is in the best interests of consumers.   The Article 29 Working Party believes in three overarching themes that are critically important to protecting consumers.  First, advertisers should obtain consent when collecting personal data and then keep that data as anonymous as possible. Data should only be collected when it is directly relevant to the service being provided.   Moreover, users must have access to their information and the ability to correct inaccuracies.   
The second theme is that the Working Party believes that data should be retained for as short of a period of time as possible. Except in a few very specific instances, data that is older than six months no longer needs to be attached to users’ identifiable data and can be made completely anonymous and still be useful for the purposes of advertisers and search engines. 

Finally, the Working Party believes that there needs to be an increase in the amount of transparency for users. It is currently very difficult for users to be able to identify what is actually occurring with their data and what they are consenting to when they opt-in or out of a service.   
In order to fulfill these overarching principles, the Working Party is in disagreement with the self-regulatory framework that the Federal Trade Commission in the United States is advocating. While in some instances self-regulation can spur stricter standards, in the world of the Internet, where almost anyone can create their own site and collect data, the risk is too large. All of the important personal data being collected and stored needs to be protected under a common set of regulations that are enforceable by the government.   The regulations proposed by Working Party should be the baseline from which more can be done, but to not set the baseline could endanger the privacy of everyone who uses the Internet.  Without these government imposed baseline regulations the Internet may become a place where no one’s privacy is safe, resulting in a greater reduction of innovation on the Internet than is feared by the FTC. 

II. Introduction


The amount of data collected by websites continues to grow exponentially, resulting in an expanding need for rules and regulations to protect the privacy rights of individuals by controlling the storage and flows of personal data.   In October 1995, the European Parliament in response to this need created the Article 29 Working Party by directive 95/46/EC.
  The goal of the Working Party is to create a harmonized European framework of rules dealing with the processing and movement of personal data.
  The Working Party is comprised of representatives of the leaders of the various national government agencies in charge of data protection in the European Union member countries.
  Together, the Working Party makes recommendations for data protection standards to be used across all of the European Union. While these standards are non-binding, due to the nature of the Working Party being made of the heads of the different data protection agencies throughout Europe, there is a strong likelihood that policies adopted by the Working Party will affect the greater part of the European Union’s over 600 million citizens. 
The Working Party was created out of the necessity of having common standards to protect personal data in its highly transient form.   Before the advent of the Internet, documents were paper based and physically more difficult to move. Today, with the digitalization of data, it has become increasingly easy to move data across borders and the need for consistent standards becomes imperative.  As it is very expensive and complicated for companies and governments to keep track of different regulations for different countries, by having one set of suggested guidelines across Europe it allows those who collect data to streamline their processes and reduces their ability to base offices in a member country with lower standards. 

The area of focus for this paper is the Working Party’s policy considering the use of personal data in the future of online advertising. However, the Working Party is involved in many data protection issues.  One example is the regulations concerning the sharing of passenger data for flights between E.U. member countries and the U.S. 
 Another example is creating common standards for the use of worldwide banking communications in terrorism investigations.
  As the nexus of proposed regulations for data use in many situations, the Working Party’s recommendations are very influential in what data protection strategies become implemented.

The Working Party, since its creation, has been involved in the struggle to keep users’ personal information private. In one of the first documents adopted by the Working Party it emphasized the right to privacy, which is guaranteed by Article 8 of the European Convention on Human Rights (ECHR).
  Even back in 1997, the processing power existed to combine several pieces of important personal data together in a form that could compromise an individual’s privacy rights. In that paper, it acknowledged the challenge that existed in trying to find a proportionate balance for restrictions on traditional rights similar to those restrictions that exist in other forums.
   In many ways it is not necessary to reinvent the wheel when there is already existing case law and policies for dealing with similar data stored in an offline fashion.  In brief, the Working Party believes that, “What is illegal offline remains illegal online.”
  Moreover, as an overarching concern, it believes that those who want to surf the Internet anonymously must be able to do so. 
  

The Working Party has been consistent in its work to protect the privacy interests of its citizens according the ECHR by creating baseline regulations for the implementation of data protection programs in countries across Europe.  In order to protect personal data that is collected by advertisers and search engines, the amount of data needs to be kept to a minimum and collected only after sufficient consent and proper explanations of its use are given. Moreover, there is a need for more transparency of the uses of the users’ personal data, and contrary to FTC recommendations restrictions on advertisers must be made by governmental regulatory baselines to which the industry can expand upon for competitive advantage.
III. Ensuring that Informed Consent is Given

A few definitions are necessary in order to understand what data the Working Party is concerned about data collectors obtaining consent for.  According to the Working Party, personal data includes any information that can be linked to an identified natural person.
  This is a broad definition because information not directly linked to a person may still be personal data. 
 For example, if an address or job title can be linked to identify a person, then that data is personal data.
    In addition, some pieces of personal information are also considered sensitive and subject to even stricter regulations including; racial or ethnic origin, political opinions, membership of a trade union, religious or philosophical beliefs, physical or mental health conditions, sexual life, offences, criminal convictions and security measures.
  When dealing with any sensitive data, explicit consent is needed which means, “specific, freely given and informed in such a way that there should be no doubt at all concerning the consent of the Data Subject that should undertake action in order to make his/her consent clear.”
 With these definitions one can understand the importance with which the Working Party places on obtaining consent for different uses of personal and sensitive data.
An area of consent to personal data use where the Working Party and advertisers disagree is over the collection and use of IP data.  The Working Party believes that the advertisers’ stance that IP addresses are not personal data is wrong, even dynamic IP addresses can be traced back to specific people when even commonly available technology is used.
 This is true because of the nature of IP addresses being linked to geographic locations as well as to specific Internet Service Providers.  Even when the last octet of an IP address is wiped from the file, the number of unique computers is still less than 300, which means that with just a little user history it is still very possible to track an IP address to a specific person.  We believe that unless an ISP can guarantee with certainty that the data connected to IP addresses cannot be identified, that all IP information will need to be treated as personal data.
  Advertisers to date do not understand how to make the data truly anonymous because current technology allows the data to be parsed back together, allowing users to still be identified, which is detrimental to personal privacy.   
The protection of IP address data is especially important because the Working Party has held consistently that the ability to surf the Internet anonymously, when desired, needs to be protected, just as the right to walk through the library and look at books on the shelves is not censored.  This archival of IP address information, even with some degree of making the information anonymous by striking certain data likely to be personal in nature, is still not sufficient because at present there is no site that with filters that catch all data which might be used to identify a certain users’ history to a specific person.  Therefore, the collection of data connected to IP addresses is dangerous to the concept of anonymity on the Internet. Any storage and use this data by advertisers needs to occur only after sufficient efforts to make the data anonymous or consent from users has been secured.  
The Working Party is especially interested in the deep packet inspection technology that is being created by companies like PHORM. If their model is actually what they create, they may allow advertisers a way to meet many of Working Party recommendations. As described on PHORM’s website it would assign each person a unique identifier, but would not record search history, instead it would only assign category labels and assign ads based on that.
 If it is true that no personal data is being maintained, that could prevent those profiles from being linked to a specific person and would be a great leap forward.   An offline example of this situation is if you were in a camera store the retailer would be allowed to show you an advertisement for other cameras you might like better.  If implemented correctly this could have great potential to protect users and allow advertisers to act as they do in offline settings.  However, the Working Party has concerns that ISPs may link participation in these programs to priority in delivery of data, or that ISPs may actually collect more data, since ISPs have access to every click a user makes online. This is unlike today where advertisers only have access to data collected from specific sites.  Therefore, while this new technology has a promise of being helpful in fulfilling our goals, the implementation must be careful to not allow an even bigger breach of users’ privacy since all of their personal data and Internet history will be available.  
In addition, the Article 29 Working Party believes that it is not necessary for search engines to attribute search queries with specific non-anonymous users in order to be able to help improve search services.
  Google and other search providers insist that to be able to provide better services, especially to prevent fraud in advertising clicks and help prevent spam, that there is a need to be able to collect data for a long period of time and that the data must be connected to certain users.  The problem is, like IP information, this information is usually being collected behind the scenes and users are not fully aware of how the data is being used. The Working Party believes that only information linked to a certain non-identifiable user is all that is necessary to perform service improvements and users’ history does not need to be held in a non-anonymous form. If search engines believe and can document that they need the information for other purposes, that use needs to be made clear and users should be asked to consent to this use.
Moreover, in those situations where sensitive data is being used for statistical purposes, it must be made anonymous and transferred in some sort of way to not allow identification of the consumer unless there is explicit consent.
 For instance, Google can still collect the data, but any information like names and certain other identifiable information would need to be deleted from the files before it could truly be considered anonymous. While there might be great value in this data, the right to privacy takes precedent and requires that advertisers obtain explicit consent if using the information in this way.
Consent is especially necessary in the area of children’s privacy.  Due to the anonymous nature of the Internet, children are vulnerable to being taken advantage of since the Internet makes it easy for children to learn things their parents don’t fully understand. Especially in terms of a child’s sensitive information, they may not have developed the understanding of what information they might not want to be sharing.  In those instances where consent is necessary, consent needs to be obtained from the child’s parent prior to data collection. The Article 29 Working Party insists that those who collect data use every reasonable opportunity to verify that the person giving consent is the child’s parent
. Moreover, those collecting data must not tie the collection of children’s data to participation in an online activity and must not collect more personal data than is strictly necessary for such an activity.
 

IV. Limiting the Data Retention Timeframe
Even when data is collected with consent, there is a need for that information to be linked to a specific person for as short of a period time as is reasonable.  As early as 2001, the Article 29 Working Party was stating its desire that data be collected for only the amount of time that the data was needed to fulfill the stated purpose for collecting it.
 In 2003, the Working Party first suggested a 3-6 month standard for storage of billing data as it believed that 3-6 months would be the amount of time that would be needed for any uses directly linked to the billing purposes for which it was originally collected, with an exception being made for data linked to disputed transactions. 
  It went as far as to say that that, “if there is no billing for certain types of communications, no traffic data may be processed for these purposes” 
 This follows logically with what happens in the offline world.   While retailers may retain billing data for a reasonable period of time in case someone disputes the bill or there is a problem in collecting the money, maintaining personal billing data for years is a privacy risk and goes beyond any relationship envisioned by a consumer. If a retailer maintained the credit card numbers of any transaction that has ever occurred and that information was stolen that retailer would surely be liable, and the same should be true with the storage of online data.
The Working Party is currently recommending a retention period for personal data that does not exceed 6 months.
 Google recently shortened its retention period to 9 months, but the Working Party believes that even that effort is not sufficient.   The Working Party sees it as a competitive advantage for search engines that display advertising to be able to provide a search function that retains little personal data because this will give users more confidence in that site. Therefore, while six months is a baseline, for those sites that are capable of fulfilling their needs with less data than they are currently collecting they should reduce the period of time they are holding that data.  However, the Working Party does allow for certain extensions to the six month time period.  If a site can show comprehensively that the data that is being collected is strictly necessary then it might be okay as long as the users are notified and consent.  For example, there is a concern that for users with less common languages that data needs to be collected over a longer period of time in order to improve services to the same level as those available to more prevalent languages.  Certainly, if the search engines can document the beneficial need for this data they should be allowed ask for consent to collect it.
One problem with these collections of data over extended periods of time is the ability and growing interest law enforcement officers will have in gathering this data.
 When search engines and advertisers keep large amounts of data, it would of course be useful to law enforcement to have access to this data.  It must be emphasized that just because there is an ability and potential use for having such access, the right of privacy in Europe is more important and is a reason for not keeping it.  Once data falls into the hands of law enforcement, the ability for individuals to keep it private is basically eliminated. This could result in a loss of confidence in the marketplace if data a user thinks should be private ends up being used to start arresting people for crimes.  Users in the U.S. are familiar with what occurred with the conversations that Richard Nixon taped as President.  By creating and storing the data, it can be used against an individual in court if law enforcement obtains it.  By preventing storage of personal data over an extended period of time, it limits the ability of that information to be used in insidious ways. This is also a reason in support of allowing users the ability to see what information advertisers and search engines have currently linked to them and allowing users to easily correct inaccuracies. 
V. More Transparency is Necessary
The Article 29 Working Party is also concerned for the future of internet advertising because of the current lack of transparency in the system.   Advertisers need to be sharing more information with consumers and making that information easier to find.   The Working Party believes that search engines and advertisers have failed in giving sufficient explanations about the legitimate purposes for which the data that has been collected is being used.
  We believe that consumers should be informed of the identity of the entity that is collecting their personal data and the purposes for which that data will be used.   Moreover, this information needs to be distributed at the time the data is initially being collected.
 That notification needs to include that consumers have the opportunity to access and correct erroneous data about them, to choose to not be contacted for marketing purposes, and to object to any processing of their personal data to be used for direct marketing.
 The only exception to distributing that information beforehand is when it is impractical because of small space advertisements; in that situation it is okay to distribute that information with the first mailing from the company before any communication to a third party takes place. 
 

 Advertisers have also failed because the many different uses that they have listed for personal data are so broad that it is difficult to nearly impossible for a consumer to actually figure out what may be happening with their data.
 Such broad stroke terms like “improvement of the service” make it easy for search engines and advertisers to take advantage of people.  Advertisers need to be much more explicit about what they are using users’ information for and make sure when obtaining consent that they are making those uses clear.  An example of where the use of users’ data is not clear is that Working Party is not convinced why advertisers need the personal data of search engine users for accounting purposes.
   The Working Party is not suggesting that data cannot be collected for legitimate purposes and in some limited circumstances for longer than the time suggested, but advertisers and search engines need to be explicit in their need for the data. 
The Working Party is also concerned about the ramifications of selling users’ personal data to third parties.   This could be accomplished by one site collecting geographic data and then incorporating it with other data obtained through other methods.
   The reward for advertisers is very high, however often times consumers are not being informed or given an opportunity to opt-out.  While search engines and advertisers may try to make one believe that this is necessary for services to be provided, the Working Party is concerned that if certain sites are funded by cyber marketing there might eventually be a temptation to use personal profiles to exclude those who do not meet certain income requirements or those who wish to preserve their privacy.
 Allowing data to be combined in this manner might jeopardize the availability of the Internet to all and is another reason why the Working Party believes that the ability to use the Internet anonymously is critical to the future utility of the Internet. The use of any data by third parties must be tied closely to the services on the specific website that a user has consented to have their personal data used for and not linked to other sources of data without a consumer’s knowledge.
In order to accomplish several of these goals it appears that the algorithms used by search engines and advertisers that are now secret may actually need to be made public.  The problem with justifying a lot of these uses is that the more comprehensive these reports are, the more of the algorithm that will necessarily need to be provided to the users in order for users to fully understand what they are consenting to.  It might be necessary that the future of advertising will not have algorithms that are trade secrets, but instead industry advantages will go to those sites that do the best job of protecting data. While this suggestion has not yet been made by the Working Party, it is a logical next step in protection that it would probably support.
Search engines and advertisers do complain that there is a logical inconsistency between having anonymously stored data, and allowing users to access the data so that they can correct it.  This ability is important because of search engines’ ability to aggregate information that otherwise would be separate and difficult to put together and makes incorrect, incomplete, or excessive data potentially much more harmful.
 As has been evidenced in the arguments over data use for airline passenger lists, the inconveniences that accompany incorrect data can be significant.  This is why it is so important that if search engines and advertisers are going to be warehousing information about citizens that those citizens have the ability to correct and monitor what is being stored about them.  As was stated earlier, if advertisers do not want the responsibility of making sure that every user has the ability to make sure their data is correct they always have the option to just not store the data at all. 
VI. Self-Regulation is Not the Answer

Contrary to the practices being suggested by the Article 29 Working Party, the FTC has proposed self-regulation for the online behavioral advertising industry.
  This is because it believes that users gain great value from all the money that is being spent on advertising on the Internet and to stifle that could prevent valuable new inventions on the Internet.  The two parties do agree on informing those who are having their data collected of what is being collected and why.   The FTC also believes that data should be kept no longer than is necessary, but does not provide a specific length of time. The FTC also opposes governmental regulations and wants the industry to be self-regulating. It thinks that advertisers have sufficient incentives to regulate themselves because they can gain a competitive advantage by implementing policies that protect personal data better. While the Working Party agrees that there are competitive advantages for greater privacy protections, it also recognizes the need for minimum standards for both advertisers and search engines in order for consumers to have confidence in the system. 

Self-regulation can be valuable in areas that are not fundamental rights; however in protecting important rights like privacy they are not appropriate.  Their failure to reach the desired results is evidenced by the FTC’s policy for the self-regulation of alcohol industry ads.
  Under self-regulation the percentage of children seeing alcohol ads is not as reduced as would be desirable and the enforcement mechanisms are so weak that ads are not conforming to the highest standards of not encouraging youths to drink.  While the industry has incentives to do enough to avoid legislative action, there is not an incentive to reach as high of a goal as could be achieved by having the government set the rules and enforcement mechanisms.  This is very similar to online advertising, where the Network Advertising Initiative tries to satisfy legislators by insisting that opt-out is what should be the standard for privacy on the Internet, while the Working Party believes opt-in is the better standard.
  It is imperative that governments are involved in setting baselines so that the fundamental right of privacy is protected.

However, the Working Party does not believe that country governments should step in and create regulations that will stifle the future development of the Internet.  Instead, the hope is that the Working Party can create clear baselines that all companies must meet so that consumers have some minimal guarantees.  Individual countries would still have the option to go further and companies could always have higher standards that put them at a competitive advantage.  However, waiting for companies to self-regulate puts critical human rights in danger while we wait for the regulations to be created that will probably not be as stringent as necessary.  
VII. Conclusion

As internet advertising continues to grow, the importance of putting privacy first will continue.   Therefore, the Article 29 Working Party insists that advertisers focus on obtaining consent when collecting data, being transparent with their uses of the data, and keeping only the most timely and necessary personal data. Then, as soon as is possible, while still fulfilling the reason the data was given, any data retained should be made truly anonymous.  There are plenty of opportunities for companies to earn money in advertising; however, the way they do may need to change in order to make sure protection of consumers’ privacy is still the priority as required by the EHCR.  The Working Party believes government baselines are the best way to achieve this and not self-regulation. If all of these steps are taken, there will be a bright future for online advertising that can be profitable to companies and useful for all consumers.
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