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Online Advertising, Privacy, and Regulation 

Make money without doing evil 
Bryan M. Griffith, Associate Privacy Counsel, Google Inc. 

I. There’s always more information out there, but start with this Executive Summary 

Google has built the most loyal Internet audience through word of mouth. Google’s users implicitly 

trust in its integrity and strong privacy protections are an important part of that trust. For these reasons, 

Google supports a federal privacy law that will build consumer trust, create a uniform, flexible privacy 

framework, foster innovation, and establish penalties for bad actors. An important complement to a 

federal law will be strong self-regulation, and the FTC Principles are a good start. Google builds 

meaningful choice into each product and provides clear and concise transparency of its practices to 

protect user privacy. As a leader in the industry, Google sets the standard that others will follow. 

Google’s Corporate Philosophy1 focuses on the information theory of markets and their entire 

revenue stream comes from improving the flow of information from marketers to consumers. Google’s 

Corprorate Philosophy includes “Democracy on the web works” which means that Google uses the 

massive scale of the Internet to aggregate millions of transactions and billions of pieces of information 

to help consumers connect to marketers with products they would value. Google believes “[t]here’s 

always more information out there” and “[t]he need for information crosses all borders” which means 

Google works to find information and help consumers use it in a friendly manner throughout a world 

market. Google also believes it should “focus on the user and all else will follow,” and perhaps most 

characteristic is their philosophy that “[y]ou can make money without doing evil.” Google realizes that a 

market requires supply and demand and they must serve both the companies that demand viewers and 

provide value to the viewers who supply their attention. 
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The FTC self-regulatory principles for online behavioral advertising provide an excellent foundation 

for effective consumer protection, and promote innovation and competition. The FTC Principles cover 

the three essential elements to any privacy policy, (1) Transparency, (2) Choice, and (3) Security. With 

revision, the principles may be effectively implemented in the United States, other jurisdictions, and in 

self-regulatory bodies to establish uniform privacy regulation. Google’s proposed revisions to the FTC 

principles are three fold. First, personally identifiable information (PII) should be afforded more 

protection than non-personally identifiable information (non-PII), and quasi-personally identifiable 

information (quasi-PII). Second, behavioral advertising should be defined to accurately capture the 

activities which should be regulated without inadvertently stifling safe contextual advertising. Third, the 

principles should distinguish between first-party advertising and third-party advertising to allow for the 

flexibility of current and future web technologies. 

II. It's best to do one thing really, really well, and Google does search 

Google became possible in 1995 when Larry Page, at age twenty-four, was visiting Stanford 

University during his search for a graduate school. Sergey Brin was assigned to give Larry a tour, but it 

was not long before the two had collaborated on the foundations of what has become Google Inc. From 

the very beginning, when Larry and Sergey’s product was called “Backrub,” Google did one task really 

well, and that task was online search. 2 

More than a mere tool hosted by Google and Yahoo, search is the basic daily process of connecting 

people to information, and connecting consumers to suppliers. “Search” can be defined as, “looking 

thoroughly in order to find something or someone,” and “an investigation seeking answers.”3 In the 

offline world, search happens when a consumer opens the phone book, asks a store clerk for assistance, 
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views a billboard, watches television, reads a catalog, and many other daily activities. Economists 

measure the time and money spent on these activities as search costs, which effect consumer behavior. 

Online, search is performed in a number of ways, but most importantly consumers use search engines. 

In the offline world, picking up the phone, going to a store, reading catalogs, and other search tasks can 

take a large amount of time. Offline search is also expensive for suppliers who spend the time and 

money to build stores, staff phone lines, print catalogs, display billboards, and buy air time to 

communicate with consumers; this is generally described as advertising and can be thought of as the 

supply side of search costs. Advertising costs are paid out of company revenues, which are received 

from customer purchases. The more effort a company has to spend to find consumers, the higher the 

company’s share of the search costs, and the more search costs consumers must pay. The Internet 

works the same way, and Sergey and Larry figured out how to lower the search costs for consumers and 

producers in the web of information spread world-wide across the Internet. 

In 1998, The World Wide Web (WWW) was experiencing rapid growth in content and users, but 

much of the WWW remained hidden from the average user. During 1998, estimates place the size of the 

WWW between 150 million and 800 million unique pages, however when Larry and Sergey launched 

Google in September 1998, the Google index contained approximately twenty-five million pages.4 

Google had only indexed between 3% and 16% of the WWW content. Other search engines at the time 

were primarily focused on increasing the size of their index. The largest indexes contained 

approximately 140 million web pages.5 Google has currently indexed over one trillion unique web pages.  

As the size of the index increased exponentially, the quality of the results dropped rapidly. Despite 

the vast amount of information contained in these indexes, the search process remained costly in terms 
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of time and quality of results. Prior to Google, search engines primarily performed a manner of brute 

force indexing, like the index at the back of a book, and simply counted the words on each page. Sergey 

and Larry envisioned an index based on importance, and they called it PageRank.6 This revolution in 

search engine algorithms propelled Google to the top of the market for search engine traffic, and today 

Google receives 63% of the 11.7 billion searches per month.7 Google’s next closest competitor, Yahoo, 

receives less than 20% of the monthly search traffic. 

Google provides search and most of its products for free, but Google’s motivation is only minimally 

altruistic, and generally profit driven. In the third quarter of 2008, Google earned $1.29 billion in net 

income on $5.54 billion in revenues.8 Google’s revenue comes primarily from the sale of non-obtrusive 

advertising placed next to the results of 10 billion searches monthly, and on AdSense content network 

websites. Advertising is the commercial version of search and a natural extension of Google’s core 

competency. Economist Hal Varian described Google’s role in the market as a yenta, Yiddish for 

matchmaker. Hal further explained, “[o]n the search side, it matches people who are seeking 

information to people who provide information. On the ad side, it matches people who want to buy 

things to those who want to sell things.”9  

Advertising serves an important informational function in the market. Despite the self-interested 

purpose of advertising, or perhaps because of it, advertising contains a great deal of accurate 

information that consumers may not otherwise receive. The market intelligently assimilates the 

advertisements into the collective knowledge of consumers, weighing the relative strengths and 
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weaknesses of each advertisement and competitors’ messages. Consumers then vote with their dollars. 

Some will purchase one advertised product and some will purchase a competitor’s product. The relative 

demand of the product will impact its price and availability at local retailers. The value of the 

advertisement will be judged by the success of the subsequent sales and future advertisements tweaked 

to improve the message based on this feedback. 

Google’s greatest value as a yenta, comes from the constantly improving results obtained through 

continuous improvement to Google products, an approach to business that Google embodied in its 

corporate philosophy as, “[g]reat just isn’t good enough.”10 In the beginning, Google’s PageRank 

algorithm created a great search engine, but providing great free search was not a viable long-term 

business plan. Part of the continuous improvement of Google Inc., included the creation of the 

advertisement auction Google pioneered in 2001. Hal Varian describes the ad auction as follows, 

“[A]ds were ranked by a combination of bids and estimated clickthrough rate. Since bids are 

expressed in units of cost/click and the clickthrough rate is clicks/impressions, this means that ads 

are ranked by cost per impression. The idea was to put the ads that have the highest expected 

revenue in the best positions-i.e., the positions where they would be most likely to receive clicks… 

Initially the Google ad auction only applied to the ads appearing on the right-hand side of the page, 

with the top ads (the best performing area) reserved for negotiated pricing by a sales force. 

Eventually it became clear that the prices generated by the auction were more appropriate than 

those generated by negotiation, so Google switched to using an auction for all ads displayed.”11 

Google encourages experimentation with its search engine, its products, its staff, and its customers. 

Google employees are encouraged to spend twenty percent of their time working on special projects 
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outside of their direct responsibilities, and many of its most successful products have come from these 

employee initiatives. Google also runs controlled experiments with its products, testing new features, 

designs, and algorithms on randomly selected users. Google also encourages its advertisers to run 

experiments. The website for managing advertising campaigns, Google AdWords, encourages 

advertisers to run multiple campaigns and variations of advertisements. AdWords returns detailed 

statistics on the success of each variation and each keyword, including click-through-rate, cost per click, 

average position, conversion rate, and return on investment. Advertisers can tweak a campaign often 

and test different keywords, or advertisement text. This level of statistical data is completely unavailable 

in other advertising mediums. A magazine has a vague idea of how many people subscribe to the 

magazine, but no clue how many people read a given advertisement. Television stations broadcast to 

millions of people completely unaware of who is watching, and then perform telephone surveys to 

approximate statistical evidence. Google has brought science to the art of advertising and it has proven 

to be superior, as chosen by the number of advertisers willing to spend billions of dollars on 

advertisements, and the number of consumers who use the search engine. 

Online advertising is beneficial to producers who able to more efficiently reach consumers, but it 

also provides benefits to consumers and the public. Consumers benefit from reduced search costs when 

highly relevant advertising provides information and education on products and services, and then 

connects the consumer with the producer, and the public benefits when they are not exposed to 

advertising that is irrelevant. The increased efficiency of online advertising, and thus reduced search 

costs and lower priced goods, benefit consumers and public alike by lowering the overall cost of goods 

in the market. Online advertising also increases competition by lowering barriers to entry and efficiently 

allocating advertising space to the most relevant and profitable advertisements. 



 

7 

The public also benefits from the positive externalities of advertising. Externalities are costs 

(negative externality) or benefits (positive externality) from a transaction, not reflected in the price of 

the transaction, and borne or received by third-parties who are not involved in a transaction.12 In the 

context of advertising, negative externalities occur when advertisers consume the attention span of 

uninterested viewers. Positive externalities of advertising include free expression and free content 

published online and subsidized by the placement of online advertising. Google reduces negative 

externalities by returning highly relevant contextual advertisements. In 2007, Google paid over $4.5 

billion to content partners who placed advertisements on their websites. Billions of people benefit from 

the free web content enabled by the shared revenue. The people who have benefitted the most have 

been in the “long tail” of the internet, small niche websites and blogs which could never have found 

enough relevant advertising to subsidize their business before Google and advertising auctions. Online 

advertising, more specifically monetizing the long tail, improves freedom of expression, diversity, and 

democracy worldwide. 

Google’s contextual advertising products are highly effective and profitable today, but Google is 

experimenting with new methods for improving the relevancy of advertisements. Contextual advertising 

is the method of advertising Google uses when placing advertisements based on a search term entered 

into a browser, or the content of a partner webpage. In response to the instant context of the user’s 

experience, advertisements relevant to the keywords are displayed. Typically these advertisements are 

selected without the benefit of any historical data about the user. However, in 1998, Larry and Sergey 

anticipated the benefits of “Personalized PageRank,” a viewpoint based PageRank score that could 

incorporate a particular user’s browsing history and improve the relevancy of results for that user.13 In 

1998, Sergey and Larry envisioned “personal search engines,” of which they said, “[t]hese search 
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engines could save users a great deal of trouble by efficiently guessing a large part of their interests 

given simple input such as their bookmarks or home page.”14 

III. Democracy on the web works: Regulation, Self-regulation & The Google Principles 

Online advertising is beginning to raise privacy concerns as innovative new technologies enter the 

advertising market. Contextual search has generated very little concern from privacy advocates; its 

privacy implications do not differ substantially from traditional media advertisements. Privacy concerns 

focus on three fundamental features: transparency, choice, and security. Transparency is the extent to 

which users are informed about the data collection and privacy practices of web sites. Choice is the 

option to avoid the unwanted collection of personal information. Security is the protection of data 

collected. Google is committed to its philosophy to focus on the user and maintain the trust of users 

with regard to their privacy. 

Google supports a federal privacy law that will build consumer trust and protection; create a 

uniform, flexible, and simplified framework for privacy, which will both create consistent levels of 

privacy protection across jurisdictions and foster innovation; and establish penalties to punish and 

dissuade bad actors. This federal law should establish minimum standards for both offline and online 

privacy. Collection of personal information is not a new phenomenon, and catalogs, grocery stores, and 

retailers have always collected data on consumers to improve marketing.  

The federal law should not be industry, technology, or medium specific. Technology specific laws, 

such as junk fax laws and the national do not call list, are underbroad in that they cannot keep up with 

constantly changing technologies. An industry or medium specific law is frequently overbroad and can 

stifle innovation and prevent new competition from improving the consumer experience. In addition, 

underbroad and overbroad laws are likely to require more amendment over time. Frequent changes to 
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the statute will stifle innovation by introducing uncertainty to the legality of new technologies and 

procedures. A federal privacy law should neutrally proscribe the minimum legally required practices 

with regard to privacy practice disclosure, consumer control over information, and data security 

practices. In addition, the law should enumerate remedies for violations including fines and injunctions 

when appropriate. 

Regulation of specific industries, mediums, and technologies should be left to self-regulation as 

promoted by the FTC. Rapidly changing technology and cutting edge business models are difficult to 

regulate without slowing innovation. The self-regulatory approach permits an ongoing dialog between 

stakeholders who are well versed in current technologies, consumers who use these services, and 

regulators who can enforce the self-regulatory framework. Section 5 of the FTC Act enables the Federal 

Government to enforce promises companies make to consumers, even if those promises are made 

through a voluntary self-regulatory body, such as the Network Advertising Iniative (NAI). This threat of 

federal enforcement ensures that self-regulation is sufficiently powerful to protect consumers. 

The FTC self-regulatory principles for online behavioral advertising provide an excellent foundation 

for effective consumer protection, and promote innovation and competition. The FTC Principles cover 

the three essential elements to any privacy policy, (1) Transparency, (2) Choice, and (3) Security. With 

revision, the principles may be effectively implemented in the United States, other jurisdictions, and in 

self-regulatory bodies to establish uniform privacy regulation. Google’s proposed revisions to the FTC 

principles are three fold. First, personally identifiable information (PII) should be afforded more 

protection than non-personally identifiable information (non-PII) , and quasi-personally identifiable 

information. Second, behavioral advertising should be defined to accurately capture the activities which 

should be regulated without inadvertently stifling safe contextual advertising. Third, the principles 
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should distinguish between first-party advertising and third-party advertising to allow for the flexibility 

of current and future web technologies. 

Not all information about a user identifies that user as a particular individual, and frequently the 

context of collection is relevant to the distinction. In a classroom of thirty students, the color of a shirt 

may be PII, but in an online store with thousands or millions of customers, the color of a shirt merely 

groups an individual with the thousands of customers who prefer a particular shirt color. Likewise, the IP 

address of the typical internet browser merely identifies the internet service provider (ISP) one uses, 

and the regional geographic location. However, when combined with an authenticated account, or ISP 

account data that IP address becomes PII. This category of combinable information can be considered 

quasi-PII and requires a different level of protection than that afforded to PII and non-PII. Technology 

limitations require web site operators to collect IP addresses of users to provide content. In some 

instances, requiring choice for non-PII may increase privacy concerns. An unauthenticated user 

conducting a normal search, or a sensitive search, retains better privacy by remaining anonymous than 

identifying oneself to enforce privacy choices. This contextual distinction of PII is important to 

adequately regulate the use of information without stifling web site operators from continuing normal 

operations. The FTC principles should be amended to classify regulations according to three categories 

of information, PII, non-PII, and quasi-PII. 

Behavioral advertising is a new and emerging technique that has not fully developed. The FTC 

principles define behavioral advertising so broadly as to encompass virtually any collection and use 

of information about individuals’ online activities. This negates the advantage of regulation over 

statutory protection because it is overbroad and stifles innovation. At the same time, the FTC 

principles fail to address advertising practices based on user created account profiles which may 

contain sensitive PII. Privacy principles should broadly address all data collection activities and 
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permit specific activities to be regulated by industry best practices and guidelines. This will prevent 

a lowest common denominator consensus among advertisers that meets the regulations, but fails 

to meet changing consumer expectations. 

Finally, the FTC Principles must distinguish between first party and third party advertisers. The 

nature of the WWW complicates provider relationships purposefully because that is a source of 

value to consumers. The WWW began with and continues to be fundamentally designed using 

Hyper-Text Markup Language (HTML). HTML was designed by Tim Berners-Lee at CERN between 

1980 and 1991, and primarily functions as a means of linking content from different providers on 

the Internet. Today, content from many providers is published on the same page, hosted by third-

parties, and is frequently user created and controlled. The ability to combine the best content from 

multiple providers in new and innovative ways has propelled the WWW into a second generation 

(Web 2.0) of services and launched thousands of new companies. The problem this poses for 

privacy principles is in defining the responsible party when information is collected by providers 

who do not have control over the hosted location and the host who has no control over the way a 

third-party collects or uses the information. Some third-party providers may have first-party 

relationships with users, such as the independent nature of social networking applications from 

Open Social, or Facebook. First and third-party providers cannot provide the same level of notice 

and choice in all situations and may not be able to comply with overbroad FTC Principles. 

The FTC Principles are an excellent foundation, and with these minor revisions they can easily 

be implemented by companies, governments, and self-regulatory bodies. 
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IV. Great just isn’t good enough, and Google continues improving user privacy 

Google takes privacy seriously and is committed to its privacy principles of transparency, choice, and 

security. Google designs all of its products to give users meaningful choice over PII in a way designed to 

reduce privacy risks. Users who search anonymously are never personally identified and only non-PII or 

quasi-PII is collected. Users who login with a Gmail address or Google Account, are given infinite control 

over what data is collected and identified with their account. Google Web History shows every search 

conducted, every advertisement clicked, products found shopping, news articles read, and other 

interesting statistics.15 Users can search their own history and delete any or all of the data collected. 

Google Chrome, Google’s web browser released in beta September 2008, has innovative privacy 

protections built-in. Incognito mode allows users to instantly switch between normal browsing, and the 

increased privacy Incognito mode. “Webpages that you open and files downloaded while you are 

incognito won't be logged in your browsing and download histories; all new cookies are deleted after 

you close the incognito window.”16 In Google’s commitment to transparency the below disclosure is 

made in a way that simply and clearly helps users make a meaningful choice. 

 

Other Google products also provide transparency and meaningful choice. Google Chat allows chatting 

“off the record” to prevent the recording of conversations and the choice of one user is enforced upon 

the conversation partner. DoubleClick allows cookie based opt-out. Google Web History can be 

indefinitely paused disconnecting a user’s PII from search history. Google Street View automatically 

blurs faces and license plates from images to protect the privacy of people on streets. Orkut provides 
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Archive: Privacy Policy 

View current privacy policy | Version 10/14/2005 | Version 

07/01/2004 | Version 08/14/2000 

 

robust sharing controls that allow users to restrict who can view their profile and other information they 

choose to post. 

Google’s privacy transparency begins with Google.com/Privacy, the website where Google’s privacy 

policies can be found, along with product specific layered privacy policies and more than thirty video 

explanations of Google privacy practices. Google also 

publishes archived copies of the Privacy Policy so users can 

see how Google is improving privacy.17 

Google is available in many languages and countries around the world. Google drafts privacy policies to 

comply with the diverse requirements of these different countries. Google has been cooperating with 

the Article 29 Working Group and in response to their requests has improved Google.com/Privacy and 

implemented a new policy for log data. Under the current log data policy, IP addresses are anonymized 

after nine months and cookies after eighteen months. This schedule is important to providing accurate 

and timely matching throughout the business cycle. 

Google’s has established trust with its users, and considers its responsibility to protect their privacy 

paramount to maintaining that trust. Google is committed to the three foundations of privacy: 

transparency, choice, and security. Google is in a competitive market with low barriers to entry and 

maintains its market position by fulfilling each user’s high expectations of Google’s quality and integrity. 

V. Conclusion 

Google is committed to providing transparency to its users and building meaningful choice into all of 

its products to protect user privacy. Online advertising serves an important role in the Internet economy 

matching consumers and products. Advertising subsidizes online publishing which has enabled free 
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expression, diversity and democracy spread around the world. These benefits spill out into the offline 

world helping individuals find and connect to the long tail of the Internet and the market.  

A federal privacy law is important to establish standards and protect consumers, but it must be 

careful not to stifle innovation and harm the small startups and entrepreneurs with new ideas and 

unique products. Self-regulation is necessary to fill the gap between the minimum standards of the law, 

and the expectations of the consumers in different industries and markets. The FTC Privacy Principles 

are strong foundation for consumer protection, and with some revision can be implemented by 

companies and governments around the world to improve privacy protection. 

Consumers deserve transparency, meaningful choice, and security of their personally identifiable 

information collected on the Internet. Google is working every day, at every level of the company, to 

build privacy protections into our products. By always placing the interests of the user first, Google has 

built the most loyal audience on the web through word of mouth from one satisfied user to another.  


	Online Advertising, Privacy, and Regulation
	Make money without doing evil
	There’s always more information out there, but start with this Executive Summary
	It's best to do one thing really, really well, and Google does search
	Democracy on the web works: Regulation, Self-regulation & The Google Principles
	Great just isn’t good enough, and Google continues improving user privacy
	Conclusion


	Archive: Privacy Policy

