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I. Executive Summary

A new model of behavioral advertising has emerged from collaborations between internet service providers (ISPs) and third-party advertising companies.  This new model uses information about all of a consumer’s internet activities to create a detailed profile about the consumer.  The detailed profiles are used to serve consumers targeted advertisements as they surf the internet.  The ad companies are garnering this information through a process called Deep Packet Inspection, which involves reading the contents of consumers’ communications as they pass through the consumers’ ISPs.


This form of advertising presents serious privacy implications because most consumers do not know their internet activities are being tracked.  In addition, potentially sensitive information is being stored about consumers, such as their health information.  Besides the privacy implications, the way this information is being collected hurts the functionality of the internet by slowing internet speeds and exposing security flaws.  
It seems clear that this model of behavioral advertising violates federal wiretapping laws because ISPs are intercepting the communications of their subscribers without their consent and divulging the information to third parties.  It seems unlikely that any exceptions in the law apply to this practice because ISPs do not need to intercept the information to provide internet service.  

The Center for Democracy and Technology (CDT) believes self-regulation will never adequately protect consumer privacy.  The biggest flaws of self-regulation are that companies cannot be forced to join the regulating organizations, and penalties are often not adequately enforced.  For those reasons, the CDT proposes broad privacy legislation by the federal government.  The proposed legislation will have six components; 1) companies must be transparent about their data collection practices and uses; 2) companies must provide unavoidable notice about their practices; 3) consumers must have meaningful choice about what data is collected and how it is used; 4) consumers should have reasonable access to the personal data they provided; 5) collected data must be secure; and 6) there should be effective enforcement remedies.
II. Introduction

Most Americans have no expectation that their ISP, to whom they pay a fee, might be allowing third-party marketers to analyze and store all their personal information.  The collection and storage of the personal information of consumers without their consent exposes consumers to possible manipulation, embarrassment and identity theft.  Therefore, behavioral advertising using data from ISPs needs to be regulated by the federal government. 


The CDT acknowledges that behavioral advertising often provides a financial incentive for the internet to grow and provide free content, and therefore, does not advocate for a total ban on behavioral advertising.  However, the CDT believes that consumers should have meaningful notice and choice about how their personal data is collected and used.  The CDT believes federal regulation is best for consumers and for the internet because if consumers do not feel confident that their ISPs are protecting their privacy online, they will be less likely to use the internet to its full potential. 
III. What is the Internet Service Provider Model of Behavioral Advertising?  

A new form of behavioral advertising has emerged that involves a collaboration between an ISP and an advertising company that allows the ad company to have access to the Web traffic streams of each internet user to whom the ISP provides internet access.
  This means ad companies have the ability to see every action an internet user takes, every click and every Web site because all that information must flow through the ISP.  In fact, some marketing companies may even be reading the emails, chats and other electronic communications of a user.  The ad companies accomplish this through the use of Deep Packet Inspection (DPI).

In order to understand how DPI works, one must first understand how data is sent through the internet. All internet communications—Web browsing, downloads, internet phone calls, file sharing and email—are broken into packets when they are sent over the internet.
  Each packet has two parts: the information inside the packet called the payload and the information about where the packet is going called the header. 
  All of this information must go through a user’s ISP to get to the wider internet.  Normally, when information is sent through the internet, the equipment that moves the information, known as routers, only reads the header to know where to direct the packet. When routers look at the header, they have no idea what the actual packet is about, only where to send it.  An analogy would be a postal employee reading the outside of an envelope; the postal worker has no idea what is inside the envelope by looking at the address just as a router has no idea what the packet of information is just by looking at the heading.
  


During DPI, however, network devices read the information inside the data packets.  This means these network devices are reading the Web browsing history, email, instant messages and whatever other communications a user engages in on the internet.  The only way to prevent DPI is through encryption, a method used for most banking transactions and online purchases.  Some packet payloads contain additional addressing information to the internet provider (IP) address located in the header.
  This additional addressing information is called application headers and includes information such as the email address of the recipient. The routers do not need this information to properly direct the email, however.  Although people disagree, the CDT believes that reading the application header of a packet constitutes DPI because often network devices will have to read the entire packet to determine where the application header ends and the actual data begins.
 
When ad companies use DPI for behavioral advertising, they attach equipment to store and inspect all the data that flows through the ISP.  The ad companies may do DPI in real-time or afterward if the data is stored.
  DPI with the permission of the ISP allows the ad companies to collect, inspect and analyze all the online activities and communications of the ISP subscribers.  DPI allows ad companies to create extensive profiles on each ISP subscriber.  It gives the ad companies a complete record of a user’s online history and can even give the ad companies insights into the user’s offline activities.  For example, if a user frequently searches for fishing equipment and often visits tennis sites, the ad company can pretty easily deduce that the user enjoys fishing and tennis when he isn’t surfing the Web.  However, if the ad company is reading emails and chats, the ad company may not have to make any inferences about the users, the users may simply talk about what they like in their electronic communications.  The extensive user profiles created through DPI allow the ad companies to display targeted ads on the Web sites that the users visit.  
IV. Privacy Implications of ISP Behavioral Advertising


Behavioral advertising based on data obtained through ISPs has many privacy implications, but perhaps the biggest concern is that most people have no idea it is happening.  Internet users usually have no expectation their internet information is being tracked and sold, especially through their ISP to whom they are probably paying a significant monthly fee.  Thus far, ISPs who have participated with ad companies in behavioral advertising have given their subscribers no information, inadequate information, or misleading information about how users’ information is analyzed and stored.  Service providers Wide Open West (WOW) and Embarq have quietly changed their customer service agreements to permit monitoring by third-party ad marketers.
  Embarq says it engages in a “preference advertising service,” and WOW says it is working with NebuAd, a third-party advertising company.
  Both ISPs allow subscribers to opt-out of being tracked, but people who opt-out are identified with a cookie placed on their computer, and if the users delete their cookies, they are tracked again until they opt-out for a second time. 
  Another ISP, Charter Communications, notified its subscribers that they would be receiving more relevant ads, but did not tell them that NebuAd was intercepting and analyzing the Web traffic of the subscribers.  Charter Communications did not offer any way for its subscribers to opt-out of having their Web traffic intercepted. 


There are many other potential privacy problems when all a person’s internet activity is tracked and stored.  The first problem is the vast stored information is a tempting source of information for people other than online advertisers.  It could potentially be used for people making decisions about credit, insurance coverage and employment involving the individual.
  In addition, Web histories can reveal very sensitive information about a person.  For example, search terms may reveal what medical problems a person has recently faced or is facing.  The same is true of location information; a person’s exact address may become clear after examining their MapQuest searches.  

Although behavioral advertising companies such as NebuAd claim to take steps to make Web histories anonymous, it is in actuality very hard to do so.  For example, AOL released three months worth of search queries of its users that it claimed were anonymous because it replaced the users’ screen names with numbers in an effort to anonymize search histories.  However, reporters from the New York Times were still able to pinpoint the identity of a user based solely on her search terms.
      
             Finally, these databases held by behavioral advertisers collected through DPI or some other method may become a target of prosecutors in criminal cases or plaintiffs in civil cases.  Recently some judges have shown a willingness to force online companies to turn over their databases.  For example, in July 2008, a federal judge ordered Google to turn over its records of which users watched which videos on YouTube.
  Because the records included IP addresses, they could potentially be traced back to individual users.  A similar court order to a behavior advertising company such as NebuAd could potentially reveal users’ entire Web histories.
V. ISP Behavioral Advertising is a Threat to Normal Internet Use         

Besides ISP behavioral advertising’s numerous threats to the privacy of internet users, it is also a threat to the internet itself. Although it is difficult to know exactly what the ad companies are doing because they are not transparent about their practices, independent experts acknowledge there are several different ways ad companies can engage in DPI through the access granted by the ISP.  Independent experts believe one United Kingdom based ad company, NebuAd, injects computer code into internet traffic streams that causes cookies to be placed on the users’ computers for behavior tracking, none of which are related to the Web sites the user visits.
  Another ad company from the United States, Phorm, pretends to be the Web site that a user requests so that it can place a tracking cookie identified with that site on the user’s computer. 
   There are certainly other methods of using ISPs for behavioral advertising, but they have not yet come to light. Because these ad companies are intercepting internet data, their practices can disrupt the usual flow of internet traffic.
  These practices create security vulnerabilities in the network as well.  Anti-Spyware groups call these practices that avoid detection by anti-spyware software only borderline acceptable.
  Also, these practices interfere with the functionality of the Web and can slow internet speeds.
  Thus, the ISP model of behavioral advertising threatens not only consumer privacy, but perhaps the functionality of the internet as a whole. 
VI. ISP Behavioral Advertising Violates Federal Law

It is the position of the CDT that the ISP advertising model as it is implemented violates federal law.
   The Electronic Communications Privacy Act (ECPA) protects the privacy of electronic communications, which is defined as “any transfer of signs, signals, writing, images, sounds, data, or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic or photooptical system….”
  Therefore, the ECPA clearly protects Web browsing and online communications.
  The ECPA prohibits the interception and divulgence of electronic communications, including internet traffic, without consent.
 There are exceptions to the rule, but they likely do not apply to the interception and divulgence of internet traffic for behavioral advertising purposes.  

One exception, known as the necessary incident exception, allows service providers to intercept and divulge electronic communications without the consent of either party when it is necessary “to the rendition of his service or to the protection of the rights or property of the provider of that service.”
 Another exception allows equipment of a service provider to intercept data if the equipment is being used by the service provider within the “ordinary course of its business.”
 Although no federal court has specifically addressed whether these exceptions would apply to ISPs who contract with behavioral advertisers, it seems very unlikely the exceptions would apply.  It does not seem that the use of a device by an ISP to copy data for behavioral advertising would be part of its ordinary course of business because its ordinary course of business is to provide internet service to its subscribers, not advertising.  Even if the ISPs could intercept the data under this exception, the exception does not allow them to divulge the data.
  It does not appear that the interception of communications for behavioral advertising fits into the necessary incident exception either.  Courts have said the necessary incident exception applies only when the service provider can show that it must intercept and divulge the information to carry out its business.
  It seems unlikely a court will agree that an ISP must intercept and divulge the communications of its subscribers to internet advertisers to carry out its business. 


The legislative history of the ECPA also does not support the theory that the ISP model of behavioral advertising could fit into any exceptions. The legislative history shows the intent of Congress was to exempt service providers from ECPA restrictions when the service providers needed to do so for system maintenance and security reasons.
  It seems pretty clear that Congress did not intend the ECPA to exclude the interception and divulgence of communications by the ISP for behavioral advertising because targeted ads are not needed for the ISP to provide service.  

VII. The Flaws and Limits of Self-Regulation


Although the Network Advertising Initiative’s (NAI) Self-Regulatory Code

of Conduct for Online Behavioral Advertising is an important first step in the protection of consumer privacy, the principles fail to address several key issues and on other issues fail to go far enough to protect the privacy of consumers.  The CDT believes the principles should be revised to create more protection for consumers, but also believes the Federal Trade Commission (FTC) cannot rely solely on self-regulatory proposals to regulate the industry.  


The CDT suggests several revisions to the NAI principals to fix the flaws in the principles.  The largest flaw of the NAI principals is they fail to directly address the use of internet traffic from ISPs by advertising companies for behavioral advertising.
 Although behavioral advertising using ISPs would fall into the NAI’s definition of third-party online behavioral advertising, this ISP model needs special protections because of the amount of information involved.  The NAI principals should include three specific standards for the ISP model of behavioral advertising:   “1) unavoidable notice and affirmative, express opt-in consent; 2) ongoing notice on ISP Web sites, and 3) revocable consent for data collection.”
    


Consumers should receive unavoidable notice before any data collection begins. The notice should be delivered through the ISP and it should be easily understandable in plain language.  After the ISP delivers notice, it must receive affirmative consent before it allows any data to be collected. Because ISPs are not currently members of the NAI, the NAI must make it one of its principals that its members will not contract with ISPs that do not give their subscribers unavoidable, consumer-friendly notice or do not obtain affirmative opt-in consent.  In addition, the ISPs must maintain notice about their behavioral advertising practices on their Web site.  If a subscriber wishes to opt-out at anytime after opting in, the ISP must honor the request immediately.


Even with affirmative opt-in consent for behavioral advertising using ISP data, the vast amounts of sensitive information that pass through ISPs should be specially protected.  The NAI should not pick a handful of heath conditions to be considered sensitive information, rather the definition of sensitive information should be very broad because the NAI is not in a position to judge which health conditions are sensitive and which are not.  The CDT proposes the following definition of health information: “Health information is information about past, present, or potential future health or medical conditions or treatments, including genetic, genomic, and family medical history information.”
  Any information that fits into this category should be considered sensitive information and, at the least, the ISP should receive affirmative, opt-in consent before the information is collected or ISPs should be banned from collecting the information at all.  Other information such as social security numbers, financial information, precise location identifiers, government issued identifiers such as license numbers, and insurance plan numbers should also be treated as sensitive information and be subject to the same restrictions as health information. 
  


Even if the NAI adopts the recommendations of the CDT, there are inherent limits to self-regulation that only government regulation can cure. The NAI introduced its principles eight years ago, but few consumers are aware of the principles or understand the opt-out system.  In addition, the NAI’s reliance on opt-out cookies means that the users’ preferences are erased every time they erase their cookies.
 Perhaps the biggest inherent flaw of the NAI principles is that the principles only apply to companies that have voluntarily joined the organization.  The NAI cannot force people to join and several key players in the industry have not joined. Additionally, the NAI has done a poor job of enforcing compliance with the principles.  The original NAI principles provided for independent audits, but those audits have never been made public.  The NAI has only inconsistently reported which companies are in compliance with the principles.
 Therefore, just the recent history of self-regulation by the advertising industry shows that self-regulation will not adequately protect consumers.  
VIII. The Actions Congress Should Take


The CDT proposes Congress enact simple, flexible consumer privacy legislation to protect consumers from inappropriate collection and misuse of their personal information.  The legislation should codify the principles of “fair information practices,” which would have six main components and be flexible enough to apply to both the online and offline world.
 This proposed legislation is broad enough to cover ISP-based behavioral advertising, as well as cookie-based behavioral advertising. Consumer privacy will be protected, but the legislation will allow legitimate business use of personal data to promote social and economic value. The proposed legislation would have six components: 1) companies must be transparent about their data collection practices and uses; 2) companies must provide unavoidable notice about their practice; 3) consumers must have meaningful choice about what data is collected and how it is used; 4) consumers should have reasonable access to the personal data they provided; 5) collected data must be secure; and 6) there should be effective enforcement remedies.
 

This proposed legislation as applied to ISPs means they need to be transparent to subscribers and regulators about what data they are collecting on subscribers and how the data is being used. Transparency means the ISPs are explicit about what data they are collecting, how they are collecting it and how it will be used by the company or other third parties.
 Transparency is important because it is the cornerstone of consumer control of data.  Consumers cannot effectively control how much of their data is being collected and how it is used unless they understand how companies are collecting their data and using it.  To that end, companies must be transparent about their practices in terms people who are not tech savvy can understand so that consumers can make informed choices about the use of their personal data.


ISPs must provide unavoidable notice to their subscribers that their data will be collected and how it will be used. In the case of ISP based behavioral advertising, the notice must come from the ISP, not the third parties who use the data because receiving notice from parties unknown to a subscriber will likely only confuse the subscriber.
  The notice must be unavoidable, meaning the ISPs cannot simply bury the notice in their terms of service agreement.  In addition, if a computer is used by multiple users, notice should be made available to all the users.  The CDT also believes notices should be standardized for the market.  When privacy notices are in a standardized format, they will be easier for consumers to understand.
  


The choice ISPs offer their subscribers about how much of their data is collected and how it is used must be meaningful.  For ISP-based behavioral advertising, the ISP should require opt-in consent before any data is collected and additional opt-in consent for the collection of sensitive data such as health information. The use of cookies for opt-out consent to behavioral advertising does not provide meaningful choice because cookies are easily deleted by users, especially privacy conscious users.  Opt-in consent should not be buried in a lengthy service agreement or placed in a small scroll box at the bottom of the screen, but should be prominently displayed
 

Consumers should also have reasonable access to the personal data they have provided.  Although access by consumers to the personal data creates the risk that hackers could gain access to the information if the correct security precautions are not taken, the CDT believes the need for access outweighs the risks.  Access is needed so consumers can see the personal data being stored and it allows consumers to hold ISPs responsible if they are not honoring the choices of consumers.  Without access to the personal data, consumers have no way to see for themselves if their ISP is keeping its promises.  In addition, if consumers have access to the information, they can request data be removed that they do not want to be stored.  

All data personal data collected should be secure.  Companies should have a security program in place that assigns responsibility and accountability for security, continually implements software upgrades, and provides training to support the company’s security policies.
  However, the most secure data is data that no longer exists, and for that reason the data should be retained “for the minimum time necessary to fulfill the purposes for which it was collected.”
  The longer data is retained the more it becomes a target of hackers and law enforcement officers.  The FTC should hold a workshop to determine the length of time needed for different types of data to be business useful.


Finally, there needs to be effective law-enforcement remedies to ensure companies are transparent about their data practices, honor the choices of consumers and adequately secure consumer data.  The greatest advantage federal regulation has over self-regulation is the ability of the government to impose effective penalties on non-compliers.  The penalties must be strong enough so that it makes business sense for companies to comply with the regulations rather than simply paying the fines.   


In addition to these federal laws, Congress should encourage the FTC to address the ISP model of behavioral advertising in its proposed principals to regulate online advertising.  The FTC should formally adopt the principles and appropriately enforce them.  Finally, Congress should revisit and revise existing consumer privacy laws.  The laws should be updated to specifically include new technologies such as the internet.  Although the CDT believes the ECPA prohibits ISPs from collecting personal information for behavioral advertising without the consent of the subscriber, the CDT still believes the laws should be updated to avoid confusion.
              
IX. Conclusion

The legislation the CDT proposes offers an effective and flexible way to protect the personal information of consumers both in the online and offline world.  Consumers have a right to know if their data is being collected through their ISP and how it is used.  They also should have the right to decide what data is being collected about them.  


Federal regulation of online behavioral advertising is needed, especially of the ISP model, because self-regulation cannot adequately protect consumers.  Self-regulating organizations cannot force companies to join and do not adequately enforce their own regulations.  Federal regulation that is adequately enforced will safeguard consumers’ trust in the internet.  Consumers’ confidence that their information will be protected online is essential for the continued growth of the internet and e-commerce.   
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