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I.  Executive Summary


The problem of privacy on the internet is one that has not only received attention in the past decade, but is rapidly rising to the forefront as one of the most, if not the most, important issue to resolve on the internet.  Consumers are rightly worried about their data being stored in insecure locations, and about advertisers snooping through their business without their knowing.  Thus, it has become a priority for all companies to figure out the privacy problem.  This paper advocates a pure market solution approach, eschewing any sort of regulation as counterproductive to innovation and an optimal market solution, in which consumers, advertisers, and all other interested parties have maximized their utility from all available technologies.  

The paper is organized loosely into three parts:  an introductory part, with an illustration and example of how the market solution has worked in the past; a theory on how it is actually in the process of working right now, through new technologies emerging on the market, and ending with a discussion of new technologies that may become widespread, and using the previous examples to predict that, again, the market solution is by far the best solution.  Each part attempts to illustrate that through little or no institutional oversight, the solutions that helped or are helping to correct any market imbalances are developing at a breakneck speed, especially when compared to other traditional, non-internet market segments.  Through these examples, the conclusion hopes to reiterate that the pure market strategy for creating consumer protections is not only an effective, but by far the best, solution to the problems presented in dealing with privacy on the internet.  
II. The Issue and an Example
The internet has created an entirely new frontier of privacy problems.  Consumers are only now becoming aware of the different ways in which companies have been using information gathered on the internet about them, while the companies themselves have been developing better and more accurate technologies to gather said information.  This has created strong concern among the average consumer over what exactly happens to any sort of information that they give to a company over the internet, and more recently, with whether or not the consumer’s browsing history, preferences, and other information is being tracked
, and whether or not this information is identifiable to the consumer individually.  With this in mind, companies have begun to view privacy practices and privacy policies as a useful tool to improve consumer trust and enhance their image in the marketplace.  This is exactly the sort of atmosphere that should be encouraged, and has already led to powerful measures to protect consumer privacy.

The most effective way to protect an individual consumer’s privacy is to let the individual demand the protection themselves.  It is fairly uncontroversial to say that there is no one who knows what the individual wants better than the individual.  What is more controversial, and what this paper hopes to point out, is that the market is oftentimes the best indicator of what the “average” individual wants.  In the aggregate, the market will typically gravitate towards a solution that maximizes overall consumer happiness
.  It is this writer’s contention that this solution, with regards to most privacy practices, is already close at hand.  

What is important to note about the current situation is that, while things like spam have often been called a market failure do to their perceived negative externalities
, this does not necessarily mean that the market itself has failed.  The best example one can think of is popup ads.  Less than a decade ago, popup ads were prevalent on almost every single website across the entire internet.  Upon entering a site, you were bombarded with sometimes only one or two, but oftentimes upwards of half a dozen, popups from different locations, crowding your entire screen with advertisements instead of the contents of the link you attempted to view
.  However, a few years ago programs like Google Toolbar and SP2 for Windows XP started to “learn” how to suppress these sorts of popups
.  Nowadays, aside from the stray, Adobe Flash-based popup that makes it through the defenses of otherwise stout programs like IE7+ or Firefox, people rarely even notice that popups exist.  They have been effectively combated to become nothing more than a very minor nuisance, if noticeable at all.  

This is exactly the sort of “market solution” that this paper advocates for.  At first, a new technology emerged and was unregulated by any entity, essentially creating a life of its own, and furthering innovation (albeit typically annoying innovations).  This innovation led to the birth of the popup ad.  Over time, though, consumers exhibited a preference towards avoiding popup ads, with angry letters being written about popup ads
.  This prompted some enterprising technology companies to smartly write programs that simply blocked most popup ads.  Thus, a technology was developed in which companies were able to differentiate themselves from the pack by bundling with their other software.  While the initial problem, popup ads, is not exactly a desirable thing, the end result was.  Google Toolbar especially seemed to help catapult Google into an even more universal role on the internet, as it was one of, if not the, most popular popup blocking program before IE/Firefox were automatically blocking them, due mainly to its ease of setup and free distribution.

On a much larger level, this is exactly what should be happening.  Some companies find a technology or method that allows them to keep advertising or some other costs down.  However, it bothers consumers, and they want it to go away.  Some other enterprising company figures out that this is a way to either get their name out or make a quick buck, and writes a program or creates a technology to combat this problem and gets their fifteen minutes of fame in the internet world, allowing them an opportunity to become a major player if they play their cards correctly
.  This is an environment that fosters true innovation, as there are no restraints upon a company finding any sort of technology that may be useful to the company.  Consumers are then given the opportunity to test the technology to see if the overall utility is positive or negative
.  Should that utility be negative, other companies will shoot into the gap and create solutions for consumers, fixing the negative utility consumers are gaining and creating more jobs and opportunities for smaller companies.  It also allows for the possibility of any technologies to be created that will benefit the consumer, as there is nothing in place to prohibit innovation
.  

Criticisms of this approach would point to the unrealistic expectation that the market would react and protect consumers from any sort of negative externalities, such as in the popup example above.  However, one of the most important things that critics seem to ignore about this industry is the speed in which it moves.  Traditional markets take time to create inventory and ship goods, or react to feedback from customers through traditional mail systems and drop boxes.  In technology industries, however, the speed with which products are brought to market (and made obsolete) is substantially faster.  Gordon Moore, one of the co-founders of IBM, coined a saying in 1975, stating that the processing power and complexity of a computer chip would double every two years
.  This saying was later amended to every eighteen months, an even faster product cycle, and dubbed Moore’s Law.  What this means is that in the technology industry, technologies and software and processing power are constantly changing.  This allows technologies to evolve much faster, due to pressures from Moore’s Law, resulting in solutions for problems like popups substantially faster than the market would otherwise have produced them
.  This is the most important aspect of how the market is going to protect consumers and allow them to have meaningful choice in how they conduct their activities on the internet, as having such short, quick-moving product cycles allows the market as whole to react to consumer preferences in a way never before seen in other market segments.  
III. How is this working now?  Information Gathering and Personally Identifiable Information 

Lately one of the biggest issues in the internet privacy world has not been spam or popups, but information, gathered by ad agencies and kept on their databases in order to better track and know what the preferences of a consumer are and what they could possibly want in the future.  Most especially, personally identifiable information, which is information that is backwards identifiable to an individual consumer, has raised serious red flags.  It is not difficult to see how powerful this information would be in the hands of an ad network.  Tailoring ads to specific consumers based on their past preferences would be a great way to help increase the chance a consumer pays attention to an ad, and ultimately purchases something from the advertiser.  Indeed, this is what the larger ad networks, such as DoubleClick, are doing.  However, this is met with resistance from privacy experts, who are worried that the information is too sensitive and too identifiable to the individual consumers.  Personally identifiable information, collected about individual consumers, understandably makes them wary of what the large ad networks are doing with that information, and how safe it is.  This frames the general debate, with advertisers attempting to collect very detailed information (whether personally identifiable or not) and privacy experts and worried consumers attempting to force the advertisers to keep as little information as possible, for as short a time as possible.  

The advertisers seem to be winning the battle over the past few years.  Advertisers are continually putting tracking cookies on consumers’ computers, tracking their moves and creating personalized ads that sometimes offend the consumers
.  Consumers have railed at the thought of having ads come to them based on the websites they visit and search terms they use.  The quite legitimate fear of having a significant other sit down at a computer used primarily by one person and having advertisements based on the primary user alert the secondary user to certain behaviors has truly rung home with many consumers
. 

Initially, all consumers could do to avoid having situations such as this occur was delete their cookies and internet histories, avoiding having any sort of record of their exploits on the internet contained on their local machines, and thus deleting the tracking cookies that the advertisers were placing on their computers.  While effective, this took a fair amount of active monitoring and action by the consumer
.  In addition, this process could easily delete some cookies and data that were wanted by the consumer, such as images used frequently on the consumer’s home page, or cookies to keep them logged into their favorite message board
.  

Shortly after this problem garnered attention, programs developed to make this process substantially easier
.  These programs allowed the user to set predetermined sweep times, and when manually doing sweeps, also allowed the user to determine which cookies to keep and which to delete.  However, a consumer must still go out and download the program from a website in order to benefit from its protections, which means a consumer must research the problem and find the solution themselves.  In addition, companies began to prioritize making strong privacy policy statements, as consumers became more savvy and began asking more questions of what happened to their data after it was collected by different companies.  These privacy policies, while enforceable through Section 5 of the Federal Trade Commission Act, were still not widely read, and some companies, knowing this, made privacy policies that left much to be desired.  

Now, however, there have been substantial improvements in protecting consumers from this sort of tracking.  Between the previous programs, and especially new features in the upcoming and newest versions of popular internet browsers, users have quite a bit of power to shield themselves from prying eyes.  Apple Safari’s “Private Browsing,” IE8’s “inPrivate,” and Google Chrome’s “Incognito” are all modes that, in one way or another, restrict cookies and delete histories
.  While Safari’s Private Browsing only keeps any traces of a user’s history from being stored on the local machine, Incognito and inPrivate both combat the tracking cookie problem by deleting or disallowing them
.  inPrivate even has two modes of blocking: inPrivate Browsing, which only deletes local trails like Safari’s Private Browsing, and inPrivate Blocking, which ambitiously blocks all information that may be used to track a user.  Incognito browsing fits somewhere between the two, accepting cookies but putting them in a temporary internet file, and then deletes the cookies and other history later.  

What is important to note about these innovations is that they are innovations designed to help the consumer and user of these internet browsers to protect their privacy, and were created in response to users wishing they had more and better ways to avoid being tracked.  They were not government mandated, but rather, a simple reaction to the market: consumers made their preferences known, and companies took the step to give consumers what they wanted.  Better than any regulation that could have possibly been created to govern ad networks and the tracking of consumers, the market itself is simply giving consumers a choice in their browsing decisions.  Should someone want to be tracked and have relevant advertising somewhat tailored to their preferences, and of course also be essentially watched by the bigger ad networks, they can use the normal browsing functions of these browsers.  However, should someone want to keep their preferences private and avoid being tracked, then they can simply enable their browser’s private mode, and surf happily knowing they are pretty well protected.  

This all helps to illustrate how the market can give consumers the protection they want; but it omits possibly the best illustration of the theory until this point.  Mozilla’s Firefox browser is an open-source, freely distributed browser.  Programmers can develop plugins on their own and simply distribute them through the internet, allowing a variety of plugins to be developed.  A combination of plugins
, easily obtainable, has been available since before any of the other browsers developed their privacy modes.  Behind these plugins are essentially programmers who simply saw a demand for a product, and set out to make it.  This is the market solution to privacy problems at work.  While there was a period of time in which it was harder for a consumer to obtain protection from ad networks gathering data about them, nowadays it has become as simple as installing a plugin or updating their browser.  

IV. So Now What?  Deep Packet Inspection


The new, developing technology in finding out information and trends from consumers, without their consent, has been deep packet inspection.  This is a form of tracking that takes place not server-side or client-side, but in the middle, at the ISP level.  What it does is snoop into each packet
 being sent or received by the ISP
.  This information is identifiable through the different IP addresses that are assigned by the ISP in order to direct where packets should go.  This is understandably making both consumers and privacy experts wary of the amount of tracking that can be done, and how identifiable it is to each IP address (and thus, individual consumer, or at least household).  Since it can also theoretically be done without the consumer even noticing, the potential for abuses of the technology are certainly high.  

What this paper proposes is essentially a wait and see approach, based upon the idea that the market itself will create solutions that are desirable to both consumer and advertiser.  As illustrated earlier, technologies have developed in every situation in which consumers disliked the technology at hand.  Popups were burst and data collection was blocked, and to this point there is no reason to believe that, given time, suitable solutions to the deep packet inspection problem will be developed.  It is not difficult to imagine a type of encryption being developed, or, once consumers get wind of which companies are allowing this sort of monitoring and which are not, to have consumers gravitate towards where their preferences are.  

Any sort of regulation, however, would completely ban this sort of technology, which takes the choice away from the consumer, something that should be discouraged.  At this point in time, here in Columbus, Ohio, one of the big cable internet providers, Wide Open West (WOW) has been monitoring its customers through deep packet inspection
.  Doing this has almost certainly helped WOW in pricing their products lower than their main cable internet provider in Columbus, Time Warner
.  Regulating this sort of technology, if not outright banning it, is an option, but the incorrect one.  Depriving consumers of the choice to discount their cable service through allowing monitoring of their preferences is counterproductive to maximizing social utility.  Thus, there should be no sort of regulation, self-imposed or otherwise, placed upon these sorts of technologies, as consumer choice creates competition, which helps everyone involved.

V. Conclusion

As illustrated above, the best option in this case, and all such matters of internet privacy, is no option.  Simply waiting and letting the market figure out what the new technology can do, its pros and cons, and the relative preferences of consumers will result in a much more optimal solution than any regulations could possibly create.  One of the biggest criticisms of the market solution in other aspects of life is that it may take years for the market to correct itself to the optimal solution.  However, on the internet, and with the fast pace of technology, it has been proven in the past with popups and information gathering that there will soon be a solution available that will allow consumers to establish their own personal comfort level.  Regulations of any sort can only either create solutions that are less optimal and reduce innovation or miss the mark completely, providing little to no protections for consumers.  
The internet has consistently been compared to the old Wild West, as a frontier where there are opportunities, and sometimes dangers
.  To attempt to rein in this frontier with massive governmental or institutional oversight only reigns in innovation and progress, which in the end hurts everyone much more than a period of market adjustment.  Maximizing the utility of every user of the internet is a noble goal; only the avoidance of regulations, in order to allow technologies to develop unfettered, can achieve this goal.  
� With the recent release of Google Chrome, and the negative backlash Google received both from industry experts and the average “Joe the Plumber” about their privacy policies specifically,  consumers are being made more and more aware of the large amount of data internet advertising firms have on them, and the potential for mischief.  See, e.g., � HYPERLINK "http://www.thetechherald.com/article.php/200836/1959/Chrome-s-contentious-EULA-issue-removed-by-Google" ��http://www.thetechherald.com/article.php/200836/1959/Chrome-s-contentious-EULA-issue-removed-by-Google� , retrieved 10/20/08, and � HYPERLINK "http://www.mercurynews.com/breakingnews/ci_10510989" ��http://www.mercurynews.com/breakingnews/ci_10510989� , retrieved 10/20/08.


� A disclaimer:  no solution will ever be perfect.  This solution proposes simply to aim to maximize consumer happiness.  Unfortunately there will be extremes on either side who are not getting everything out of the solution that they would get in a different situation, but society as a whole benefiting is, in this writer’s mind, worth the minor sacrifice of the extremes.  


� See, e.g., Randall Stross, How to Stop Junk E-Mail: Charge for the Stamp, N.Y. TIMES, Feb. 13, 2005, §3, at 5.


� See, e.g.,, � HYPERLINK "http://www.straightdope.com/columns/read/2566/whats-up-with-popup-ads" ��http://www.straightdope.com/columns/read/2566/whats-up-with-popup-ads� , where a reader writes in, obviously irate, over the quantity of popups he was seeing in 2004.  


� Supra.  


� Supra.


� The best example of this is probably Lavasoft AB: one of the very first anti-spyware companies, and probably the most successful.  Established in 1999, its main product, Ad-Aware, has been downloaded over 350 million times and is one of the most popular anti-spyware products on the market.  Taken from � HYPERLINK "http://en.wikipedia.org/wiki/Lavasoft" ��http://en.wikipedia.org/wiki/Lavasoft�, retrieved 10/21/08.  


� Lest one think that all advertising has nothing but negative consequences – it is the opinion of this writer and many others that non-intrusive banner ads, placed there to pay for bandwidth costs, are a fantastic innovation and a great middle ground between free content and pay content.  


� See, e.g., Goldman, Eric, A Coasean Analysis of Marketing, 2006 Wis. L. Rev. 1151, (2006), speaking of a device called a Coasean filter, in which the whole of a consumer’s preferences are stored and then used to generate relevant advertising.  


� Ann C. Hodges and Porcher L. Taylor, III, The Business Fallout from the Rapid Obsolescence of High-Tech Products:  Downsizing of Noncompetition Agreements, 6 Colum. Sci. & Tech. L. Rev. 3, (2005).


� To think of it another way, think of the way different species of insects adapt to different environments quickly.  Their short lifespan allows them to essentially mutate traits that fit the environment, such as many insects being incredibly adaptable to highly irradiated environments.  The internet is much like a species of insect in that it is always moving and evolving to the environment at hand.  


� See, e.g., Rachel Beckman, Facebook: Hitting Where it Hurts, Washington Post, � HYPERLINK "http://www.washingtonpost.com/wp-dyn/content/article/2008/09/02/AR2008090202956.html?hpid=topnews" ��http://www.washingtonpost.com/wp-dyn/content/article/2008/09/02/AR2008090202956.html?hpid=topnews� , where a young woman was confronted with repeated imagery that she needed to lose weight.  While this may be an incredibly oversensitive response, it nonetheless has been held up as a legitimate concern.  


� Imagine a computer a husband primarily uses.  Imagine his wife sits down at it, and attempts to do a Google search for “red high heeled shoes.”  It is incredibly likely that having an advertisement for “Johnny Bob’s Foot Porno Barn” appear would be quite an embarrassment.  This, of course, says nothing to the much less funny and much more serious situation where a family member finds out through targeted advertisement that a beloved brother or sister might have a severe disease. (“Have AIDS?  Walk in this 5k!”)


� For example, in Firefox 3.0.3 (the browser conveniently open on this writer’s computer), one must periodically go to Tools ( Clear Private Data.  While this is not an incredibly taxing endeavor, it does take effort on the part of the user in order to keep their cookies clean.  Firefox has made this process easier than in the past, as in other programs (past versions of Internet Explorer come to mind) the clear cookies and clear internet history options were buried under more menus.


� This also brings up the problem of deleting do not track/opt-out cookies.  A consumer can obtain a do not track/opt-out cookie from the Network Advertising Initiative, which will keep an ad network from tracking the consumer.  However, these cookies would be deleted, along with any harmful cookies, by someone being careful about their privacy and periodically deleting their cookies.  This creates quite a perverse situation, in which the consumer who values their privacy high enough to take measures to protect themselves, also deletes the very cookies that are designed to help protect them.  


� Supra, note 6.  In addition to Ad-Aware, there are other programs on the market, like Spybot S&D, Windows Defender, and Spy Sweeper.  In addition, many antivirus programs, like McAfee, have bundled anti-spyware programs into their antivirus suites.  See Paul Gil, The Best Anti-Spyware Programs, 2008, About.Com, January 2008.  Retrieved 10/21/08.  


� Andy Greenberg, Going Incognito, Newsweek, Sept. 5, 2008.  Retrieved at � HYPERLINK "http://www.newsweek.com/id/157293" ��http://www.newsweek.com/id/157293�.  


� Supra.  


� Supra.  Specifically, the plugin Distrust mimics Safari’s Private Browsing, Adblock Plus blocks all ads and cookies, and CookieSafe mirrors inPrivate Blocking.  


� More information on what a packet is is available at � HYPERLINK "http://en.wikipedia.org/wiki/Packet_(information_technology" ��http://en.wikipedia.org/wiki/Packet_(information_technology�).  To put it simply, packets are the bundles of information sent and received over the internet.  


� � HYPERLINK "http://en.wikipedia.org/wiki/Deep_packet_inspection" ��http://en.wikipedia.org/wiki/Deep_packet_inspection�.  Retrieved 10/21/08.  


� Supra.


� WOW’s Digital Basic Cable + 8mbps internet service is $84.99/mo., while Time Warner’s is $49.95 for basic digital cable + $46.95 for cable internet, coming to a total of $96.90.  � HYPERLINK "http://content.wowway.com/apps/wowwaycontent/p_n_p.aspx?Package=CI" ��http://content.wowway.com/apps/wowwaycontent/p_n_p.aspx?Package=CI� and � HYPERLINK "http://www.timewarnercable.com/midohio/products/products.html" ��http://www.timewarnercable.com/midohio/products/products.html�. 


� See, e.g., The Wild West Meets Cyberspace, Andrew Morris.  � HYPERLINK "http://www.fee.org/Publications/the-Freeman/article.asp?aid=3446" ��http://www.fee.org/Publications/the-Freeman/article.asp?aid=3446�.  Originally published July 1998, retrieved 10/21/08.  
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