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I. EXECUTIVE SUMMARY

On November 4, 2004, an online social network was launched by the name of Facebook.  While only initially available to students at Harvard University, Facebook’s popularity soon exploded.  Since, it has been valued as a multi-billion dollar company with over 125 million registrants. Due to its rapidly increasing number of users, Facebook has certainly experienced growing pains. However, since Facebook’s inception, we have been committed to the privacy of our users’ and their overall satisfaction.
It is the Facebook experience that keeps our users coming back.  To provide free access to this experience, we provide relevant and personal advertisements to our users.  We offer a unique product to our marketers by providing them targeted ads to our users without compromising privacy.  Without providing any personally identifiable information of our users, advertisers are able to target relevant ads more productively.
Facebook offers its users complete control of the information they share, by way of wide-ranging and precise privacy settings.  This allows Facebook users more privacy customization than any other social network. This constant competition with other social networks, in combination to the demands of our users, has created innovative solutions and protections to privacy problems.
Insufficiency in internet privacy is not beneficial to consumers or business.  For this reason, many industries have begun to self-regulate the privacy of their consumers over the internet.  Facebook has done so by creating a transparent privacy policy and allowing its users complete control over their information.  Furthermore, Facebook has joined the TRUSTe Privacy Program and EU Safe Harbor Privacy Framework.  Memberships to these organizations, as well as current law and self-regulatory practices, have allowed Facebook to provide its users the safety and security of their private information.

II. INTRODUCTION

Facebook, Inc. is the world’s largest online social network.[footnoteRef:2]  With an estimated 125 million registered users,[footnoteRef:3] Facebook members from all over the world are able to share information with their friends and the people around them.  Facebook allows users to create profiles that contain information such as their name, contact information, interests, and photos.[footnoteRef:4]  Based on a user’s privacy settings, this information is shared with friends and other members of Facebook. [2:  Erick Schonfeld, Facebook Is Not Only The World’s Largest Social Network, It Is Also The Fastest Growing, Aug. 12, 2008, available at  http://www.techcrunch.com/2008/08/12/facebook-is-not-only-the-worlds-largest-social-network-it-is-also-the-fastest-growing/.]  [3:  Caroline McCarthy, Facebook's political squad looks overseas, Nov. 8, 2008, available at http://news.cnet.com/8301-13577_3-10084769-36.html.]  [4:  Additional features recently added include: instant messaging , video sharing, data portability (via Facebook Connect), and an online marketplace.] 

One of Facebook’s greatest priorities is to protect the privacy of its users.  We understand that users may not wish to have all their information shared with everyone in the world.  That is why Facebook.com has been structured to allow users the ability to control the amount of information they want to share, while retaining as much access to the information in which other users want to share with them.  By giving users the choice of what information they would like to share and who they would like to share it with, the Facebook experience is completely in the hands of its users.
Facebook, Inc. applauds the FTC’s desire to establish principles in the online advertising and data collection areas.[footnoteRef:5]  However, we oppose over-regulation in this area for the following three reasons: first, both areas are already regulated by the demands of our users; second, an influx of self-regulation and state legislative initiatives have made heightened regulation unnecessary; and third, online advertising is beneficial to our users and should not be burdened with excess regulation. [5:  Privacy Implications of Online Advertising: Hearing Before the Unitied States Senate Committee on Commerce, Science, and Transportation, 110th Cong.(2008) (testimony of Chris Kelly, Chief Privacy Officer, Facebook, Inc.). (In reference to the FTC’s efforts to address privacy issues through a combination of consumer and business education, law enforcement, and policy initiatives.)] 


III. USER-DRIVEN PRIVACY PROTECTIONS

Facebook was developed with the idea to create social value for its users.  In order to provide this, a user must develop relationships with others on Facebook and “friend” them to commence the exchange of information.[footnoteRef:6]  A large number of users is therefore required to make the Facebook social network a successful experience. [6:  See Facebook Best Practice, Recommended Privacy Settings for Facebook, http://www.sophos.com/security/best-practice/facebook.html.] 

Facebook does not charge its users for this service.  It receives profit from the sale of online advertisements.[footnoteRef:7] This is another reason it is in Facebook’s interest to seek the largest amount of membership possible.  This means catering to users and giving users the services they desire while providing relevant and appropriate advertisements.  This also means protecting users’ information and making them feel comfortable while using Facebook by providing greater privacy services and protections. [7:  Everywhere and Nowhere, THE ECONOMIST, Mar. 19, 2008, available at http://www.economist.com/business/displaystory.cfm?story_id=10880936.] 

A.  Privacy Customization
To give our users the best Facebook experience possible, we provide our users with complete control over the data they provide.  Under our default user options, full user profile data is not available to most users on Facebook, not to mention the Internet as a whole.  With our privacy options, users have precise and wide-ranging control over what information they share and with whom they share it.  In addition, we give users the choice to ability to limit their information to outside search engines.[footnoteRef:8] [8:  Thomas Claburn, Facebook Exposes Users to Search Engines, Sep. 5, 2007, http://www.informationweek.com/news/internet/showArticle.jhtml?articleID=201804345.] 

The extensive privacy controls and customization features is one features that allows Facebook to be so unique.  Users can make their profile as open to the public or private as they wish.  Users can opt to be unsearchable not only on outside search engine, but within Facebook itself. In Februrary of 2008, Facebook introduced “Friend Lists.” This feature, when paired with privacy settings, allows users to create subsets of friends who may only see certain content. 
With all these options, the over-arching goal is to give users the most effective control over their information as well as improve communication with our users about privacy, in order to allow them to make their own choices on what they wish to reveal.

B.  Competition for Privacy
The market to register users for social network services is not a zero-sum game.  In other words, members of Facebook can be registered members of other social networks (such as Myspace, Orkut, Friendster, or LinkedIn).  However, by no means does this indicate the Internet traffic to these sites is independent from competition.[footnoteRef:9]  This traffic is what provides advertisement views and ultimately profit. The fight to be the leading social network platform vigorous and the competition is only getting stronger.[footnoteRef:10]  For this reason, increasing the privacy protections of its users has become a way to create a competitive advantage for social network services and has helped cause user-driven privacy protections. [9:  Rachel Rosmarin, Social Networking Sites See Rise in Competition, Dec. 27, 2006, MSNBC, http://www.msnbc.msn.com/id/16285799/.]  [10:  Id.] 

From its founding in a dorm room in 2004 to now, Facebook has uniquely given its users control by allowing them the friends they accept and the networks they join.[footnoteRef:11]  While Facebook has opened its doors to anyone with an e-mail address, it contrasts itself with other social network services by opening avenues based on proven networks.  For instance, to access the “Dartmouth Network,” that user would be required to register with a Dartmouth domain e-mail address. This helps unwanted people from accessing and viewing users’ information, while supplying that information to those who are granted access.  This privacy feature has often been cited as one of the many reasons Facebook has overtaken Myspace as the world’s largest online social network.[footnoteRef:12] [11:  See Facebook Press Room, http://www.facebook.com/press/info.php?timeline.]  [12:  Ben Gold, Facebook Hammers MySpace on Almost All Key Features, June 10, 2007, http://mashable.com/2007/06/10/facebook-hammers-myspace-on-almost-all-key-features/. (Facebook makes it really easy to hide info from certain people and to not show information that you want to be kept private. So, if you only want you close friends to see you contact info, it only takes a second. MySpace has privacy too, but it’s far less granular.”)] 

We also stand out from our competitors in the amount of transparency we provide to our users.  The Facebook experience is constantly displaying to users how their information is being shared and to whom it is being shared with.  Our settings features are always accessible from the upper-left corner of the Facebook website, as well as inside a user’s profile.  Our privacy policy is delivered in short, plain, easy-to-read English, and offers a detailed account of how advertising on Facebook works.[footnoteRef:13] [13:  See Facebook Privacy Policy, at http://www.facebook.com/policy.php?ref=pf.] 

 
B. User-Based Advertising Guidelines on Facebook
	The core of Facebook’s advertising philosophy is to protect the experience of our users.  This means making ads conform and contribute to this overall experience and not being invasive.  For this reason, Facebook’s guidelines for advertising are strict.[footnoteRef:14] [14:  See Facebook Advertising Guidelines, at http://www.facebook.com/ad_guidelines.php. (For example, landing pages are forbidden from containing pop-up ads; Ads must directly relate to the content on the landing page; Ads may not utilize a user attribute, such as age, gender, or location, unless it is directly relevant to the offer, Ads must use proper, grammatically correct capitalization, etc.)] 

Facebook’s advertising system includes two basic types of offerings.  The first are named Facebook Ads.[footnoteRef:15]  These consist of self-servicing targeted advertisements based on non-personally identifiable information.  For instance, a hair salon could target advertisements to 18-24 year old, female users, within the Columbus, Ohio network.  If it were attempting to further target specific users, it could also specify a keyword derived from profile data.  For instance, the hair salon could tailor its advertisements to only those users with “fashion” mentioned under their interests. [15:  Privacy Implications of Online Advertising: Hearing Before the Unitied States Senate Committee on Commerce, Science, and Transportation, 110th Cong. (2008) (testimony of Chris Kelly, Chief Privacy Officer, Facebook, Inc.).] 

The second type is called Social Ads.[footnoteRef:16]  These ads are an innovative offering to advertisers that allow for paid promotions to users based on their interactions online.  For example, if a user became a fan of a particular band or musician on Facebook, that band or musician’s record label could purchase to promote this action with the friends of that user.  A user’s confirmed “friends” can only trigger these actions.  Additionally, this information is not made to the world at large, only to the “friends” of the user.  If users wish not to be a part of Social Ads, they have the ability to “opt-out” by use of their privacy settings.  [16:  Id.] 

The important distinction with all Facebook advertisements is that at no time does an advertiser or third-party have access to users’ personal data.  Facebook Ads are filtered by Facebook and only guarantee the advertiser that their ads will be viewed based on aggregate data.[footnoteRef:17]  Similarly, the purchasers of Social Ads are only told the number of users that have taken the trigger action and the number of ads that have been generated by those actions.[footnoteRef:18]  At no time is the personal privacy of a Facebook user compromised by Facebook. [17:  Id.]  [18:  Id.] 

This structure for advertising is what makes Facebook unique. Facebook Ads are not the same as what is normally defined as “Online Behavior Marketing.”[footnoteRef:19]  Furthermore, Facebook’s Social Ads are all “onsite” targeting advertisements;[footnoteRef:20] information about a user’s behavior outside of Facebook is not collected, viewed or analyzed for use in third-party advertising without the users express consent.
 [19:  Network Advertising Initiative, 2008 NAI Principles, The Network Advertising Intiative’s Self-Regulatory Code of Conduct for Online Behavioral Advertising (Define: “OBA means any process used whereby data are collected across multiple web domains owned or operated by different entities to categorize likely consumer interest segments for use in advertising online.”)]  [20:  Privacy Implications of Online Advertising: Hearing Before the Unitied States Senate Committee on Commerce, Science, and Transportation, 110th Cong.(2008) (testimony of Chris Kelly, Chief Privacy Officer, Facebook, Inc.).] 

C.  Altering Beacon
	Facebook grew from a few thousand users in 2004, to the fourth most trafficked website in the world.[footnoteRef:21]  Perhaps due to this rapid expansion, Facebook’s explanation of its advertising services to its users and the general public has been less than satisfactory. Missteps have been made throughout our growth.  However, our users have been quick to bring these missteps to our attention.  When appropriate, Facebook responds in prompt and correcting reaction. [21:  See Facebook Pressroom, http://www.facebook.com/press/info.php?statistics.] 

	In November 2007, Facebook introduced a product called Beacon.[footnoteRef:22]  This product allowed users display actions they take on third-party sites onto Facebook.  In some instances, this would be in a non-commercial situation.[footnoteRef:23] In these cases, the third party sites did not pay Facebook to offer Beacon and user’s data was not shared with these third parties.  However, there were also Beacon uses in a more commercial setting.  These would be situations in which information would be shared with a user’s friends of purchases made online.  Users quickly complained about having inadequate control over this information and with whom this information was shared.[footnoteRef:24] [22:  Privacy Implications of Online Advertising: Hearing Before the Unitied States Senate Committee on Commerce, Science, and Transportation, 110th Cong.(2008) (testimony of Chris Kelly, Chief Privacy Officer, Facebook, Inc.).]  [23:  Id.]  [24:  Juan Carlos Perez, Facebook's Beacon More Intrusive than Previously Thought, Nov. 30, 2007, http://www.pcworld.com/article/140182/facebooks_beacon_more_intrusive_than_previously_thought.html.] 

	Within weeks of introducing Beacon, it was obvious its implementation was far from perfect.[footnoteRef:25]  On December 5, Facebook quickly made changes to the product, altering it to an entirely opt-in system.[footnoteRef:26]  Furthermore, users were given the option to disable Beacon in its entirety.  [25:  Id.]  [26:  Heather Havenstein, Facebook Caves in to Beacon Criticism,  Dec. 5, 2007, http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9051119.] 

While many users misunderstood Beacon as a purely advertising product, its main purpose was to allow users to connect and share non-Facebook actions outside of Facebook with a user’s friend network.  However, the reaction to Beacon shows that Facebook members care very much about their privacy.  Furthermore, they are willing to fight for their privacy.[footnoteRef:27]  This is something that is impossible for Facebook to ignore if it wishes to be a successful and profitable company. [27:  Petition: Facebook Stop Invading My Privacy!, available at http://www.facebook.com/group.php?gid=5930262681. (User-created Facebook petition group that reached 80,000 members).] 


IV. SELF-REGULATION PRIVACY PROTECTIONS

As stated previously, the value of privacy over the Internet cannot be understated.  Whether it is the government, businesses, or private individuals, the prying into private information of individuals lowers the overall experience of Internet use.  A decrease in a user’s trust in cyberspace lowers this overall experience, which is not only bad for the user, but for e-commerce and online marketing as well.  For this reason, an assurance that information is reasonably protected is a practical goal for online companies and consumers, alike.
A major protection of privacy has been in the form of self-regulation.[footnoteRef:28]  Industries create their own privacy standards for the benefit of both companies and consumers.  In addition to the primary goal of developing trust in the security of electronic communication as well as dispelling anxiety concerning data protection, this initiative has also been influenced by a desire to avoid government regulations.  Formal regulations would not only burden current online systems and government agencies, but would also be less effective than self-regulation.  This is not unique to internet privacy.  The tech-industry has been relatively libertarian, particularly in terms of the internet.[footnoteRef:29] [28:  Jack Kemp, Self-Regulation for Internet Privacy, Apr. 5, 2001, http://www.freedomworks.org/informed/issues_template.php?issue_id=1973.]  [29:  Joel Dreyfuss Does Facebook Need a Privacy Cop? Dec. 12, 2007, available at http://www.redherring.com/Home/23296.] 

By the private sector setting guidelines, creating industry standards, and setting benchmarks, the consumer is in a far more advantageous position than can be offered by politically motivated regulations.  With the Internet and technology moving at such a rapid pace, government regulations would be obsolete before the ink on the policies dried.  Consumers are better protected by a flexible approach of self-regulation, common industry practices, and privacy education programs.
As the largest online social network, Facebook is at the forefront of setting the industry standard online privacy.  Along with its own strict privacy guidelines, Facebook is a licensee of the TRUSTe Privacy Program.[footnoteRef:30]  TRUSTe is an independent organization with the purpose is to establish trusting relationships between individuals and online organizations based on respect for personal identity and information in the evolving networked world.[footnoteRef:31]  Website that are granted TRUSTe’s Web Privacy seal must create a privacy policy that is reviewed and approved by TRUSTe.[footnoteRef:32]  Further, the member website must post notice and disclosure that tells how personal information is collected and used, while providing users choice.  Finally, TRUSTe makes sure there is a third party to mediate disputes relating to the use of personally identifiable information.  In short, the program is a general form of self-regulation.[footnoteRef:33] For Facebook’s users outside of the United States, we participate in the EU Safe Harbor Privacy Framework as set forth by the United States Department of Commerce.[footnoteRef:34]  This is an assurance by TRUSTe that Facebook is acting not only in accordance with US privacy standards, but that of the European Union as well.[footnoteRef:35] [30:  See List of Sealholders, available at http://www.truste.org/about/member_list.php.]  [31:  TRUSTe Program Requirements, http://www.truste.org/requirements.php.]  [32:  Id.]  [33:  Id.]  [34:  For more information, see http://www.export.gov/safeHarbor/. List of participants at:
http://web.ita.doc.gov/safeharbor/shlist.nsf/webPages/safe+harbor+list.]  [35:  TRUSTe, For International Privacy, Look for the EU Safe Harbor Seal, http://truste.com/consumers/eu_safe_harbor_seal.php.] 

Furthermore, we participated in the Federal Trade Commission’s workshop on new advertising technologies.  We have also been working with state and federal government officials and organizations outside the government to explain our longstanding strategy to make the Internet safer by the promotion of responsibility online.  We are currently participating in the state Attorneys General Internet Safety Technical Task Force.[footnoteRef:36] [36:  The Internet Safety Technical Task Force (ISTTF) is a group of Internet businesses, non-profit organizations, academics, and technology companies that have joined together to identify effective tools and technologies to create a safer environment on the Internet for youth. See http://cyber.law.harvard.edu/events/2008/09/isttf.] 


V. TARGETED ADVERTISEMENTS BENEFIT FACEBOOK USERS

Online-targeted advertisements attempt to predict the interests of a consumer for the purposes of marketing, and then tailoring advertisements to that individual user based on those predictions.  These advertisements are generally beneficial to users.  They increase the social utility of marketing while preserving privacy of consumers.  This is possible by not collecting any sensitive or personal information of consumers,[footnoteRef:37] while providing relevant advertisement based on their actions.  Facebook aims to provide relevant information to its users, whether it is a paid advertiser or not.  This, in turn, is more likely to lead to a more fulfilling online experience. [37:  See discussion below on Personally Identifiable Information (or “PII”)] 

A.  Benefits of Relevant Advertisements
Facebook strives to be transparent about its policy regarding targeted advertisements.  Our privacy policy includes the following statement:
Facebook may use information in your profile without identifying you as an individual to third parties. We do this for purposes such as aggregating how many people in a network like a band or movie and personalizing advertisements and promotions so that we can provide you Facebook. We believe this benefits you. You can know more about the world around you and, where there are advertisements, they're more likely to be interesting to you.[footnoteRef:38]  [38:  See Facebook Privacy Policy, at http://www.facebook.com/policy.php?ref=pf.] 


This information used is based on transparent inputs by Facebook users.  Currently, only requires four pieces of information to establish an account on Facebook: E-mail address, in order to be used as a unique login identifier and as a confirmation for that user’s network; birthdate to calculate age and confirm that the user is thirteen years of age or older; name, in order to establish a standard identifier, and gender to promote the accuracy of grammar throughout the site infrastructure.[footnoteRef:39]  The remaining information is supplied by the user on a voluntary basis.  This allows, at the user’s discretion, Facebook to be as impersonal or as personal [39:  Note: each of these four pieces of information can be made hidden by the user.] 


	B.  Filtered Advertising Content
	Not only does targeted information provide a way to bring relevant advertisements to our users and greater value to our advertisers, it also enables a filter for advertisements that are inappropriate for some users.  For instance, within our advertising guidelines is a provision requiring age-targeting for more mature advertisements.  Ads for dating sites or services must utilize the age targeting parameters and must be set at a minimum value of 18 years old.[footnoteRef:40]  This same policy exists for ads with adult themes, including contraception or health conditions.[footnoteRef:41]  Even further, advertisements for alcoholic beverages must be targeted to people twenty-one years old or older in the US, nineteen years old or older in Canada, and eighteen years or older in the UK.[footnoteRef:42]  The use of targeted ads provides a filter for content that is not suitable for certain users. [40: 39 See Facebook Advertising Guidelines, at http://www.facebook.com/ad_guidelines.php.]  [41: 40 Id.]  [42: 41 Id.] 

	C.  Protecting Sensitive Data
	One of the greatest concerns of targeted advertisements is over the collection and possession of information that can reveal the identity of a user.  This is known as personally identifiable information (“PII”).[footnoteRef:43]  The information we share is in a non-personally-identifiable form.  The sale of personal information to advertisers (name, e-mail, etc.) is fundamentally different from allowing advertisers to target their ads based on aggregate information.  Facebook does not authorize access to the Internet at large, including our advertisers, the personal information users provide in their profile.  We allow advertisers to only target information in a non-personally identifiable form. [43:  “PII” is defined as information which consists of private details like social security number, address, credit card information, phone number, bank account number, even name are termed as Personally Identifiable Information or PII.
See http://www.pcsecuritynews.com/spyware_definitions_terminology.html.] 

	When companies sell personally identifiable information to advertisers without user consent, it is fundamentally different. When services rely on transforming non-PII into PII, it is fundamentally different.  When services rely on data collection that users have little notice and/or control over, it is fundamentally different.  These situations raise entirely different privacy concerns.  Facebook does not offer any products like this today, and has no intention of doing so in the future.[footnoteRef:44]  [44:  Privacy Implications of Online Advertising: Hearing Before the Unitied States Senate Committee on Commerce, Science, and Transportation, 110th Cong.(2008) (testimony of Chris Kelly, Chief Privacy Officer, Facebook, Inc.).] 


VI. CONCLUSION

It is the view of Facebook that heightened regulation of online advertising is unnecessary at this time.  As discussed above, the advertising structure of Facebook provides the privacy protections demanded by our users.
By connecting people from around the globe, Facebook offers its users the unique ability for users to share information and experiences with each other.  With this vast network and large membership, we understand it is our responsibility to protect the information shared by our users.  Again, we agree with the FTC’s desire to establish online advertising principles and remain dedicated to fortifying our own.  Facebook will continue in its preparation to discuss the issues as they evolve.
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