Online Behavioral Advertising: The Case Against Government Regulation

 (a conservative member of Congress)
I. Executive Summary
Countless technological advances and innovations have come to light because of the Internet. These technological benefits are due to, in large part, the “hands-off” approach the United States government takes on the Internet landscape. The Internet is still in its early stages and the role of government should be to foster its growth. The best way to foster such growth is for the government to continue with the “hands off” approach and keep the Internet free of burdensome legislation and regulations. 
In the last decade, concerns over online privacy have tempted Congress to enact legislation addressing data collection and security. Within the last two years, the debate has intensified with the emergence of online behavioral advertising. Online behavioral advertising targets Internet users based on their previous online browsing behavior. The benefits of serving targeted advertisement include: 1) more relevant advertisements to Internet users and 2) an increase in free web content subsidized by the advertisement revenues. However, privacy concerns in this arena center on Internet users’ reluctance to expose their online behavior to monitoring and profiling in addition to the fear of having one’s private information compromised. These privacy concerns have fueled the debate in Washington over whether Congress should step in to enact legislation regulating the use of online behavioral advertising.
To better understand the issue, this paper will briefly examine behavioral advertising and its benefits along with the related privacy concerns. In advocating a position against government regulation and legislation, I support adopting a layered solution which leverages self-regulation from those within the online advertising industry. The self-regulatory measures, taken together with privacy initiatives adopted by individual companies, self-help and enforcement of legislation currently on the books, will provide a flexible and open framework to address the online privacy concerns while remaining sensitive to the dynamic nature of the Internet and its users.
II. Introduction
The online advertising industry is a rapidly growing sector in the online world. In 2007, the industry posted record revenues of $21.7 billion.
 Fueled by the growth of behavioral advertising, online advertising revenues are expected to more than double in 2011 to $50.3 billion.
 The numbers indicate that advertisers, retailers and others in the marketing chain place great value on behavioral advertisements as a driving force to reach a broader, yet targeted audience, in a more efficient manner.

Given behavioral advertising’s importance in the online marketplace and in the privacy debate, it is important to better understand the basic concept of behavioral advertising. In simple terms, behavioral advertising technologies work by “anonymously monitoring and tracking the content read and sites visited by a designated unique user. . . . [T]his is done by serving tracking codes, which are implemented as cookies, on a user’s computer as s/he is served ads from various online advertising networks.”
 Using the collected information, online advertising networks build profiles on unique users which are then used to match and deliver relevant advertisements to them as they navigate from website to website.

From an industry wide perspective, the benefits of online behavioral advertising are immense. However, these benefits are often unrecognized or are overlooked by many Internet users. The most obvious benefit of behavioral advertising is the delivery of more relevant advertising. In a recent study, 72% of the respondents indicated that they find online advertising intrusive or annoying when the products and services being offered are not relevant to their wants and needs.
 Behavioral advertising will make for a better online experience by delivering more relevant advertisements to Internet users.
A second benefit of online behavioral advertising is the delivery of free Internet content. The majority of content on the Internet today is subsidized primarily by revenues from online advertising.
 News publishing firms like the New York Times and search engines like Google are able to offer free articles and searches because of advertising revenues generated by behavioral advertising. Additionally, an estimated 1 billion Internet users utilize free ad-supported e-mail services and over 86 million people use free ad-supported social networking sites like Facebook and MySpace.
 These popular services depend on revenues from online advertisements to provide content to Internet users for free.
The third benefit of online behavioral advertising centers around its impact on businesses. Behavioral advertising has significantly lowered the barriers to market entry for new and smaller businesses. Niche market retailers also benefit given that they are better able to reach receptive buyers. Businesses are able to reach a targeted, yet wider, audience on a national level for less than it would cost through traditional advertising streams by serving behavioral advertisements.
III. Privacy Concerns With Behavioral Advertising

Although the benefits of behavioral advertising are numerous, privacy concerns in the online advertising arena threaten the industry with potential legislation and regulation. Surveys consistently show that Internet users are concerned about online privacy and maintaining trust in the online marketplace. For the most part, however, concerns about the misuse of online browsing data are largely unfounded. In addition, Internet users are skeptical of being profiled. In a 2008 Harris Poll Survey, 59% of respondents stated that they were not comfortable with receiving relevant ads via online behavioral advertising.
 Though the Harris Poll data seems to contradict the earlier cited poll which indicated users prefer tailored advertisements, the two can be reconciled. In the same Harris Poll Survey, 55%  of respondents indicated that they would be more comfortable with companies using information about a person’s online activities to provide online behavioral advertising if the companies enacted privacy protections which included notice, choice and security.

Internet users’ confidence in online behavioral advertising when privacy safeguards are in place provides a positive outlook on the future of behavioral advertising. Self-regulation agencies and advocates are confident that existing privacy protections and future ones can further boost consumer confidence in behavioral advertising.
IV. Alternatives to Legislation and Government Regulations
The Internet continues to grow rapidly and spark innovation. However, privacy concerns centering on behavioral advertising have fueled the debate as to whether or not the government should enact privacy legislation and regulate the online advertising industry. Though these concerns should not be taken lightly, moving forward with legislation that would regulate online advertising is premature and unnecessary at this time. The biggest concerns in this respect are that regulation of the fast-paced and dynamic Internet will impose unpredictable burdens and result in unintended consequences.

From a policy standpoint, the government should have to prove regulation is needed, rather than putting the onus on the industry to prove that regulation is not needed.
 Privacy legislation and the regulation of online advertising should only be enacted for harms the market cannot correct on its own accord. In supporting the Federal Trade Commission’s (“FTC”) support for self-regulation of online advertising, Lydia Parnes, director of the FTC’s Bureau of Consumer Protection, indicated that it is not clear what the harm is that might be prevented by a privacy law on online advertising.
 Given the uncertainty of harm from behavioral advertising, government regulation could do more harm than good.
Furthermore, the marketplace, rather than the government, is better equipped to address the privacy concerns of Internet users. The online advertising industry is pushing its own self-regulatory measures to ensure that online advertisers adhere to heightened privacy standards.
 Amid calls for increased privacy policies, companies are taking aggressive measures on their own to address Internet users’ concerns. Lastly, Internet users have a myriad of self-help options to control their private information. All indications are that Internet users’ concerns and demands about the online information collected and used are being responded to by the industry.
V. Where is the Harm?
Presumably, the government would enact privacy legislation and regulation of the online advertising industry to address the harms of online behavioral advertising. Proponents of regulation have touted the potential for the misuse in collecting Internet users’ browsing information. However, they have yet to show any direct harm traceable to the legal use of Internet users’ online information for behavioral advertising purposes.
 The position against legislation does not overlook the fact that there are legitimate privacy concerns, however “in the absence of a demonstrable harm from online behavioral advertising, we must balance any public policy response against the benefits provided by such [behavioral advertising] practices.”

Proponents of privacy legislation may point to America Online’s (“AOL”) release of Internet users’ browsing information in 2006 as an example of harm directly related to online behavioral advertising. Though the released browsing information was anonymized, several outlets
 were able to track down Internet users based on vanity searches.
 However, in a 2008 statement to the Senate Committee on Commerce, Science, and Transportation in support of self-regulation over government legislation, the FTC stated that though this incident fueled privacy concerns, the AOL incident did not cause any harm. To further the point, it is the FTC’s current position that there does not need to be any legislation concerning online behavioral advertising because there is currently no identifiable harm caused by behavioral advertising.

Regulation proponents argue that privacy concerns are harming consumer confidence in the online marketplace. However, electronic commerce retail sales do not reflect this drop in consumer confidence. In 2005, online retail sales were estimated at $87 billion.
 Those online retail sales numbers soared to approximately $128 billion in 2007—nearly a 50% increase.
 This data seems to indicate that Internet users are becoming more secure with their online behavior. Furthermore, this data shows that internet electronic commerce is prospering in the absence of privacy legislation and regulatory measures. Imposing stifling legislation on the online advertising industry to remedy a non-proven harm would do little more than slow down the innovation and growth of the Internet.
VI. Market Solutions to Privacy Concerns: A Layered Approach
Privacy legislation and regulation are not appropriate measures where no direct harm from online behavioral advertising can be shown. The clear benefits to Internet users from online behavioral advertising further add to the case against government intervention at this time. The appropriate measure is to let the market adjust to Internet users’ privacy concerns towards online behavioral advertising. To this effect, the market addresses the privacy concerns in three key areas: 1) self-regulatory agencies are enacting policies to police the industry; 2) companies that conduct business online are independently addressing privacy concerns voiced by Internet users; and 3) technology and software is emerging in the market that will allow Internet users to take self-help measures in an effort to control their online browsing information. These three market forces, taken together with the enforcement of current privacy legislation, will provide a more workable solution than to enact new legislation regulating online advertising.

A. Self-Regulation

Self-regulation of the online advertising industry is the preferred method to addressing privacy concerns because it allows for flexibility which the Internet needs to continue thriving. In the dynamic landscape of the Internet, rigid legislation creates a burden that would restrain innovation. Privacy legislation and regulations enacted today could very well be ineffective in protecting Internet users of tomorrow.
 In addition, “there are many ways in which information is now being used that were not contemplated when the information was collected, and which would be precluded by some of the [regulatory] measures proposed.”
 These concerns have prompted the formation of industry self-regulatory groups such as the Network Advertising Initiative (“NAI”), the Interactive Advertising Bureau (“IAB”) and the Direct Marketing Association (“DMA”). In addition, the FTC has taken a clear position in support of self-regulation over government intervention.
Self-regulatory bodies enforce privacy policies voluntarily adopted by its members. This third-party level of accountability is designed to enhance Internet users’ confidence in online privacy. The NAI is one of the most prominent self-regulatory bodies in the online advertising industry. Since its inception in 1999,
 the NAI has promulgated self-regulatory privacy initiatives upon its members with the support of the FTC behind it. Representing over 95% of online advertisers, including industry leaders such as DoubleClick, Yahoo!, and 24/7 Real Media, the NAI plays a major role in shaping online privacy policy.
 The four main pillars of the NAI’s privacy policy center around providing Internet users 1) notice as to online advertisers’ privacy policies, 2) a choice in whether or not to participate, 3) access to information and 4) reasonable security guidelines for the collected online data.
 Interestingly enough, when Internet users are aware that a website is adhering to a privacy and security policy including notice, choice, and security, the majority responded that they are comfortable with companies using information about their online history to serve behavioral advertisements.
 

Together with the NAI, several other self-regulatory groups play a major role in shaping the privacy policies for the online behavioral advertising industry. IAB membership represents over 86% of the online advertisers, and the DMA represents over 3600 companies in the industry.
 Additionally, these self-regulatory groups have engaged with watchdog groups like TRUSTe, an organization that audits websites and has over 2,200 participating members,
 to ensure strict compliance with posted privacy policies. The broad participation by members of the online advertising industry in these self-regulatory groups “should give assurance that a self-regulatory model can dramatically change the marketplace.”

To further the discussion regarding online behavioral advertising, the FTC issued its own proposed self-regulatory principles in December 2007.
 The proposed principles of transparency and consumer control, security, material change consent and sensitive data consent align with the NAI principles of notice, choice, access and security. The FTC principles “address the central concerns about online behavioral advertising expressed by interested parties . . . [and] build upon existing ‘best practices’ in the area of privacy.”
 By issuing its own self-regulatory principles, the FTC is voicing its opposition to new privacy legislation and regulation and hopes to encourage more meaningful and enforceable self-regulation.

B. Independent Online Privacy Initiatives

In addition to participating in self-regulatory schemes, companies are taking independent actions to address online privacy concerns. One of the biggest advantages of the Internet is its ability to relay information to a wide audience at near real-time speeds. In today’s environment of blogging and social networking websites, Internet users are able to immediately learn, and communicate to others, about the transgressions of companies who collect data for behavioral advertising purposes. These companies are thus faced with a choice: conform to standards that satisfy their users’ expectations or face almost certain public backlash.
 Also, companies that adhere to online privacy standards that Internet users view favorably are often rewarded. Companies understand this and are using their online privacy policies as tools to gain advantages over their competitors.

A prime example centers on Facebook’s November 6, 2007 release of it Beacon program.
 Initially available on an opt-out basis, Beacon tracks logged-in users on Facebook’s partnered websites. Facebook’s partner websites send users’ purchase information to Facebook which subsequently publishes this information on users’ profile page.
 Facebook users who were concerned about their privacy strongly voiced their opinion in objecting to the Beacon program. By the end of November 2007, Facebook updating their Beacon system so that these purchase “stories” would no longer be published unless users provided opt-in consent.
 Facebook’s reaction in the wake of strong criticism is typical of companies who do not wish to suffer economic and public relations backlashes.
Another example of companies independently adjusting to market pressures concerns DoubleClick’s $1.7 billion merger with Abacus in 1999. DoubleClick planned to link online browsing information with offline personally identifiable information in the Abacus database it acquired.
 The plan would have delivered highly customized and targeted advertising to consumers. DoubleClick withdrew its plan because of intense public pressure. In the end, online browsing data was never combined with offline data and, as the Federal Trade Commission found, no consumer's privacy was ever invaded.
 The heightened privacy concerns contributed to make Abacus a far less useful component of DoubleClick than it may have been otherwise. In 2006, DoubleClick decided Abacus would never yield the dividends DoubleClick had dreamed of and ended up selling Abacus at a loss in 2006 for $435 million.

These two examples show that when companies adopt policies that utilize Internet users’ online information in a way that users do not like, word spreads at exponential speeds and companies are forced to adapt their plans to meet their users’ expectations.

C. Self-help Measures and Enforcement of Current Laws
A third market solution designed to address Internet users’ privacy concerns with online behavioral advertising focuses on self-help. Self-help entails Internet users making use of existing and emerging technologies as a safeguard against objectionable online advertising collection. Internet users worried about online advertisers collecting their browsing information can easily configure their browsers to reject cookies. Furthermore, there are also software programs available that will allow more cautious Internet users greater precision and control over the management of cookies.
 The availability of these self-help technologies makes privacy legislation and regulation superfluous. 

Also, the call for new privacy legislation and regulation is unnecessary because there is a great deal the FTC and other enforcement agencies can do under current laws to protect online privacy concerns. The FTC Act, which prohibits unfair or deceptive acts or practices, gives the FTC the authority to file cases against companies that are engaged in unfair or deceptive acts or practices in the area of consumer privacy.
 This authority includes the right to investigate a company’s compliance with its own asserted online data and privacy protection policies.
 If a violation is found, the FTC may issue cease and desist orders or provide for other equitable relief, including redress of damages.

There are numerous other laws on the books that address privacy concerns as well. For example, the Gramm-Leach-Bliley Act (“GLB”) protects information about consumers held by financial institutions.
 There is also the Children’s Online Privacy Protection Act (“COPPA”) which requires parental consent prior to collecting information from children under thirteen online.
 The existing online and offline privacy laws need to be enforced and carefully considered before enacting new privacy legislation and regulations.
VII. Conclusion

The Internet continues to grow and spur new innovation that could not have been imagined at its inception. Policy in this fast paced medium requires flexibility that cannot be provided by government imposed online privacy legislation and regulations. Additionally, proponents of legislation have not proven the need for regulatory measures of online advertising. Given the circumstances, the best solution is a layered approach. Self-regulation allows for governing bodies to define acceptable privacy standards and police the online advertising industry while remaining flexible enough to adapt to changes in the Internet. Companies also have an incentive in developing fair practices that meet the demands of their customers. Also, technology already exists which allows concerned users to control data collection by online advertising networks. With market solutions available and legislation already on the books to address privacy concerns, new legislation aimed at online behavioral advertising is unnecessary and can have the unintended consequence of stifling innovation.
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