
I.  EXECUTIVE SUMMARY

Microsoft is thankful to once again have the opportunity to share its opinions on the diverse field of online advertising with the FTC.  As technologies and practices online are perpetually changing and growing exponentially, it is critical to create self-regulatory schemes that will continue to protect consumer privacy and encourage consumer trust in the online marketplace.  While a self-regulatory framework is ideal, the future framework must be more robust and Microsoft recommends a tiered self-regulatory framework to accomplish this goal.  

The three key principles that must guide self-regulation are transparency, control, and security.  The significance of each one of these principles will vary depending on the type of advertising involved.  More specifically, Microsoft has identified 5 types of advertising: basic online advertising, multi-site advertising, behavioral advertising, personally identifiable advertising, and sensitive personally identifiable information advertising, which must all be regulated.
  All entities engaged in online advertising will have to meet certain baseline obligations represented by the requirements for basic online advertising, and additional obligations will apply to all entities engaged in more advanced forms of online advertising.  It is critical to have a tiered self-regulatory framework to address both the full array of online advertising activities as well as the potential for further developments in online advertising in the future. 

Online advertising is critical to the growth of many small businesses and the digital economy as a whole.  In 2007, E-commerce sales reached $136.4 billion, which was an increase of 19% from 2006, while retail sales only increased 4% from 2006.
  The current self-regulatory framework does not foster consumer trust, and if consumers begin to feel that their privacy is not protected online the result could be devastating.  Lack of trust ultimately will lead to an increase in opting-out or an increase in regulation, either one of which will cause a decrease in the efficiency of online advertising.  Without the faith of consumers and the use of targeted advertisements small businesses will lose their competitive edge and could be driven out of the online marketplace.  The United States is currently in the worst financial crisis since the great depression, which makes it critical for all of us to work to protect consumer privacy and build consumer trust moving forward.  With the implementation of a robust tiered self-regulatory framework focused on transparency, control, and security, the FTC can accomplish this lofty goal.                 

II.  MICROSOFT

Microsoft has always been and continues to be adamant about protecting consumer privacy.  Microsoft was one of the first companies to appoint a chief privacy officer and today we have over 40 employees who focus on privacy full-time.  Furthermore, Microsoft recently began the process of joining the Network Advertising Initiative (“NAI”), a group of online marketing and advertising companies that addresses important privacy and consumer protection issues in emerging media.
  Privacy has also become a key element in Microsoft’s employee training program as Microsoft continuously works to implement new privacy applications in our product offerings.
  

One current example of our commitment to privacy is Internet Explorer 8, which offers a variety of new privacy features.  “InPrivate Browsing” is a new feature that provides consumers further control and choice in how much data they want shared online.  All a user has to do is select InPrivate Browsing in the Safety menu.  When InPrivate Browsing is triggered, Internet Explorer will not save cookies, or browser and search history and the browser cache will automatically clear at the end of the session.  Additionally, the InPrivate Blocking feature will notify the user when a high frequency of third-party content appears across the web sites visited by the user.
  While these features alone will not protect consumer privacy, it is critical that consumer protections grow with the evolution of online behavioral advertising.

III.  THE THREE PRINCIPLES


A. Transparency
Consumer trust is dependent on the consumers understanding both the practices used by online advertisers and how information will be collected and stored.  Many consumers are unaware that their search history and the services they use may be collected to deliver targeted online advertisements.  Further, even consumers that may be aware of some minimal data collection are often unaware that data is often stored for extended periods of time and mixed with personal information for targeted advertising.  Microsoft believes that any entity that collects or logs data for the purpose of delivering online advertisements should provide a clear and conspicuous notice to the consumer of such data collection.
  Privacy statements need to be easily accessible on the web page and should clearly explain the practices used by the company and the potential impact those practices could have on the consumer.  A clear explanation of practices should include descriptions of the type of information collected, whether such information will be combined with other information from or about the consumers, and how this information will be used moving forward.
  Microsoft also recommends the use of layered privacy notices.  A layered notice provides summaries of the companies practices in a short notice with links to the more detailed privacy statement.  Furthermore, companies should avoid the use of confusing legalese in short notices so that the average consumer will be capable of understanding the practices used.   

Clear, conspicuous, and detailed privacy notices are necessary to protect consumer privacy and will go a long way towards instilling consumer trust in e-commerce.  Privacy notices should be easily accessible, layered, easy to read, and should provide a detailed description of the practices used and how such practices could impact the individual consumer.  

A. Control

Once consumers are informed about the practices used by a particular entity they also must have the ability to opt-out of those practices.  Essentially, by opting-out a consumer is stating that she no longer wants to have her data logged or used for targeted advertisements.  While opting-out is a great thing there are several fundamental flaws with the opt-out process.  Generally, when a consumer opts-out an opt-out cookie is placed on her machine.  The problem with the opt-out cookie is that it is computer specific; therefore, if a consumer switches computers she will not be opted out on the new computer.  Additionally, if cookies are deleted from the consumer’s PC then the opt-out cookie is also deleted.  Lastly, the opt-out cookie is often only tied to an individual site or a small group of sites as opposed to all sites in which that entity delivers behaviorally targeted ads.

Microsoft has come up with a few methods to provide consumers with a more legitimate opt-out option.  First of all, Microsoft has committed to respecting consumers’ opt-out choice on all sites in which it engages in behavioral advertising.  Many consumers believe that once they opt-out that choice will apply across all websites that the entity advertises on, but that is rarely the case.
  Microsoft also gives consumers the ability to tie their opt-out choice to their Windows Live ID.  Essentially, even if the consumer opts-out and later deletes the cookies on her computer, she will still be opted out the next time she logs into Windows Live.  This will resolve the problem of deleted cookies, and the problem of consumers being forced to opt-out on every machine they use.    Microsoft recommends that all entities follow suit and utilize a similar best practices approach to honoring the consumer opt-out choice. 

B. Security

Security is crucial to protecting consumer information and maintaining consumer trust.  Microsoft has taken several steps to ensure that consumers’ information is secure.  We have educated consumers on how to more adequately protect themselves and we have also implemented technological and procedural safeguards to guard consumer information.
  One technical method we use is a de-identification process called the one-way cryptographic hash.  Essentially, when a user creates a Windows Live ID account his personal information such as name and email are assigned to a LiveID cookie and another cookie is simultaneously created called the ANID or Anonymous ID.  The LiveID and the ANID are assigned different hash values and while the LiveID hash value could be used to figure out the ANID hash value, it is almost impossible for the ANID hash value to be used to derive the original LiveID hash value, hence one-way cryptographic hash.  The one-way cryptographic hash process prevents the blending of personally identifiable information with the information used to target advertisements.
  

In addition to various technological methods, Microsoft also employs important procedural safeguards for the consumer, mainly the anonymization of data after 18 months.  Some people have contended with the length of the 18-month data retention, but there are several reasons why Microsoft has chosen to maintain data for 18 months.  These reasons include enhancing fraud detection, helping guard consumers against security threats, improving the content of online services, and tailoring features to meet consumer demands.  It is critical to remember that while the data is stored it is never combined with personally identifiable information and when the data is removed, it is made completely and irreversibly anonymous unless the company receives user consent to store it for longer.  The anonymization process includes permanently removing the entirety of the IP address and any other cross-session identifiers, such as cookie ID’s, as well as other machine identifiers.  While Microsoft has chosen to retain data for 18 months, what is “necessary” will vary depending on the circumstances, and we believe it is important to have flexibility in retention time to ensure consumer protection.
 

  At this point in time we believe that advertising entities should take commercially reasonable security measures using the four factors previously identified by the Commission, including (1) the sensitivity of the data at issue, (2) the nature of the company’s business, (3) the types of risks a company faces, and (4) the reasonable protections available to the company.  Essentially, the company should use a reasonableness approach and implement the most appropriate technologies and procedures for their respective environments.

IV.  REGULATING THE FIVE TYPES OF ONLINE ADVERTISING

A. Basic Online Advertising


Regardless of how minimally invasive a particular entity’s online advertising practices may be, self-regulation will not work unless every entity meets at least a baseline level of obligation to consumer privacy protection.  “Basic Online Advertising” should be defined as “the logging of page views or the collection of other information about an individual consumer or computer for the purpose of delivering ads or providing advertising related services.”  Any entity that engages in such activities should be required to post a clear and conspicuous link to its privacy notice on the home page of its website.  Furthermore, the entity should take reasonable steps to protect the security of the data and should only retain the data as long as necessary for a legitimate business need or as required by law.  As mentioned above, the privacy notice should be layered and worded in language that is understandable to the average consumer so that the consumer is well aware of the type of information being collected, whether the information will be combined with other information, and the ways in which such information will be used.
  These minimal notice and security requirements represent the floor of obligations to consumers in online advertising and these are only adequate for those entities engaged in Basic Online Advertising.  


B.  Multi-Site Advertising   


Third-party ad groups comprise a large share in the online advertising industry and consumers are often unaware because these entities advertise across multiple unrelated sites.  Privacy protections are more critical when dealing with these types of entities because consumers are unaware of them and because of the ways in which data is often used after collection.  The second tier of online advertising should be called “multi-site advertising” and should be defined as “online advertising across multiple, unrelated third-party sites.”  Entities engaged in multi-site advertising should make reasonable efforts to provide “pass-through notice” on the websites they advertise on.  A pass-through notice basically provides a link to the third-party advertisers privacy notice, which will give the consumers the opportunity to realize how third-party advertisers work and will also provide the additional benefit of ensuring that the websites that the third-party advertiser is advertising on has some sort of privacy notice on their homepage.
  Pass through notices should also provide consumers with an opt-out option.  Furthermore, all entities engaged in multi-site advertising should make reasonable efforts to protect the data and should only store the data as long as is necessary for a legitimate business need or as required by law.  Multi-site advertising is a common practice that many consumers are unaware of, which is why it is critical that there is transparency, security, and choice given to consumers who are being monitored by multi-site advertising entities.


C.  Behavioral Advertising


Third-party advertising alone raises a lot of eyebrows and concern for privacy advocates and consumers, but the privacy implications grow exponentially when those parties are using consumer information for the generation of profiles for targeted advertisements.  As Jeff Chester noted in regards to third-party advertisers on Google, "The companies are using the Google network, and you don't even know about it," Chester added. "Google's explanation that its rules prohibit cookies from being connected with [personal information] doesn't really address the key consumer privacy issue. Behavioral-targeting cookies are used to track and target individual users."
 While there are many benefits to behavioral advertising for both the consumer and e-commerce, it is absolutely critical that consumers are aware of the practices being employed by behavioral advertisers.  The Commission should modify its definition of “behavioral advertising” to say: “The tracking of a consumer’s activities online across multiple, unrelated sites ––including the searches the consumer has conducted, the web pages visited, and the content viewed –– by a third party in order to deliver advertising across multiple, unrelated sites targeted to the individual consumer’s interests.”
  To adequately protect consumers, behavioral advertisers should enable consumers to opt-out of having their information used for behavioral advertising, which means honoring the opt-out choice across all sites that the advertising entity advertises on.  Furthermore, the privacy notices should clearly describe the procedure used for a consumer opt-out with a link to the actual opt-out and should also explain to the consumer the circumstances in which the consumer may have to renew the opt-out, such as when using a new computer, after deleting cookies, or after changing browsers.  These self-regulatory methods of additional transparency, control, and security are necessary in order to protect the consumer and maintain consumer trust in online advertising.       


D.  Personally Identifiable Advertising


While many privacy advocated are concerned with targeted advertising in general, the largest privacy concerns arise when an advertising entity merges personally identifiable information (PII) with user data to for the purposes of advertising.  When targeted advertising reaches this point, the consumer no longer fits into a simple profile. The consumer becomes an individual with at a minimum a name, gender, and email address.  Often the advertising entity also has the consumer’s mailing address, phone number, and more.  Self-regulation needs to impose heightened obligations to the consumers when any third-party seeks to engage in “personally identifiable advertising.”  

“Personally identifiable advertising” should be defined as “the merger of information that, by itself, can be used to identify someone — such as name, e-mail address, physical address, or telephone number — with data collected through multi-site advertising or behavioral advertising for the purposes of ad targeting.”
  Ideally, third parties should de-identify information before using it for targeted advertising purposes.  As mentioned above, Microsoft applies a one-way cryptographic hash function to de-identify information so that PII is never blended with user data.
  If the third-party does not de-identify the information then the consumers should be given a clear description of the procedures they can use to opt-out of having PII blended with future collected user data along with a link to where they can exercise this choice, and they should also be informed of situations in which the opt-out may have to be renewed.
  If the third-party is attempting to combine previously collected user data with PII for either online or offline advertising, they must obtain an explicit opt-in consent from consumers before doing so.
  It is critical that the self-regulatory framework is tiered to provide extra protection to consumers, particularly in instances where their personally identifiable information is at risk.  If third-party obligations to consumers are not strengthened consumer privacy will be at a significant risk and consumer trust in e-commerce may eventually be lost forever.  

E. Sensitive Personally Identifiable Information Advertising

The most stringent protections must come when sensitive personally identifiable information is being used to target online advertisements.  Sensitive personally identifiable information includes health or medical conditions, sexual behavior or orientation, and religious beliefs.  In addition to de-identifying all information Microsoft collects, we have also made efforts to protect the privacy interests of consumers when it comes to sensitive personally identifiable information.  One such effort was Microsoft Health Vault in 2006.  Health Vault provides consumers with the ability to store and share health information online, to collect and manage health data, and to search for health information.
  The site has a policy preventing the transfer of data without explicit informed consent from the consumer.  Health Vault has been praised by the Coalition for Patient Privacy as well as the Patient Privacy Rights Foundation.
  

  Microsoft strongly supports having the final self-regulatory tier focus on “sensitive personally identifiable information advertising,” which should be defined as “the use of sensitive personally identifiable information for the purpose of behavioral advertising.”
  Microsoft recommends that all third parties de-identify any sensitive personally identifiable information collected.  If, however, third-party entities choose not to de-identify this information, they must obtain affirmative express consent before using any sensitive personally identifiable information for behavioral advertising.  If the consumer does not opt-in then targeted advertising using this information must be forbidden.
  Furthermore, third-party entities must take the additional step of providing consumers with the opportunity to revoke opt-in consent for such activity on a prospective basis.

As the competitive market in online advertising continues to centralize on a few large advertising entities it is critical that self-regulatory obligations to consumers increase. There is more potential for a “race to the bottom” on privacy practices when competitive pressures are eliminated.
  Microsoft encourages the Commission to adopt a tiered robust self-regulatory framework to ensure the protection of consumer privacy and to maintain consumer trust in the online marketplace.

V.  Third-Party Advertising and Software on Social Networks

The commission has also asked Microsoft to comment on what, if any, regulations need to be placed on third-party advertisements and software on social networking sites such as Facebook and MySpace.  With the growing popularity of social networking sites it is critical that third-party activity is regulated by stringent self-regulatory methods.  In a 2005 study of MIT students, 374 of 413 students, or 91% of students had Facebook accounts.
  The popularity of these sites has continued to grow since then, which is why it is critical that third-party advertising and software on these networks is strongly regulated by self-regulatory obligations.  When a user joins one of these sites they provide their name, school, and email address at a minimum.  Many users also add additional details to their user profiles such as their relationship status, religious preferences, political leanings, hobbies, employment information, and date of birth.  While all of these sites have minimal privacy protections, many consumers are unaware of their ability to safeguard their information and are not aware of the inherent risks involved.  

In 2007 Facebook attempted a new method of advertising known as Beacon.  The Beacon campaign was a combined effort by Facebook and many partner sites including Overstock.com and Travelocity.com.
  Essentially, Facebook would place a cookie on the user’s computer, which tracked consumers when they were on any of the partner sites.  When the user returned to Facebook after making a purchase from one of the partner websites, Facebook would inform the user that his story was being shared on Facebook.  While this was technically an opt-out feature, the actual request was a simple pop-up box that disappeared after only a few seconds.  The result of Beacon was several consumers sharing information about purchases that they did not want to share, including one man who had purchased a diamond ring for his wife on Overstock.com.
  Needless to say, Beacon created uproar with both consumers and privacy advocates and Facebook accepted its responsibility and replaced the opt-out pop-up with an explicit opt-in option for users.

More recently there has been growing concern regarding third-party applications on Facebook.  Facebook applications are games and widgets that can be developed by third-party entities with very little effort.  The privacy implication arises because in order to use these applications the consumer must allow the application to access their user profile.  When the user selects an application and then clicks on “go to application,” a screen will pop up saying ”the application will not work without access to the user profile, is this okay?”  The request for consent may appear to be an opt-in choice, but it fails in the most basic sense, it does not give the consumer a choice.  Either the consumer uses the application or he protects his privacy.  Furthermore, most users are unaware of the privacy implications that arise by allowing an unknown third-party developer access to a user profile, which is why self-regulatory obligations need to be enhanced in this area.  

Facebook has already taken steps to protect consumer privacy and trust with these applications by implementing a new application verification program, which certifies applications that have met Facebook principles of transparency and trustworthiness.
  While this program is a step in the right direction, the verification program is optional to third-party developers who are still free to place applications on Facebook without being verified.  Currently the main consequence to the uncertified developer is not having the symbol of verification appear next to the application.

Due to the plethora of personally identifiable information and sensitive personally identifiable information available on social networking sites, Microsoft believes that any third-party entity, whether an advertiser or a program developer, should receive explicit informed opt-in consent before using, storing, or sharing personally identifiable or sensitive personally identifiable information obtained from user profiles.  In order to assure consent is in fact informed the consumer must be provided a clear and conspicuous privacy notice, which explains the third-party practices as well as how PII will be used.  After reading the privacy notice the consumer should be provided a link to their opt-in choice and informed of exactly what they are doing by opting-in to a particular practice.  Microsoft believes that these self-regulatory methods are the only ones guaranteed to protect consumer privacy and maintain consumer trust in the online marketplace.     

VI.  CONCLUSION

In summary Microsoft believes that a tiered robust self-regulatory framework is the best way to meet the two goals of protecting consumer privacy and maintaining consumer trust in the online marketplace.  The tiered framework must focus on the three key principles of transparency, control, and security.  As third-party practices become more invasive the self-regulatory obligations must be increased to ensure the protections that the consumers deserve.  Microsoft believes that this strategy will provide longevity because it is capable of adapting to new methodologies and technologies implemented by third-party entities in the future.  Once again, Microsoft appreciates having another opportunity to speak in front of the Commission.  Thank you.  
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