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The Surprising Virtues of the New Financial Privacy Law

Peter P. Swire†
The financial privacy law passed by Congress in 1999 has been the target of scathing criticism.  On one side, banks and other financial institutions have complained about the high costs of the billions of notices sent to consumers, apparently to widespread consumer indifference.
  On the other side, privacy advocates have condemned the law as woefully weak, and some have argued that its so-called privacy provisions actually resulted in weakening privacy protection.

This paper disagrees with the criticisms.  The new financial privacy law, known more formally as Title V of the Gramm-Leach-Bliley Act of 1999, works surprisingly well as privacy legislation.  It does so in ways that address legitimate industry concerns about excessive cost and barriers to needed information.  In addition, the ability of states to draft additional legislation in the area means that an effective mechanism exists to correct the key weaknesses of the law over time.

The financial privacy provisions were enacted in 1999 as part of sweeping legislation to update the structure of the banking, insurance, securities, and other financial services industries.  Since the 1930’s, the Glass-Steagall Act had largely separated these industries.  Gramm-Leach-Bliley, as signed by President Clinton in November, 1999, culminated many years of regulatory and legislative debate about how to modernize the financial services sector.  From now on, a single financial holding company can own banks, investment banks, insurance companies, and a wide array of other institutions.

Part I of this article introduces the main provisions of Title V, showing the better match with basic privacy principles than many have realized.  Part II explores the history of how the financial privacy provisions became law, placing the enactment into the context of a historical peak of privacy policy activity in the late 1990’s.  Perhaps this history will be of particular interest because of my unusual dual perspective, both as an academic who has written extensively about financial privacy,
 and also as the Clinton Administration’s Chief Counselor for Privacy during the period.

Part III looks at the most hotly-contested issue in the privacy debate, the rules for sharing personal information with affiliated entities and third parties.  GLB establishes a basic rule that information can flow freely within a financial institution and to its affiliates.  Customer choice—an opt-out ability to prevent sharing—applies for transfers to non-affiliated companies.  This article argues that an exception to that principle of customer choice, the so-called “joint marketing exception,” should be repealed.  It then explores the knotty issue of how to handle data sharing in today’s vast financial conglomerates, suggesting a number of possible modifications to GLB’s Title V.

Part IV of the article looks at the much-maligned notices that financial institutions have sent out in compliance with GLB.  The critics have accurately complained about the legalistic and detailed language in the current notices.  The critics have largely overlooked, however, important benefits from these notices.  Perhaps most significantly, publication of the notices and the new legal obligation to comply with them has forced financial institutions to engage in considerable self-scrutiny as to their data handling practices.  The current notices, even in their imperfect form, have reduced the risk of egregious privacy practices.  Improved notices, as described in this article, would enhance accountability while also communicating far more clearly with ordinary customers.

In short, this article shows the surprising merits of the GLB privacy provisions.  Considerably more was accomplished in the Act than observers would have predicted in the spring of 1999 or than critics have recognized to date.  Important flaws do exist, but specific and achievable changes in the statute and implementing regulations can go far toward reducing the magnitude of those flaws.
I.  The Privacy Provisions in Gramm-Leach-Bliley

Perhaps the clearest way to understand what was and was not enacted in the Gramm-Leach-Bliley Act (GLB) on privacy is to compare the law as enacted with standard definitions of fair information practices. Codes of fair information practices are an organizing theme of privacy protection.  They were first set forth in comprehensive form in a United States Department of Health, Education, and Welfare study in 1973.
  The precise list of fair information practices has varied somewhat over time, but the use of such a list has been a standard feature of privacy regimes.  For instance, they are incorporated into United States law in the Privacy Act of 1974, which applies to United States federal agencies.
  They are listed as the “core principles” of the most important consensus document internationally, the Organization for Economic Cooperation and Development Guidelines on the Protection of Privacy and Transborder Flows of Personal Data, issued in 1980.  They are central to the European Union Directive on Data Protection, issued in final form in 1995 and binding on the fifteen member states of the European Union.
  In the 1990s, as the rise of the Internet helped make privacy a more prominent public policy issue in the United States, the fair information practices were used as organizing principles for the debate.  Likely the best  known version was that of the Federal Trade Commission, which contained five principles: notice/awareness; choice/consent; access/participation; integrity/security; and enforcement/redress.

A.
Notice

The FTC calls notice “[t]he most fundamental principle . . . .”
  Without notice, the consumer “cannot make an informed decision as to whether and to what extent to disclose personal information.”
  The notice principle is addressed in detail in GLB, although debates continue about how best to provide notice.

The GLB notice requirements apply to “nonpublic personal information” (often described in this article as “personal information” or “personal data”).
  This personal information may not be disclosed to another corporation unless the consumer is provided a notice.
  At the time of establishing a customer relationship, and at least annually after that, a financial institution “shall provide a clear and conspicuous disclosure of the institution’s privacy policies [to the consumer].”
  The privacy policy must give the policies for sharing data with both affiliates and nonaffiliated third parties, including the categories of information that may be disclosed.
  The notice requirement of GLB is what led to the large number of individual privacy policies that customers of financial institutions now receive on an annual basis.

B.
Choice/Consent.

The choice/consent principle has been a major source of contention, both during passage of GLB and since.  In the words of the FTC, “choice relates to secondary uses of information—i.e., uses beyond those necessary to complete the contemplated transaction.”
  Privacy regimes generally limit data uses to those that fulfill the original purposes of the data collection, as well as others that are compatible with those purposes.

In interpreting the choice/consent principle, there have been heated debates about what the default rule should be.  Industry has generally favored a default rule of allowing sharing, with customers able to opt out if they choose to limit the data flow.  Privacy advocates have generally favored a default rule prohibiting sharing, with data going for secondary uses only with an affirmative opt in by the individual.  The default rule seems to matter a great deal in the privacy context, because experience seems to show that the bulk of customers generally stick with whichever default rule applies in a given context.

The other heated debate has been about what sorts of sharing constitute secondary use.  In the financial services area, industry has pushed especially hard for the ability to share data with affiliates, that is, with companies controlled by the same financial holding company.
  Industry has also supported the ability to share data with nonaffiliated third parties.
  Privacy proponents have maintained that sharing with either affiliates or nonaffiliated third parties constitutes secondary use, and should trigger a choice or consent requirement.

As enacted, GLB adopted the basic rule of requiring an opt-out choice before personal data could be shared with nonaffiliated third parties.
  Financial institutions must give notice before they share data with affiliates, but customers are not entitled to an opt-out choice for affiliate sharing.
  This basic rule is loosened in two ways.  First, the “joint marketing exception” allows a financial institution to share information with nonaffiliated financial institutions in order to pursue joint marketing.
  As discussed below, this exception has been controversial, and I believe it should be repealed.  Second, the law sets forth a number of statutory exceptions where neither notice nor choice are required.  These exceptions have been reasonably well accepted by many of the stakeholders in the privacy debates, and apply, for instance, to an institution’s attorneys, accountants, and auditors, to consumer reporting agencies under the Fair Credit Reporting Act, to protect against or prevent fraud, and to comply with authorized law enforcement investigations.

GLB is stricter than the basic rule in one respect.  A financial institution cannot disclose, other than to a consumer reporting agency, a credit card or similar account number to any nonaffiliated third party for use in telemarketing, direct mail marketing, or e-mail marketing to a consumer.
  The opt-out and account number restrictions are backed up by a limit on how third parties can redisclose the information.

C.
Access.

The third core principle is access.  Access refers “to an individual’s ability both to access data about him or herself—i.e., to view the data in an entity’s files—and to contest that data’s accuracy and completeness.”
  Individuals in the United States have had a right to access their credit history—an accumulation of sensitive personal financial information—since passage of the Fair Credit Reporting Act in 1970.

GLB itself does not implement any consumer access right.  Proposed legislation, including that supported by President Clinton in 2000, would have provided access rights to financial information as a matter of law.
  In practice, however, consumers often have an ability to access their personal financial information.  For important accounts such as checking accounts, credit card records, securities brokerage accounts, and the like, individuals generally receive detailed records as a matter of course, and they can contest the accuracy and completeness of those records as problems arise.

D.
Security

As the FTC states: “Security involves both managerial and technical measures to protect against loss and the unauthorized access, destruction, use, or disclosure of the data.”
  Privacy policies offer little protection unless security is in place.  Otherwise, the best-intended policies can be quickly undermined by hackers or others who access and disclose the personal information.

GLB addresses security as part of the general obligation of financial institutions to protect privacy.  The statute provides: “It is the policy of the Congress that each financial institution has an affirmative and continuing obligation to respect the privacy of its customers and to protect the security and confidentiality of those customers’ nonpublic personal information.”
  In furtherance of that policy, regulators are required to issue standards relating to administrative, technical, and physical safeguards to protect the security and confidentiality of customer records and information.  The standards must protect against “anticipated threats or hazards to the security or integrity of such records,” and protect as well against unauthorized access to records or information that “could result in substantial harm or inconvenience to any customer.”

E.
Enforcement and remedies.

The FTC says: “It is generally agreed that the core principles of privacy protection can only be effective if there is a mechanism in place to enforce them.”
  A phalanx of financial regulators have now issued regulations to implement the GLB privacy provisions for institutions in their jurisdiction.
  In implementing these privacy regulations, the basic rule under GLB is that financial regulators can deploy the full powers that they use in other enforcement actions.
  Bank regulators can use the strict enforcement powers that they gained after the savings and loan abuses of the late 1980s.
  State insurance authorities enforce for violations by state-regulated insurance companies.
  The Securities and Exchange Commission, National Credit Union Administration, and Commodities Future Trading Commission can enforce against entities in their jurisdiction.  The FTC can use its powers to enforce against unfair or deceptive trade practices against any other financial institution that is not subject to one of the above agencies.

F.
Summary on GLB and fair information practices.

When matched against the standard list of fair information practices, GLB provides a better set of privacy protections than many have realized.  GLB creates significant legal protections for the notice, security, and enforcement principles.  For access, ordinary industry practice likely meets many consumer needs.  The largest debate concerns the choice/consent principle.  Privacy advocates are concerned that the opt-out choice is too weak and that too many data flows are permitted to affiliates and joint marketing partners without any choice at all.  As discussed below, the Clinton Administration proposed legislation in 2000 to address these problems, and I personally would favor additional legal protections in the choice/consent area.

Other provisions in GLB show that it provides a better foundation for privacy protection than many have realized.  First, the definition of “financial institutions,” which are covered by the statute, is extremely broad. GLB allows a financial holding company to engage in any activity found by the Federal Reserve Board “to be financial in nature or incidental to such financial activity.”
  Going beyond that broad definition, the Board can authorize an activity that is “complementary to a financial activity and does not pose a substantial risk” to safety and soundness.
  This broad definition is an advantage for banks and other institutions that are clearly financial in nature, because they are clearly covered by the privacy rules and can now combine with a wider range of entities.  The broad definition, however, also has the effect of bringing more entities within the scope of GLB privacy protections than would be apparent from the term “financial institutions.”  Examples include many travel agencies, law firms that provide tax and financial planning advice, and retail stores with installment credit operations.
  The reach of the privacy protections is thus greater than many initially realized.

State law may also operate in ways that make GLB more powerful for privacy than the statute would be standing alone.  As enacted, GLB specifically provides that it acts as a floor, but states may provide stricter privacy protections if they so choose.
  As discussed below, this possibility of additional state legislation serves as an important goad for financial institutions to reassure state legislators and the general public that they are treating sensitive data with the appropriate level of confidentiality. Stricter state law may turn out to be especially important in the enforcement area.  GLB does not provide a private right of action.  The statutory language on relation to state law, however, specifically permits an “order” or “interpretation” to be stricter at the state level.
  This language may be important in the context of a state tort or contract claim that alleges that a financial institution failed to protect a customer’s privacy.  Even if GLB itself does not create the private right of action, the statute appears to allow the state claim to proceed to an eventual “order” by a judge who may “interpret” federal and state law.  In a tort case, for instance, a bank’s violation of the federal privacy regulation may assist a plaintiff in showing that the bank violated a standard of reasonable care.  The level of privacy protection contemplated by GLB may turn out to highly relevant to what is held to be a breach of duty in state court.

II.  The History and Rationale of Financial Privacy Legislation  

The financial privacy provisions of GLB Title V were not inevitable.  Indeed, financial reform came very close to passage in 1998 without having any noticeable privacy provisions.
 In 1999, by contrast, privacy became a leading political issue in the legislative debates.  President Clinton put forward privacy proposals in May.
  The House of Representatives almost unanimously passed a privacy amendment in July,
 most of whose provisions were signed into law in November.
  Upon signing the bill, furthermore, President Clinton called for additional privacy protections in future legislation,
 and the Administration proposed such legislation in the spring of 2000.

These financial privacy developments, furthermore, happened alongside heated debates on medical privacy, Internet privacy, and related topics.  How can we capture the reasons why privacy and data protection issues climbed so swiftly up the policy agenda in the United States in the past few years?  To answer this question requires us to recognize that we are currently in the second major wave of privacy law reform, and to understand what differs from the first major wave.

A.
The first wave of privacy legislation

The first major wave of privacy activity took place in the early 1970’s, largely in response to the rise of the mainframe computer.  The chief worry in that period was the spectre of the enormous, centralized database.  The chief areas of concern, as evidenced by the passage of legislation, were credit reporting agencies and the federal government.

For credit histories, the concern was that the fragmented legacy of local credit agencies was turning into a few nation-spanning databases.  The newly national databases, according to contemporary studies, contained a disturbingly large amount of unverified and often incorrect information.  Individuals were apparently being turned down for mortgages or jobs based on inaccurate information, some of which was provided by careless or malicious persons.
  In the face of these concerns about the centralized databases, Congress passed the Fair Credit Reporting Act in 1970.
  The Act establishes a number of fair information practices, including individuals’ right to access their own records and to seek to correct mistakes in those records.

A similar fear of centralized databases led to the Privacy Act of 1974, which governs the creation and use of federal government systems of records.
  The fear of Big Brother—a unified and government-run database—was an important motivation for the Privacy Act.  A crucial feature of the Act generally prohibits transfers from one federal agency to another except with the individual’s consent.
  Whatever the imperfections in the reach or application of the Privacy Act,
 it has succeeded in preventing the creation of the omnivorous, unified federal database.

Since 1974, a number of significant privacy laws have been adopted in the United States, covering such areas as government access to financial records,
 searches of materials related to publication and broadcast,
 cable television records,
 electronic wiretaps,
 video records,
 employee polygraph tests,
 telemarketing calls,
 motor vehicle records,
 aspects of customer telephone records,
 and children’s records for on-line activities.
  Not until recently, however, has there seemed a real possibility of creating wide-ranging privacy rules that would reshape information practices in major economic sectors.

Shifts in the underlying technology spurred the wave of privacy reform in the 1990s.
  First, the fear in the 1970’s was prompted by the new mainframe technology.  Today, everyone has a mainframe—a modern laptop or desktop computer outperforms the mainframes of the earlier era.  The number of databases has thus grown exponentially.  Second, in the 1970’s, the Internet was only an experimental system available to some government agencies and scientific researchers.  Today, transfers among computers are entirely different.  For most practical purposes, transfers today are free, instantaneous, and global.

The new databases and new transfers among databases led to a major spike in public concern about privacy issues.  The public expressed concern that sensitive personal data was becoming available in new ways to a new range of people.  Perhaps the clearest message about the salience of privacy came from a Wall Street Journal poll in September, 1999, just as House and Senate negotiators were debating the privacy provisions in GLB.  In the lead-up to the year 2000, the poll asked Americans what they feared most in the coming century.
  Out of a dozen choices, including threats such as international terrorism, global warming, and nuclear holocaust, the leading answer was “erosion of personal privacy.”  The poll reported that 29 percent of respondents put privacy either first or second out of the dozen choices.  No other issue received more than 23 percent.

B.
The Second Wave: Privacy Developments Outside of Financial Modernization

A comprehensive history of the privacy politics in the 1990s has yet to be written.  For the present purpose, to understand the origins of Title V of GLB, we can identify some of the major aspects of the wave of policy activity in the late 1990s.

Public attention focused most intensively on the growing issue of Internet privacy, especially information collected at web pages.  The Clinton Administration early on gave some attention to the issue as part of the Information Superhighway project.  The Federal Trade Commission became involved in Internet privacy by 1995.  The FTC was increasingly viewed as the cop on the Internet beat due to its power to enforce against “unfair and deceptive” trade practices, such as violations of web privacy policies.  Within the Administration, e-commerce leader Ira Magaziner announced the basic policy of encouraging industry self-regulation in the summer of 1997.  Secretary of Commerce William Daley personally became involved in encouraging industry to improve privacy practices as part of the development of e-commerce.

In May, 1998, Vice President Gore elevated the privacy issue to the White House level in a speech announcing an “Electronic Bill of Rights.”
  In this speech, and a follow-up event in July, 1998, the Vice President set forth a four-part policy structure that the Administration essentially followed until the end of its second term.
  First, the Vice President called for privacy legislation to protect especially sensitive information.  This category of “sensitive” information initially included medical records, children’s activities on-line, and some financial records.  Second, the Administration supported self-regulation for privacy in other areas, while continually pushing industry to take effective steps to improve privacy protection.  The implicit understanding was that the Administration might switch to supporting Internet privacy legislation if industry did not act effectively.  Third, the Federal government should act as a model for good privacy practices.  Fourth, the Office of Management and Budget was given responsibility for coordination of privacy issues.
  To assist in carrying out this task, I was named as Chief Counselor for Privacy, in OMB, in March, 1999.

Meanwhile, a largely separate debate had been occurring for the area of medical privacy.
  Medical privacy proposals were extensively considered leading up to passage of the Health Insurance Portability and Accountability Act of 1996 (HIPAA).
  HIPAA mandated new rules so that providers and insurance companies would shift to electronic medical records.  There was widespread agreement that privacy and security protections should be created as part of this shift to electronic records.  In HIPAA, Congress set itself a deadline of August, 1999 to write medical privacy legislation.  If it did not do so, then the Department of Health and Human Services (HHS) was required to promptly issue a medical privacy regulation.

The HIPAA deadline contributed to a new peak of privacy policy activity in the period before and during consideration of GLB in 1999.  HHS Secretary Donna Shalala, drawing on a large inter-agency process, announced the Administration’s recommendations for medical privacy legislation in the fall of 1997.
  Vice President Gore announced medical privacy initiatives in the summer of 1998, and called for strong medical privacy legislation.
  The Congressional committees responsible for health care worked on numerous legislative proposals, trying in vain to pass legislation before HHS

gained regulatory authority in August, 1999.
  As it became increasingly clear that Congress was unlikely to act, the Administration prepared a detailed proposed medical privacy regulation.  President Clinton announced the proposed rule in an Oval Office ceremony on October 31, 1999, less than two weeks before he signed GLB.

The Internet privacy and medical records debates helped create the affirmative arguments for why privacy protections would be appropriate as well for financial records.  At the same time, the political context for GLB was being shaped by developments in the European Union, the U.S. debate on encryption policy, and the so-called “Know Your Customer” rules.

The European Union Data Protection Directive was ratified in 1995, with implementation scheduled for October, 1998.
  The Directive requires harmonized and generally strict privacy protections within the fifteen member states of the European Union.  Article 25 of the Directive said that personal information could be transferred to other countries only if they had “adequate” privacy protections.
  Article 25 raised the possibility that trade with Europe could be significantly disrupted if the United States was found to lack “adequate” protections.

Reasonable people can differ about the extent that the Directive pushed the United States toward passage of Title V or stricter privacy protections generally.  In my view, the debates about the Directive at a minimum educated and sensitized a greater range of U.S. policy officials to privacy issues.  Awareness of the detailed privacy regulations in Europe made it easier to imagine similar regulations in the United States and more difficult for industry to say that such regulations would be unworkable.
  In the financial services area, the most publicized enforcement action in Europe was brought against Citibank, and policy discussions about the Directive foreshadowed the issues that arose in the GLB debates.

The debate about encryption policy brought fervor to the privacy issue while involving many members of Congress.
  The legal issue at the heart of the debate was setting the terms under which encryption software and hardware could be exported from the United States.  Law enforcement and national security officials were concerned that criminals would deploy encryption domestically and that the United States would lose its ability to read messages that intelligence sources gathered from abroad.  E-commerce companies supported strong encryption as a necessary tool for securely conducting business transactions over the Internet.  Encryption enthusiasts and privacy supporters entered the debate with passionate rhetoric about the importance of strong encryption to individual liberty on the Internet.

The Clinton Administration initially sided with the law enforcement and national security position, supporting in 1993 the “Clipper chip” that would have facilitated government access to encrypted communications.
  Encryption continued to be a hotly debated issue throughout 1998 and 1999.
  In June, 1999—as the House was preparing to vote on the financial modernization bill—encryption privacy bills passed both the Senate and House Commerce Committees.
  In September, 1999, as the financial modernization conference committee was deliberating, the White House announced a major shift on encryption in the direction of greater exports and privacy protection.
  The encryption debate, stretching over several years, culminated in literally hundreds of members of Congress announcing their support for stronger encryption, and thus the greater privacy protections that would result.

Meanwhile, the “know your customer” rule brought new attention to issues of financial privacy.  The regulation was proposed by federal banking regulators in late 1998 as part of the ongoing efforts to crack down on money laundering.
  The rule used language that provoked a privacy alarm:

As proposed, the regulation would require each bank to develop a program designed to determine the identity of its customers; determine its customers’ sources of funds; determine the normal and expected transactions of its customers; monitor account activity for transactions that are inconsistent with those normal and expected transactions; and report any transactions of its customers that are determined to be suspicious, in accordance with the [agency’s] existing suspicious activity reporting regulation.

In immediate response to the proposal, press accounts appeared describing the rule as “an Orwellian intrusion into Americans’ privacy.”
  Opposition arose from a combination of conservative, liberal, and libertarian groups, foreshadowing a coalition that emerged again in the GLB debates.
  More than 200,000 comments rolled in, almost all of them negative.
  Privacy had become a mobilizing issue politically.  The rule was retracted in March, 1999.

These five privacy debates—Internet privacy, medical records, the European Directive, encryption, and know your customer—were thus all in full swing in early 1999 as Congress prepared to debate the financial modernization bill.  Many in the financial services industry thought that the 1999 modernization bill would closely resemble the 1998 bill that almost passed.  These industry insiders had a difficult time understanding how privacy suddenly became so important in the 1999 financial debates.  For those who had been engaged in the other privacy debates, however, the question seemed different—why shouldn’t financial records, which most people consider very sensitive, be subject to privacy protections, too?

C.
The Policy Context in 1999 for Financial Privacy

In considering financial privacy legislation, one can start with some basic goals.  A first goal, in a democracy, is to have the laws match the desires of the public.  In the legislative debates, one important consideration was the widely held view that financial records contain sensitive personal information.  Repeated polls have shown that Americans place financial information in an especially sensitive category with medical records and certain other information, such as gathering data on children surfing on-line.
  In a democracy, there is a straightforward logic to providing stricter protections for information that citizens consider especially important.

A second goal is to maximize the benefits of legislation.  There is an efficiency argument for having stricter protections for sensitive data.
  In the contract between an individual and a company, it is more efficient if the contract reflects what well-informed parties would agree to, if there were no costly hurdles to their reaching an agreement.  Other things equal, individuals will bargain for greater protection for more sensitive data.  Individuals may be indifferent if marketers know which flavor of toothpaste they use, but may care considerably more if their psychiatric history or the history of every purchase they had ever made became widely available.  It is likely efficient to set stricter default rules for sensitive medical and financial data than for toothpaste sales.

A third goal is to minimize the costs of legislation.  Some kinds of data sharing promote efficiency.  One important example is the prevention of fraud.  Lenders need accurate credit reports before they make loans, and credit card companies watch for out-of-pattern purchases that may indicate that a thief has stolen the credit card.  A well-designed privacy regime would achieve the benefits of treating sensitive information carefully while permitting these desirable forms of information sharing.

Where the benefits of privacy protection appear to outweigh the costs, an additional question is how a legislative approach would compare with alternative institutional approaches.
  In the privacy context, one hope has been that technological measures could protect individuals’ information without the need for legal protections.  Perhaps encryption or other technical measures will mean that the only people who see the data are those that the individual chooses.  I have argued elsewhere, however, that a purely technological approach will not work well for most personal financial data.
  To give just one example, lenders will insist on seeing considerable financial data before trusting a borrower with a loan.  We should thus expect that financial institutions will continue to gather considerable information about their customers, and the privacy challenge will be who will get to see that information, on what terms.

Another possible approach to consider is self-regulation, where industry creates the standards for privacy protection.  How to choose between self-regulation and government rules is a complex question, with the answer varying with the circumstances.
  For financial services, several factors tipped the balance toward a legislative approach.  First, legislation is more generally appropriate for sensitive data where consumer concerns and potential harms from misuse are greater.  Second, there was evidence that the banks were not performing well on self-regulation.  A 1998 FTC report found that only sixteen percent of banks had any privacy notices or policies on their on-line web sites.
  Third, the self-regulatory codes from bank industry groups were at a very high level of generality, and there was considerable uncertainty about the extent to which these codes were improving actual practice.
  Finally, having financial regulatory agencies already in place made it easier institutionally to imagine an effective regulatory regime.  For instance, bank examiners already had to check banks’ internal systems, so they could fairly readily check as well to see whether privacy and security rules were being followed.

Given the weaknesses of technological or self-regulatory approaches, the case for a legislative approach became more compelling.  That case was strengthened by two factors—industry convergence and the newly increased level of detail in financial records.

Convergence was a principal industry goal for financial modernization legislation. The 1933 Glass-Steagall Act
 and subsequent legislation created legal barriers to combining the major financial companies that serve consumers, such as commercial banks, insurance companies, securities brokers, and mutual funds.  Over time, loopholes developed so that some alliances were permitted between commercial banks and other financial companies.
 GLB swept away the remaining barriers to affiliation.  As mentioned above, financial holding companies may now engage in any activity that regulators determine “to be financial in nature or incidental to such financial activity.”
  By bringing together previously separate institutions, proponents of modernization hoped to achieve substantial benefits, such as one-stop shopping for consumers, the ability to create new products and lines of business, and diversification of risk for previously specialized sellers.

Those concerned about privacy, however, had a different perspective.  They pointed out that privacy protections had been an essential component of medical system reform in HIPAA, as well as in the 1996 Telecommunications Act, which permitted convergence in the telecommunications industry.
  There was both a political and policy logic to linking privacy with convergence.  The political logic was that the best moment to create privacy protections, which industry opposed, was when industry badly wanted legislation to allow convergence, which industry favored.
  It would be far more difficult to create legislative momentum for privacy except when industry also wanted a bill.  The policy logic was that convergence would result in larger enterprises as well as mergers of firms that previously were in separate lines of business.  Larger enterprises would mean larger databases, with greater privacy risk.  Mergers of separate industries would mean that consumers who gave information to a company in one sector would now have that data shared with different sectors—the sort of secondary use that fair information practices generally forbid unless there is customer consent.

The newly increased level of detail in financial databases provided another important argument in favor of privacy protection.  The contrast with the 1970 Fair Credit Reporting Act had become stark.  A credit report, for instance, might show that an individual had borrowed up to a $10,000 credit limit, and had once paid thirty days late.  By 1999, by contrast, electronic financial databases operated at the level of each transaction rather than the summary level.  As I have discussed elsewhere in detail,
 there are strong trends toward having permanent, electronic, and searchable records of individual consumer transactions.  Purchases are shifting from cash and checks, which do not usually go into searchable databases, to much greater reliance on credit and debit cards, which generally do.  Consumers have incentives, such as frequent-flyer programs, to use credit and debit cards.  Such cards have become the standard payment mechanism for the growing world of Internet purchases.  And less affluent Americans are increasingly receiving government benefits through smart cards and other electronic-based systems.

These changes create a detailed, lifetime record of a large and growing fraction of individuals’ purchases.  Under Secretary of the Treasury Gary Gensler explained the problem in his testimony in the summer of 1999:

A generation ago, financial privacy meant keeping private your salary, your bank balances, and your net worth. Today, financial privacy means keeping secret your entire way of life. . . .  The credit card records of 1999 . . . can list each and every purchase ever made by that customer, sorted by date, location, and other details. Furthermore, if credit card companies work together with merchants, then the level of detail can become even more refined—each dish ordered at a restaurant or each book title bought at a store.

This unprecedented level of detail, combined with the possibility of comprehensive matching with other merchant databases, is a distinctive feature of financial records.  In response to this distinctive problem, there was a strong argument for a distinctive legal regime to address the problem.

D.
The 1999 Legislative History

Early in 1999, the pressure to protect financial privacy was not easy to detect.  Financial modernization had nearly passed at the end of 1998, only to get hung up when the Administration and Congressional Republicans could not agree on the Community Reinvestment Act and the role of the Treasury Department in financial regulation.
  The House and Senate Banking Committees  both passed financial modernization bills in March, with no significant privacy provisions.

The situation changed shortly thereafter.  On May 4, President Clinton gave what I believe was the first presidential address in history dedicated to privacy protection.
  The President stated that financial data was sensitive information deserving of legal protection, and consumers should have an opt-out choice before data is shared with affiliates or third parties.  Two days later, the Senate adopted some modest privacy provisions aimed at preventing “pretext calling,” the fraudulent procurement of personal financial information.

Attention to privacy climbed another notch on June 7, when lead bank regulator Jerry Hawke used unusually strong language in criticizing banks’ privacy practices.
  In a speech to industry, Hawke objected to practices “that are at least seamy, if not downright unfair and deceptive.”
  He particularly condemned the sale of customer financial information to telemarketing firms.  Two days later, Minnesota Attorney General Mike Hatch announced a lawsuit against U.S. Bank for particularly egregious sales of such information.  According to the complaint, U.S. Bank sold account numbers, Social Security numbers, and other detailed information to the marketing firm Member Works.
  Member Works asked consumers on the phone if they were interested in saving money on dental or health plans.  If  the consumer said yes, then Member Works would send a postcard stating that the consumer had thirty days to opt out of the plan.  If the consumer did not opt out, then Member Works would automatically withdraw money from the consumer’s U.S. Bank account.  The privacy policy of U.S. Bank, a major financial firm, said it would strive to maintain customer confidentiality.
  It gave no indication that any data was supplied to telemarketers or other outside firms.

The next day, the House Commerce Committee reacted to this news.
  The key action occurred during a discussion of an amendment offered by Rep. Edward Markey, a liberal Democrat who personally supported a strict opt-in before sharing with third parties or affiliates.  Markey’s amendment was similar to President Clinton’s position, with opt-out before sharing with third parties or affiliates.  The amendment also included language addressed to the U.S. Bank situation, barring release of bank account numbers to telemarketers.  In a remarkable sequence, conservative Republican Joseph Barton expressed his anger at receiving a Victoria’s Secret catalogue at his Washington apartment.  He said that his address had been supplied by his credit card company, and stated his displeasure of what his wife back home in Texas would think of his perusing such a catalogue when he was in Washington.  Democratic Representative Anna Eshoo said that someone had stolen her credit card number the previous year, and described how difficult it was to clear up this instance of identity theft.  Ranking Democrat John Dingell suggested to his colleagues that their opponents in the next election would find it useful to leaf through the members’ personal financial records.  Suddenly, the Markey amendment was approved in a voice vote.  Industry lobbyists were in shock.  Privacy advocates were surprised and delighted.

The House Commerce Committee vote redefined the privacy debate for the year.  The Administration, most Congressional Democrats, and a few Republicans tried to retain the privacy protections that the Commerce Committee had approved.  Most Congressional Republicans worked with industry to draft more limited protections. At the next step, the Republican-controlled House Rules Committee eliminated the privacy protections approved by the Commerce Committee.
  On the House floor, the privacy issue, which had been practically invisible a few months earlier, was the predominant topic of debate. On a procedural vote, the House rejected a Democratic proposal to reinstate the House Commerce version.
  The House then, by a nearly unanimous vote, approved an amendment that required an opt-out for transfers to third parties.
  Even those who had opposed the stricter privacy version spoke at length about the importance of keeping the bill’s existing privacy protections,
 confirming the issue’s importance as the House and Senate entered a conference to reconcile their bills.

Negotiations in the conference committee lasted from early July to October.  As the Republican committee chairmen neared a compromise proposal, the Administration for the first time included privacy as a basis for vetoing the bill if protections were not strict enough.
  The committee chairmen then released their “chairmen’s mark,” which was weaker on privacy than the version passed in the House.
  As negotiations on privacy and other issues continued, the conference committee made the chairmen’s proposal stricter on privacy in three respects: the more protective House version mostly replaced the chairmen’s mark; the bill required notice for transfers to affiliates, and not just to third parties; and the bill specifically provided that states can offer stricter privacy protections than the federal floor.
  Stricter privacy amendments were rejected by the conference committee.  After a few more days of grueling negotiations on other issues, the Administration and Congressional leaders reached agreement on October 22.  President Clinton signed the Gramm-Leach-Bliley Act on November 12, praising the legislation in general but calling for stricter privacy legislation in the future.

E.
Developments Since 1999

At the signing of GLB, President Clinton called on the Treasury Department, the National Economic Council, and the Office of Management and Budget to prepare new legislation to complete the financial privacy protections begun in GLB.  President Clinton proposed the Consumer Financial Privacy Act (CFPA) in April.
  With financial modernization now enacted, the CFPA gave the Administration an opportunity to present its views about how to protect financial privacy while gaining the benefits of technology, competition, and innovation in financial services.
  Among other provisions, the CFPA called for an opt-out for affiliate sharing.  It required an opt-in for sharing of medical information within a financial holding company.  It also required an opt-in for transfer of the “personal spending habits” of individuals, essentially the list of every purchase made by an individual through a checking account, credit card, or similar instrument.

Proposal of the CFPA helped spur legislative activity in 2000 on financial privacy.  The House Banking Committee passed a bill that included much of the President’s proposed language, but limited to the sharing of medical information within a holding company.
  In the Senate Banking Committee, a coalition of Republican Senator Richard Shelby and committee Democrats created a situation where the committee could act on other matters only if financial privacy amendments were included.
  Although no financial privacy legislation reached the House or Senate floor in 2000 or 2001, there has been a steady stream of proposed bills.  For instance, the new Democratic Chairman of the Senate Banking Committee, Paul Sarbanes, re-introduced the Clinton Administration proposal in 2001 as his proposed basis for additional financial privacy protections.

On the regulatory front, the group of seven regulatory agencies worked under the tight six-month deadline set in GLB to promulgate a proposed and final regulation.
  The seven regulations were very similar to each other and in general closely tracked the statutory language in GLB.  The most controversial aspect of the regulations was the handling of customer lists.  After soliciting comments in the proposed rules, the agencies decided that a customer list—the name and address of a customer together with the fact that the individual was the customer of a specific financial institution—should indeed be covered by the opt-out and other provisions of GLB.  This agency decision was upheld in court as a valid statutory interpretation.
  Of perhaps greater long-term significance, the federal courts have upheld the interpretation against First Amendment challenge, holding that there was no impermissible limit on speech created by the statutory opt-out requirement.

Perhaps the other most important developments for financial privacy have come at the state level.  Vermont, Connecticut, and Alaska had opt-in laws before 1999,
 and numerous similar bills were introduced in other states in 2000 and 2001.
  Most prominently, a sweeping financial privacy bill came close to passage in California.
  Privacy advocates have praised these state initiatives as an important way to raise the privacy standards in the financial services sector.  Industry has expressed concern about the need to defend against legislative initiatives in the fifty states, and has increasingly called for federal preemption of stricter state laws.  The Clinton Administration position, for both financial and medical privacy, was that it may be appropriate to have federal preemption, but only if sufficiently strict standards were established at the federal level.

III.  Sharing with Third Parties and Affiliates  

With the foregoing history in mind, we are prepared to look at the contentious issue of when consumers should have a choice before their financial data is shared with other organizations.  Part III of this Article first looks at the “formal” and “functional” approaches a regulatory system can take toward this issue.  It then examines the joint marketing exception under FLB, which too often allows sharing with outside entities without consumer choice.  It concludes by suggesting options for how to create appropriate rules to govern sharing of data with affiliated companies.

A.
Formal and Functional Approaches for Defining Secondary Use

Under the fair information practices discussed in Part I, a key issue is how to create an administrable regulatory system that defines the permissible purposes for sharing of personal data.  One approach is functional—define in the regulations which purposes are compatible.  The other basic approach is formal—define some legal boundary within which use is permitted but beyond which choice is required.  Title V of GLB largely adopted the latter approach, although the analysis here suggests that a more functional approach may instead be appropriate.

In implementing a formal approach, the GLB debates focused on three possibilities.  The first possibility was to require choice for affiliate sharing.  Privacy advocates and the Clinton Administration proposed that information could be used within one corporation, such as a bank, but choice would be requested upon transfer to a separate corporation, including affiliates of the bank.
  The second possibility, partly implemented by GLB, was that information could be used within a financial holding company, but choice would be required upon transfer to a non-affiliated corporation (a “third party”).  The third possibility, supported by those opposed to privacy regulation, was to allow transfers to third parties without any choice requirement.

The case for the formal approach is strongest if two conditions are met.  The first condition is that the formal boundary is well defined, so that regulators and regulated companies can agree when compliance is required.  A well-defined boundary will reduce regulatory costs and promote certainty.  At least in many instances, the formal boundaries adopted for financial privacy in GLB satisfy this condition.  It is generally straightforward to determine when data moves from one corporation to another.  The regulatory system has reasons to define and police this boundary, such as where the Office of the Comptroller of the Currency’s supervision of a national bank ends and the Federal Reserve’s supervision of a state bank begins.  It is similarly straightforward in most instances to determine whether a company is an affiliate of a financial institution or else an unaffiliated third party.  The Federal Reserve has extensive experience in administering when a holding company “controls” a corporation so that the corporation is considered part of the holding company.

A formal approach is also desirable to the extent that the formal boundary is a good proxy for the underlying purposes of the regulation.  To illustrate, suppose that all transfers within a bank were considered a primary use, and all transfers to other corporations were considered secondary uses.  If this were true, then the corporate boundary would be an ideal proxy for defining uses that are compatible with the original use.  On the other hand, one might find that many uses within a bank were unrelated to the original purposes of processing, while many transfers to other companies were in fact compatible with the original purposes.  If the true state of affairs resembles this latter scenario, then the corporate boundary would be a bad approximation of when the individual should have a choice about new uses of the data.

The benefits of formal boundaries—transfers to a separate corporation or an unaffiliated third party—will thus largely depend on whether the formal boundaries accurately distinguish between primary and secondary uses.  To the extent that the boundaries do not supply an accurate distinction, then it becomes more important to explore the possibility of a functional approach, where the regulatory attention more explicitly addresses whether a particular use is compatible with the original use of the data or is otherwise desirable.
B.
The Joint Marketing Exception

GLB embodies the basic principle that transfers to unaffiliated third parties constitute secondary use.  Choice should be required before such transfers are made.  I believe that this principle makes sense and that transfers to third parties violate most consumers’ expectations.  Customers of a bank don’t expect the details of their transactions to be made available to their employers, neighbors, or business competitors.  They don’t expect outside companies to get detailed information about their financial activities or purchasing habits.  For data this detailed and sensitive, it makes sense to have legal guarantees that those outside of the bank’s corporate family do not have access to the data unless the customer has at least had a chance to say no.

1.
Defining the Scope of the Problem

Some transfers to unaffiliated third parties are sensible and are properly part of GLB.  For instance, Section 502(b)(2) contains a provision that allows a financial institution to act as principal and have another company act as its agent “to perform services for or function[] on behalf of the financial institution, including marketing of the financial institution’s own products or services.”
  Solid efficiency reasons support this rule.  A principal should be able to choose whether to hire employees or an independent contractor to do a task, such as print checks for a bank.  Otherwise, the privacy rules could distort economic decisions about how to structure the business.  If a bank could not hire an independent contractor, for instance, it might have to create an inefficient in-house check printing capability.  This sort of permission to hire independent contractors is a standard feature of data protection laws, including the European Union Data Protection Directive.
  The accompanying safeguards, under both GLB and the Directive, are that the agent should act on behalf of the principal and the agent should assure the confidentiality of data it receives.

Another part of Section 502(b)(2), though, contains language that permits a large amount of secondary use.  The “joint marketing exception” allows an unaffiliated third party to receive data from one or more financial institutions and use the data for its own marketing purposes.
 The statute provides only limited safeguards.  The third party must be a “financial institution,” although the scope of activities that can qualify as “financial” is very broad under the new law.
  There must be notice to customers that such transfers may occur, and the third party must contractually promise to maintain the confidentiality of such information.

One objectionable aspect of the joint marketing exception is that it was passed as a “bait and switch”—sold as one thing but in fact another.  Essentially, the exception was justified as a way to solve certain problems for small banks.  In practice, the exception has become a much broader tool, used intensively by the largest financial institutions.  Based on press reports and my own participation in the legislative process in 1999, the joint marketing exception was primarily discussed in a single context.  A large bank, such as Citibank, might offer a wide array of products with the Citi label.  The products are often supplied by affiliated companies—insurance from one affiliate, mutual funds from another, and other products from dozens or hundreds of other affiliates.  Customers of Citibank might see the “Citi” label on this range of products and never even realize that the products were coming from separate, affiliated corporations.

The business practices of small financial institutions, however, are often different. The Smallville National Bank might also offer its customers a range of products with the “Smallville” label.  The difference is that the insurance might be underwritten by a non-affiliated outside company, and the mutual funds might be sold and managed by a different outside company.  Direct marketing might come directly from the insurance or mutual fund company, using the Smallville Bank’s customer list.  Sales might also be made in the bank branch, with the customer representative offering the outside companies’ products with the Smallville label.  When customers received the solicitation, they would be reassured by the Smallville Bank’s name on the product, and the Smallville Bank would build goodwill with the customer.  In the absence of such an arrangement, the Smallville Bank would face the risk of turning its customers over to large and potentially full-service competitors, and so might decide not to offer the products at all.

Looking to the legislative history, the joint marketing exception did not exist when the House of Representatives passed its bill in June 1999.
  Opt-out was required for third parties, but no opt-out applied to affiliates.  As one lobbyist explained at the time: “If you’re a Citigroup, which has everything under one umbrella, you can share that information and market to your customer without giving an opt-out.”
  Under the House bill, though, “small banks and thrifts that want to achieve synergies with outside insurance or securities firms [would] have to notify their customers and let them block any information sharing.”
  The joint marketing provision was added in negotiations between the House and Senate.  When the provision was approved, press reports underscored that it was intended to help small banks, allowing them to offer services on a par with large banks.

Today, the joint marketing provision is used far beyond the small banks.  Industry giants such as Chase include joint marketing notices in their privacy policies.
  A study by the Center for Democracy and Technology in the summer of 2000 surveyed 100 top on-line financial institutions. Forty-four of the institutions said they did not share information with outside parties as defined by GLB, and thus did not offer any GLB opt-out.  Yet two-third of these (30) gave notice that they reserved the right to share information with joint marketing partners.

The credit card issued for the Target retail stores illustrates the deployment of the joint marketing provision by large companies as well as the large range of secondary uses permitted under that provision.
  In the joint marketing part of the privacy policy, the bank that issues the credit card says “[w]e may partner with other [financial institutions] . . . to market products or services jointly.  We may need to share the following information: Identification and contact information (for example, your name, address, and telephone number).  Account transaction and experience information (for example, your balance, purchase, and payment history).”

This privacy policy illustrates a two-way street for retailing and financial information.  Under this policy, outside financial companies can apparently receive full details about what an individual has purchased at Target and its affiliated operations such as Marshall Fields, catalog operations, and web sites.
  Similarly, outside financial institutions can provide detailed information to Target.  For instance, an outside bank or credit card company could provide a list of every check or credit card purchase an individual had made in the past year, in order to assist Target in targeting that customer for retail sales.  Under this policy, a retail use readily can become a use in a traditional financial setting such as a bank or insurance company.  A financial use, such as operating a credit card or making a loan, can readily become a use in a retail setting on-line, through a catalogue or in a physical store.  Secondary uses abound.

The Target example suggests the weakness of the statutory safeguards built into the joint marketing exception. First, the requirement that the sharing be with a “financial institution” does not keep the data within a tight orbit of activities that an ordinary person would think of as “financial” in nature.  GLB’s broad definition of financial institution means that even activities that are “incidental” or “complementary” to a financial activity can be carried out by a financial institution.
  Second, the notice requirement is vague and gives customers little information about the scope or type of the data sharing.  Joint marketing disclosures typically do not list the quantity or names of the marketing partners.  They often include comforting language that states that data will only be shared with carefully selected partners, but this language likely creates few or no legal limits on where the data can go.
  Third, the quality of the required confidentiality contracts is suspect.  The chief problem is that the marketing partner, who receives the data for joint marketing purposes, can then re-use the same data for any other purpose.  The joint marketing partner is not limited to acting as an agent, on behalf of the principal that discloses the data.
  The problem of having the recipient act as a principal is compounded by GLB Section 502(c), which is entitled “Limits on reuse of information.”  As actually written, Section 502(c) governs only subsequent disclosures to additional companies, and does not place any limits on subsequent uses of the data by a company that has already received the data.

2.
Responses to the joint marketing issue  

In light of the weak existing safeguards under the joint marketing exception, new legislation should eliminate the exception or reduce its scope considerably.  I will discuss eliminating the exception and then discuss an alternative that allows joint marketing to continue only for small financial institutions.

The Consumer Financial Privacy Act of 2000 proposed eliminating the exception entirely.
 The CFPA retained the ability to use third parties as agents who act on behalf of a principal, and it retained the other GLB exceptions that allow transfers of data that are necessary to complete a transaction and for other priority uses.
  I believe there is a strong case for adopting this position and eliminating the exception.  Customers of one financial institution do not and should not expect that their personal data will be transferred to any other financial institution in the economy, with no choice in the matter.  The ability of the recipient institution to re-use the data for any purpose means that current law permits too wide a range of secondary uses.  The problem of secondary uses is made worse by the sensitive nature of much of the data held by financial institutions and shared under the joint marketing exception.

In assessing the effects of eliminating the exception, it is important to note that marketing might still be conducted on behalf of the marketing partner.  Unless there were some additional legal provision that prohibited it, the original financial institution could send out marketing materials on behalf of the outside marketing partner.  For instance, a bank could send out marketing materials on behalf of an outside firm, but the outside firm would not receive any personal information from the bank.
  The outside firm would not receive any personal data except after a choice by the customer. The choice would be either a GLB opt-out for transfers to third parties, or after the customer has decided to initiate a transaction with the marketing partner.

This approach allows marketing for a third party but not by a third party.  It has the significant privacy advantage of preventing the data from flowing to a third party, with all of the attendant regulatory challenges of tracing how the data is used or disclosed once it has left the original financial institution.  It has the privacy disadvantage of permitting customers to be solicited by their own financial institutions on behalf of any outside party.  To the extent one is concerned about this disadvantage, one can define the circumstances in which marketing for the third party is allowed.  These sorts of definitions exist, for instance, in the medical privacy rule that the Department of Health and Human Services issued in final form in 2000.  Under that rule, for instance, a marketing communication must identify a hospital or other covered entity as the party making the communication, prominently disclose if the covered entity has received remuneration for making the communication, and offer an opt-out for future communications.
  Although some privacy advocates have criticized these marketing provisions,
 my own view is that this approach is sensible.  An organization can contact its own customers, but if it conducts marketing on behalf of an outside firm, then the organization has to identify itself and take responsibility for any ill-will generated by the unsolicited marketing effort.  Offers that are genuinely in the interest of the customer will proceed, while offers seen by many customers as annoyances will trace back to the financial institution that conducts the marketing.

Based on my work in the financial privacy area, including extensive discussions with stakeholders including industry and privacy groups, I would support eliminating the joint marketing exception.  I would also seriously explore drafting a marketing provision analogous to that existing for medical privacy, so that marketing conducted for a third party could proceed only where the original financial institution clearly identified itself and took responsibility for making the marketing offer.

As an alternative, Congress could retain the joint marketing provision but strictly limit its use to its original justification.  As discussed above, the provision was justified during the 1999 legislative debates as a mechanism for giving small financial institutions parity with large institutions.  The logical legislative response to this concern would be to design the joint marketing provision to apply specifically to small financial institutions.  For banks and other traditional financial institutions, there are numerous precedents for varying the regulatory regime depending on the size of the institution, such as the amount of assets held by a bank.
  Congress might set size limits itself, or delegate the task to the relevant regulatory agencies.

As a public policy matter, I am agnostic about the extent to which a small-institution exception is appropriate.
  Small institutions may indeed rely more heavily on joint marketing arrangements than large institutions which have affiliates, although I am not aware of any empirical support for this claim.  In general, small databases likely pose fewer privacy risks than very large databases, so the privacy harm from a small-institution exception may be modest.
  Whatever the need for a small-institution provision, concern about small institutions needing parity is simply no argument for the current wide-open exception used by the largest financial institutions.

C.
Affiliate Sharing

A major disagreement in passage of GLB in 1999 and consideration of financial privacy legislation in 2000 was whether there should be an opt-out before data goes to affiliated institutions.

1.
Defining the Scope of the Problem

The number of affiliates in financial services is very high.  Decades of regulation meant that there were multiple and compelling reasons for holding companies to create numerous subsidiaries.  Geographic restrictions meant that banks typically could not branch across state lines, and sometimes not even across county lines.
  A holding company would own separate banks for separate geographic areas.  Related lines of business, such as specialized lending subsidiaries, would be created in additional corporations when geographic limits did not apply to that line of business.
  Service corporations, such as those providing specialized computer services, would support many different affiliates. Special statutes meant that banking, insurance, and securities usually could not be done in the same corporation, even when pieces of the same holding company could offer the services.
  Other regulatory and tax provisions gave additional reasons to house different activities in separate, affiliated corporations.

Many of the geographic and line-of-business restrictions eroded over time.  Banks gained the full power to branch nationwide in 1994.
  Securities activities were increasingly allowed in a bank holding company after regulatory changes in the late 1980s.
  By the 1990s banks increasingly gained the power to offer insurance or insurance-like products, such as annuities.
  By the time GLB was debated in 1999, it was roughly accurate to say that banking organizations could engage in all financial activities, but they had to undertake complex regulatory machinations to do so.  For supporters of financial modernization, this complexity raised the cost of entering new businesses, and meant that transactions were too often driven by regulatory peculiarities rather than the economic efficiency.

For supporters of financial modernization, a great advantage of GLB was that it would spur a rationalization of the crazy-quilt structure of affiliates.  The legacy of costly corporate separation would evolve into corporate structures that were based on market decisions about when to have separate affiliates.  This rationalization would proceed gradually.  In the early stages, new affiliates would start to coordinate their activities more closely.  Over time, where the economic logic was strong, affiliates would merge together.  Consumers, recognizing this trend, would expect information sharing among affiliates.

Given this history, one can construct a plausible case for at least a good deal of sharing of personal information among affiliates.  For affiliates that are on the road to a merger, sharing of data is a logical step toward eventual combined operations.  More broadly, GLB offers the opportunity for banking, insurance, and securities activities to be marketed in a unified manner even where no merger is ultimately planned.  For customers who want “one-stop shopping” for their financial services, the post-GLB holding company can offer a comprehensive package.  The seller can suggest just the product that the customer may need to construct a personal financial plan.  Indeed, some industry leaders went so far as to say that the principal point of GLB was to facilitate this sort of cross-marketing.

This regulatory history helps one better appreciate the fervor of the debate in GLB over affiliate sharing of personal information.  From the industry side, a great deal of affiliate sharing was essential in order to rationalize operations and marketing in financial services.  From the side of the privacy advocates, there were intense concerns about the agglomeration of previously separate databases from the banking, insurance, securities, and other industries.  Ralph Nader, for instance, said: “The privacy protections that emerged in the banking reform legislation are a joke that will simply delude the public into believing privacy provisions exist where there are none.”
  He focused his concern on sharing across databases: “[T]he affiliates of the conglomerates and their telemarketers will be free to share many intimate details of an individual's buying habits, investing patterns, health records, entertainment choices, employment data and other aspects of one's existence.”

The Clinton Administration also expressed serious concerns about allowing unfettered sharing of personal data with affiliates.  In contrast to the privacy advocates, the Clinton Administration supported the general project of allowing banking, securities, and the other lines of business to exist within a single holding company.
  Together with the privacy advocates, however, the Administration believed that unfettered sharing of information with affiliates constituted a secondary use.  During both the 1999 GLB debates and in its 2000 legislative proposal, the Administration supported having an opt-out choice for sharing with affiliates.

The case for having an opt-out choice is strongest where the secondary use is very different from the primary use.  In proposing stricter legislation in 2000, President Clinton gave examples:

[T]he life insurance company could share information about your medical history with the bank without giving you any choice in the matter.  The bank could share information from your student loans and your credit cards with its telemarketer, or its broker, again, without giving you any choice.  I believe that is wrong.

As another example, consider whether a travel agency should be able to look through all the checks you wrote in the past year in order to assess what sort of vacations you might like.  With the passage of GLB, these insurance companies, banks, telemarketers, brokers, travel agents, and others could easily be within the same financial holding company, under the broad terms of what is “incidental” or “complementary” to financial activities.

2.
Responses to Affiliate Sharing

 The affiliate sharing issue is difficult because the arguments on both sides are so compelling.  From the privacy side, the examples show the remarkable range of secondary uses permitted under GLB.  The Clinton Administration believed that these secondary uses violated consumers’ reasonable expectations, and consumer choice was therefore appropriate before the information went to the different affiliate.  From the industry side, a major achievement of GLB was to allow integrated operations for all types of financial services.  Creating barriers to information sharing could severely undermine that achievement.

As a discussed above, there are two basic ways that one could limit affiliate sharing.  The formal approach would focus on corporate separateness, with use within a corporation permitted, but transfers to different corporations including affiliates only done with consumer choice.  This corporate separateness approach exists in GLB today, where transfers to unaffiliated corporations require an opt-out but transfers within a holding company do not.  Second, one the functional approach would permit data flows for some functions but require consumer choice for others.  The functional approach also plays a role in GLB today, with the 502(e) exceptions permitting transfers to outside parties for purposes such as law enforcement, fraud prevention, and so forth.  Transfers are also permitted, without consent, to those acting as agents for the financial institution.  As shown by GLB today, the formal and functional approaches can be used together, with transfers across corporate boundaries usually requiring consumer choice but with designated exceptions where choice is not required.

The Consumer Financial Privacy Act, proposed by the Clinton Administration in 2000, proposed what I believe is an attractive blend of the two approaches.  Its basic rule is formal—sharing of data with affiliates requires a customer opt-out choice.  This rule is supplemented with the existing functional exceptions to GLB, such as law enforcement, fraud prevention, and sharing with agents subject to a confidentiality contract.  The rule is also supplemented by a new proposed provision for sharing with affiliates.  This provision would allow sharing in order to facilitate customer service, such as maintenance and operation of consolidated customer call centers or the use of consolidated customer account statements.
  The provision was developed after consultation with industry and consumer groups, and was based on a belief that consumers would generally prefer a call center or other customer service operation to be able to provide information and carry out transactions for all of the customers’ transactions with the holding company.  Otherwise, a customer with a checking account, mutual fund, and investment account might feel coerced to consent to unlimited information sharing within the holding company simply in order to gain the ability to have a single customer service representative who could see all three accounts.

The CFPA also recognizes that stricter rules on information sharing are appropriate for especially sensitive categories of information.  The bill proposes opt-in consent and other protections against the inappropriate sharing of medical data within a holding company.
  The bill also restricts the transfer of information about personal spending habits.  For checking, credit card, and similar instruments, a financial institution would not be able to transfer to another company “an individualized list of that consumer’s transactions or an individualized description of that consumer’s interests, preferences, or other characteristics.”
  To the extent that financial holding companies contain personal information with varying levels of sensitivity, distinct rules can thus govern what data is shared with affiliates and outside companies.

Instead of relying so much on formal corporate separateness, one can also imagine a more thoroughly functional approach to governing sharing of data with affiliates.  Even the strictest data privacy regimes recognize that data can be used for the purposes for which it was collected.  When it comes to a checking account, for instance, a bank will use personal data in a variety of ways when completing transactions, auditing its own books, and sending customer statements.  The tricky issue is how far to construe these primary purposes.  In American practice, I suggest, consumers would generally expect that the data would be used in the same “line of business.”  The monthly statement for a checking account, for instance, might include a solicitation for other banking products such as credit cards or certificate of deposit.

If there is agreement that data can be shared within the same “line of business,” the next question is whether there are sensible extensions of that idea that correspond to consumer expectations and industry structure.  For instance, my impression is that many Americans would not be surprised or unduly disturbed if the fact that they were a customer of a bank was made available to the affiliated insurance, mutual fund, securities broker, or other companies that might be called “core financial services.”  Concerns about sharing financial information with these core financial services affiliates are relatively low.  Indeed, many customers may prefer to receive a consolidated statement for banking, mutual fund, securities, and insurance accounts.  By contrast, concerns are greater when the sharing is done with affiliates that are not providing what I am calling “core financial services.”  If Target, Marshall Fields, a travel agency, or other seemingly non-financial enterprises receive the data, customers may understandably expect to have a choice before there is disclosure and secondary use.

I believe there is a reasonably strong case to be made for considering this “core financial services” approach.  The advantage is that opt-in or opt-out would not be required when sharing occurs among the core financial services.  The integration of consumer banking, insurance, and securities products can continue without the need to get a new opt-out for each transfer across corporate boundaries.  As a correlate, an opt-out would be appropriate for transfers to affiliates that are not core financial services.  Transfer to the travel agency or retail store should be considered secondary use, subject to consumer choice.

In suggesting this approach, I would like to address two potential objections.  First is the question of administrability.  How easy will it be to draw the line between core and peripheral financial services?  For the industry, the answer may be that it would be easier to draw such a line than to have to re-separate the banking, insurance, and securities activities.  For regulators, there would indeed be a line-drawing challenge over time, although a large portion of actual consumer activities likely falls pretty clearly on one side of the line or the other.
  Mutual funds are “core.”  Travel agencies are not.

The second, related objection is that the entire effort to pass Gramm-Leach-Bliley was precisely to get away from regulatory line drawing among different types of financial institutions.  Untold effort was spent, for instance, deciding whether a bank’s activities were impermissible “securities” or “insurance” activities.  For weary veterans of these debates, it may seem bizarre to start a new regulatory effort based on distinguishing “core” from “peripheral” activities, with free information sharing only among the former.

In response, I submit that the core/peripheral distinction avoids a key flaw of the pre-GLB regime.  Under the old Glass-Steagall approach, the regulatory categories meant the difference between being able to enter a line of business or not.  Companies were simply prohibited from doing certain activities if the wrong label—”securities” or “banking”—was applied.  Investment in different sectors was distorted by these yes/no decisions on where activities could take place.  By contrast, the core/periphery distinction would not determine whether a company could engage in a particular activity.  The distinction would have the lesser effect of merely requiring consumer choice before core financial information were shared for peripheral purposes.  Where companies believed it was worth entering a line of business subject to this requirement, they could freely do so consistent with the free-investment philosophy of GLB.

To sum up on affiliate sharing, I believe that most consumers find unrestricted sharing among all affiliates to go considerably beyond their reasonable expectations.  One way to address the issue is to follow the Consumer Financial Privacy Act, requiring choice before sharing with affiliates, creating appropriate exceptions for customer service and other desirable flows, and providing stronger safeguards for the most sensitive information such as medical records and personal spending habits.  Another way to address the issue is to explore a more functional approach, where sharing is allowed within each “line of business” and where greater choice is required when core financial services seek to share information with peripheral financial services.  As financial institutions expand in scope, and the lines blur between financial activities and other activities in the economy, I believe it is not appropriate to assume that every item in a checking account or every balance in a mutual fund should be spread across the innumerable activities that a modern financial holding company is likely to operate.  Looking ahead, I believe greater attention should be paid to identifying which data flows are most deserving of regulatory attention, which functional exceptions should be assured, along the lines for instance of the proposed customer service exception, and how to do all of this in a cost-effective way.

IV.  Notices  

The notices to consumers required by GLB have been the target of vigorous attack from both industry and privacy advocates.  Industry has complained that the notices impose a high cost for a low benefit. Estimates of the number of notices mailed out in 2001 range from one billion to 2.5 billion.
  If each notice costs a first-class postage of 33 cents, as some in industry have (perhaps erroneously) assumed,
 then the annual costs could range from $300 million to over $800 million.
  What is gained from all of this paper?  The actual number of opt-outs appears to be low, with five percent the most widely used figure but with some estimates of under one percent.
  From an industry perspective, therefore, the notices can seem like an expensive exercise on an issue that consumers indicate they care little about.

Consumer groups, privacy advocates, and Members of Congress have also harshly criticized the GLB notices.  In the summer of 2001, a coalition of groups petitioned the regulators to issue new notice rules, alleging that “most financial institutions have employed dense, misleading statements and confusing, cumbersome procedures to prevent consumers from opting out.”
  Representative John LaFalce, the ranking Democrat on the House Banking Committee, wrote a detailed letter to regulators stating that many of the notices fail to meet the “clear and conspicuous” notice requirement of the statute: “While a number of financial institutions have worked constructively to create effective privacy notices and opt out vehicles, too many others appear to have used the privacy notices to confuse their privacy obligations and engage in inappropriate marketing.”
  Representative LaFalce said the notices “are not readily noticeable among the marketing and promotional materials that consumers frequently ignore in monthly statements.”
  Notices are too long, the language is too complex, and the tone “minimizes the importance of the consumer’s opt-out right.”

A.
The case for the current, flawed notices

To a certain extent, the industry and advocate comments about the notices show a predictable taking of positions rather than commentary on actual flaws of the current approach.  For instance, industry would likely try to have it both ways when it becomes to discussing the implications of the opt-out rate.  With the low current opt-out rate, industry argues that consumers are showing they don’t care much about privacy, so there should be minimal privacy regulation.  If the opt-out rate had been high, however, then industry would have argued that privacy protections interfered too much with their ability to carry out their business, so that again there should be minimal privacy regulation.  This position-taking can occur as well from the privacy advocate side.  With the low current opt-out rate, the point is that the notices are badly flawed, so stricter privacy protections are needed.  If the opt-out rate had been high, this would have been evidence of how much consumers care about privacy, supporting stricter privacy protections.  In short, the evidence on rate of opt out does not do much to sway the views of either side of the debate.

Recognizing the criticisms to date, and the limits of the available evidence, I would like to make the case for a decidedly more optimistic view of the effect of the GLB notices.  Even in their current flawed form and even if not a single consumer exercised the opt-out right, I contend that a principal effect of the notices has been to require financial institutions to inspect their own practices.  In this respect, the detail and complexity of the GLB notices is actually a virtue.  In order to draft the notice, many financial institutions undertook an extensive process, often for the first time, to learn just how data is and is not shared between different parts of the organization and with third parties.  Based on my extensive discussions with people in the industry, I believe that many institutions discovered practices that they decided, upon deliberation, to change.  One public example of this was the decision of Bank of America no longer to share its customers’ data with third parties, even subject to opt-out.
  The detailed and complex notice, in short, created a more detailed roadmap for privacy compliance.

Related to this process of self-examination, many financial companies put in place new institutional structures for managing privacy and security.  The most visible symptom of these changes has been the spread of the “Chief Privacy Officer.”  The number of CPOs rose rapidly in the immediate aftermath of GLB.
  Based on my own experience as essentially the CPO for the Federal government,
 I believe having a person visibly responsible for privacy is a helpful way to ensure that privacy issues are considered in the organization’s actions.  Privacy concerns may or may not win out in the eventual decisions, but having a person expert in privacy in the process means that the other participants at least have to articulate why the proposed actions are consistent with the organization’s announced privacy policies.  Even for those financial institutions that chose not to name a CPO, there were often people in the general counsel’s office or elsewhere in the organization who gained new responsibilities for creating and implementing privacy policies.  The institutionalization of privacy, in short, is perhaps the single most important and least appreciated effect of GLB.  The privacy notice to all consumers, coupled with liability for violation of the notice, prompted a larger compliance effort than most observers have realized.

One important and related benefit, I believe, is that GLB substantially reduces the risk of egregious privacy practices by financial institutions.  A comparison to environmental regulation illustrates the point.  Suppose a new legal regime greatly reduced the likelihood of large toxic waste spills, measured in pounds or tons, but left in place the likelihood of low-level releases, measured in fractions of a pound.  Critics of the law might justifiably complain that low-level releases continued.  Supporters of the law, however, could say with some confidence that the level of pollution would decline considerably, with a consequent gain for the public health.
  Supporters would also say that institutional learning from the first round of legislation might teach valuable lessons for cost-effective efforts in the future to restrict the low-level releases.

I suggest that the environmental analogy is apt.  The U.S. Bank case was the equivalent of a large spill, with the detailed records of hundreds of thousands of customers going to a telemarketing company that engaged in apparently deceptive practices, all without any notice to customers.  In the wake of GLB, with privacy practices enforceable by law and the new CPO on the scene, is this sort of large spill nearly as likely to occur?  The notice alerts employees and customers alike that privacy is part of the responsibility of the financial institution.  Disgruntled employees, emboldened perhaps in the post-Enron period, will be able to cause considerable problems if they blow the whistle on unlawful or inappropriate privacy practices.  The institution’s managers will be educated to avoid the risks of practices that, in the words of Comptroller Jerry Hawke, will appear “seamy” to the regulators, the press, and the public.  Bank  supervisors will examine for compliance with privacy and security policies.  As discussed above in connection with the joint marketing exception and affiliate sharing, I believe GLB allows too many spills of data without customer choice.  Nonetheless, these spills occur within a framework that makes large, unregulated transfers to third parties much less likely.  Egregious practices become risky for the company, even though less egregious practices continue in violation of what fair information practices would generally contemplate.

B.
Creating Better Notices

The analysis here suggests a dilemma in drafting GLB privacy policies.  Neither a long nor a short notice seems acceptable. The virtues of long and detailed notices are that they have pushed companies to inventory and document their privacy practices, create institutional compliance structures, and avoid egregious practices.  The vices of such notices are that ordinary consumers don’t understand them—the right to opt out is swathed in folds of obscuring verbiage.  On the other hand, a short and plain English notice would have the virtue of communicating more clearly to most consumers.  This summary document, however, would be far less effective at prompting self-scrutiny of company practices and would be in such general terms that holding violators accountable would be essentially impossible.

The sensible way out of this dilemma is to have both a short and a long notice, with each used in appropriate circumstances.
  For communications with consumers, the general approach would be to provide a short, plain English notice.  The policy goal here should be to design notices that communicate effectively about privacy choices.  Focus groups and other consumer survey techniques can aid in this task.  To facilitate comparison shopping, it quite possibly makes sense to have a standardized format, as with nutrition labels.

Institutions should also continue to have a more detailed notice, which sets forth the longer list of facts that are material to understanding and implementing a company’s actual privacy policies.  The short notice would tell how to access the detailed notice, presumably including a web link , and perhaps with the notice included in Securites and Exchange Commission documents.
  The detailed notice might roughly correspond to the length of the current notice, although policymakers and financial institutions may wish to add or subtract detail over time.  The policy goal here is to have a privacy policy that is detailed enough to ensure self-scrutiny, provide a mechanism for institutions to continue with internal compliance functions, and allow enforcement in the presumably rare cases where an institution is violating its stated policies.

This two-tier approach adds considerable flexibility to the notice regime.  There can be cost savings for institutions where it makes sense to provide only the shorter notice.  For instance, a bank branch could have an easy-to-read flier in its lobby rather than providing six or eight pages of dense typeface.
  It may be appropriate to save costs and include only the short notice in the annual mailing to customers, with a prominent link to the detailed notice.  Updating of the detailed notice can also be done at lower cost, without the need to print and distribute notices to all customers for minor changes.

The two-tier approach also builds on the experience of other regulatory systems.  Under the Privacy Act, for instance, federal agencies give a short notice on forms that collect personal information from the public.  The details of how information is shared, including the so-called “routine uses,” are then published in the Federal Register.
  As with the proposed two-tier notices for GLB, agencies are held accountable to the detailed statements in the routine uses, with the short forms primarily designed to communicate clearly with the public.

Another useful comparison is to the securities disclosure laws established in the 1930s.  The securities regime emerged to correct for the perceived lack of accurate disclosure in the stock market during the 1920s.  Similarly, the privacy regime can be seen as a way to correct for the lack of accurate disclosure by U.S. Bank and, by implication, other financial organizations.  In looking at securities disclosures, few observers believe that the prospectuses released by public companies are in plain English or are designed primarily in order to communicate effectively with the ordinary investor.
  The detailed notices, however, require disclosure of all material facts and have resulted in an extensive internal process in most companies to determine the material facts and decide what to disclose.  The detailed notices also facilitate enforcement if a company fails to disclose or is misleading in its disclosure.

Another advantage of the two-tier approach is how it resolves frustrations in the current debate.  Currently, any request for more detail in the notice is greeted with the observation that the disclosures are already too long and confusing for most consumers.  Any request for plain English is greeted with the companies’ concern that broad promises will lead to violations and enforcement actions. Simple and short statements also concern privacy advocates who fear that companies will be afraid to make broad privacy promises and so will reserve the right to do whatever they wish with personal information.  The two-tier approach, by contrast, allows plainer English in the short form and greater detail in the long form, while quite possibly reducing overall costs due to reduced printing costs where the short form is appropriate.

Conclusion

This article has examined the surprising merits of the new financial privacy law. From the privacy side, Title V of the Gramm-Leach-Bliley Act has moved financial institutions a long step toward implementation of the fair information practices of notice, choice, access, security, and enforcement.  Due to the broad definition of “financial institution,” the law brings these basic privacy principles to a wide range of organizations.  Due to the ability of the states to enact stricter privacy protections, there is a credible threat of new financial privacy legislation, and financial institutions thus have an ongoing incentive to convince legislators and the public that they are acting responsibly with individuals’ data.

This credible threat of further privacy legislation creates the possibility of re-examining the most important weakness in the current GLB law, which is the limited nature of choice before individuals’ data is shared with other institutions.  For the issue of choice, this article has advocated the elimination of the “joint marketing exception,” which was justified in Congress as a way to help small banks but has been used instead as a major loophole for large financial institutions.  This article has also advocated exploring any of several approaches to the issue of sharing with affiliates in the sprawling financial holding companies that GLB creates.  One approach is that included in the Clinton Administration’s proposed Consumer Financial Privacy Act, which would have required an opt-out choice for affiliate sharing.  Another approach would adopt a general “line of business” rule, with sharing freely permitted within the same line of business but choice required before data is sent to different lines of business.  This approach is essentially what applies under current European data protection rules. A related approach would define a set of “core” consumer financial services, with sharing permitted within this core but choice required before data is sent to “peripheral” financial institutions such as travel agencies or affiliated retailers.  Within any of these approaches, it would be important to allow sharing for pro-consumer purposes such as fraud reduction and customer service, while seeking ways to prevent sharing in violation of reasonable consumer expectations.

From the business side, the experience to date with GLB indicates that protection of consumer privacy is consistent with financial modernization.  GLB has allowed the merger or joint operation of consumer financial services companies that the old regulatory regime had kept separate.  It makes sense to continue the trend toward having market forces rather than regulators determine which financial services should be offered jointly to consumers.  At the same time, the case for merging financial services with non-financial businesses is far less clear.  Keeping sensitive financial data within financial firms, while limiting its release to non-financial firms, is largely consistent both with good business practice and good privacy practice.

This article has also explained the surprising virtues of the GLB notice requirements.  I agree with the critics that many of the current notices are very detailed and practically unreadable. This level of detail, however, brings with it important advantages.  Notably, financial institutions have had to engage in considerable self-scrutiny of their data handling practices.  This scrutiny has resulted in many institutions discovering practices that they decided to change.  Many companies have also institutionalized privacy protection for the first time, by naming chief privacy officers or in other ways.  By requiring financial institutions to make privacy promises, and making those promises enforceable for the first time, GLB has been an important step toward eliminating the most egregious practices and creating a structure for continued improvement over time.

The path to better notices, moreover, is quite clear.  Detailed notices should be retained because they create the possibility of detailed accountability.  At the same time, much shorter and more readable notices are appropriate in many instances.  These short-form notices can resemble nutrition labels in highlighting the most important privacy information.  They should be designed with attention to how to communicate effectively with consumers, while providing a ready link to the longer notices for those who want the details.  With this two-tier approach, the notices can promote both accountability and clear communication, and likely save costs to the industry by permitting shorter, less-expensive notices to be distributed in many settings.

This article’s focus on choice and notice is not intended to ignore other important debates and issues in the financial privacy area.  Current law has a loophole that would allow medical information to be shared too freely within a financial holding company. Much more can be said about how to choose between an opt-in and opt-out choice.  Stronger protections are likely appropriate for the personal spending habits revealed by consumers’ checking or credit card accounts.  These and other issues were included in the Clinton Administration’s Consumer Privacy Protection Act, which I continue to support.  It would be surprising indeed if a sprawling law such as Gramm-Leach-Bliley got everything right.  Perhaps more surprisingly, however, the law provides a better basis for good privacy and good business practice than one would suspect.
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