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Only time will tell if West Wing's Rob Lowe was correct when he stated in late 1999 that "privacy will be the big issue for the next ten years the way environmentalism was before."
  Going even deeper than the cultural predictions of network television, the varied contributions to this Symposium on Privacy and the Internet show that privacy has become an increasingly important issue.  Perhaps the most striking evidence is a Wall Street Journal/NBC poll from September, 1999, which asked Americans what concerned them most in the coming century.  "Loss of personal privacy" topped the list, as the first or second concern of 29% of respondents.  None of the other issues, including terrorism, world war, and global warming had a score higher than 23%.

This article offers some tentative explanations for why privacy issues have apparently become so important so quickly.  Part I of the article explains that we are now undergoing the second major wave of privacy policy debate in the United States.  The first wave concentrated on the risk from a few enormous, centralized databases and resulted in laws such as the Fair Credit Reporting Act in 1970
 and the Privacy Act in 1974.
  Today, by contrast, an ordinary personal computer can run large databases, and transfers of information for most practical purposes are free, instantaneous, and global.  In seeking to encapsulate the current changes in Americans' attitudes toward privacy, the e-mail attachment is a useful metaphor for what has happened. The ordinary computer user can attach any file to an e-mail, and the question becomes what we as a society decide to do about that important change.

Part II discusses the current inevitability of societal decisions about privacy.  Notice that the term "societal" emphatically does not necessarily mean "governmental."  Businesses and other organizations are now re-engineering themselves in response to the Internet and related technologies.  Decisions about how to create and limit information flows are constantly being made throughout society, including by software engineers and marketing departments in companies, standard-setting organizations, new self-regulatory organizations, and by many other private-sector actors.  In some instances but not others there is an appropriate role for government to play in encouraging good practices or in enacting rules to protect privacy and limit certain information flows.
  To show the implications of re-engineering for how social decisions about privacy are arising, Part II looks at state public records, financial records, medical records, and privacy on the Internet.

Part III sets forth the Clinton Administration response to the new challenges of privacy protection, reporting on issues that arose in 1999.  Last year 

  Part III explains the institutional structure of the new position, outlining how it operates and the rationale for its present structure.  This discussion  may be useful as the next Administration contemplates how to approach privacy issues, and may promote a more informed public discourse about how to structure government's role as society faces the growing number of privacy issues.

I.  The E-mail Attachment as the New Metaphor.
How can we capture the reasons why privacy and data protection issues have climbed so swiftly up the policy agenda in the United States in the past few years?  To answer this question requires us to recognize that we are currently in the second major wave of privacy law reform, and to understand what differs from the first major wave.

The first major wave of privacy activity took place in the early 1970's, largely in response to the rise of the mainframe computer.  The chief worry in that period was the spectre of the enormous, centralized database.  The chief areas of concern, as evidenced by the passage of legislation, were credit reporting agencies and the federal government.

For credit histories, the concern was that the fragmented legacy of local credit agencies was turning into a few nation-spanning databases.  The newly national databases, according to contemporary studies, contained a disturbingly large amount of unverified and often incorrect information.  Individuals were apparently being turned down for mortgages or jobs based on inaccurate information, some of which was provided by careless or malicious persons.
  In the face of these concerns about the centralized databases, Congress passed the Fair Credit Reporting Act in 1970.
  The Act establishes a number of fair information practices, including individuals' right to access their own records and to seek to correct mistakes in those records.

A similar fear of centralized databases led to the Privacy Act of 1974, which governs the creation and use of federal government systems of records.
  The fear of Big Brother -- a unified and government-run database -- was an important subject of the Privacy Act.  A crucial feature of the Act generally prohibits transfers from one federal agency to another except with the individual's consent.
  Whatever the imperfections in the reach or application of the Privacy Act,
 it has succeeded in preventing the creation of the omnivorous, unified federal database.

Since 1974, a number of significant privacy laws have been adopted in the United States, covering such areas as government access to financial records,
 searches of materials related to publication and broadcast,
 cable television records,
 electronic wiretaps,
  video records,
 employee polygraph tests,
 telemarketing calls,
 motor vehicle records,
 aspects of customer telephone records,
 and children's records for on-line activities.
  Not until very recently, however, has there seemed a real possibility of creating wide-ranging privacy rules that would reshape information practices in major economic sectors.  One simple way to gauge the rising political interest in privacy issues is to look at the financial services modernization bills considerd by Congress in 1998 and 1999.  In 1998, such a bill came very close to passage without containing any noticeable privacy provisions.
  In 1999, by contrast, privacy became a leading political issue in the legislative debates.  President Clinton put forward privacy proposals in May.
  The House of Representatives almost unanimously passed a privacy amendment in July,
 most of whose provisions were signed into law in November.
   Upon signing the bill, furthermore, President Clinton called for additional privacy protections in future legislation.

In considering the shift in public attitudes toward privacy issues, we can isolate the key changes from the 1970's.
  In the 1970's the fear was of the new mainframe technology.  Today, everyone has a mainframe -- a modern laptop or desktop computer outperforms the mainframes of the earlier era.  In the early 1970's, the Internet was only an experimental system available to some government agencies and scientific researchers.  Today, transfers among computers are entirely different.  For most practical purposes, transfers today are free, instantaneous, and global.

In popular discussions, the changes in attitudes toward privacy are usually attributed to surfing on the Internet.  Something about the Internet likely does make people more concerned about how their information is being treated.  Surfers know, or suspect, that someone out there is able to collect personal information in various ways.  Surfers also know, or suspect, that it is difficult for the ordinary person to know who is collecting that information, or to know how the information is being used once collected.  Many of the contributions to this Symposium focus on interesting and intricate issues concerning surfing on the Internet.

Without minimizing the importance of surfing the Net, I wish to suggest a different image to encapsulate the current change in Americans' attitudes toward privacy .  I suggest that the better metaphor is the e-mail attachment.  E-mail can go from anyone to anyone else.  The ordinary user can attach any file to an e-mail.  And the e-mail attachment is part of the lived experience of almost all computer users today.

In thinking about the e-mail attachment and privacy, the last point is especially important.  Concerns about privacy when surfing are about them, about the unknown and possibly untrustworthy actions that professional web sites might take.  By contrast, today's e-mail programs reinforce the lesson that personal information can be passed along by us.  When we or our co-workers have a person's medical, financial, or other file, then we can send that file, instantly, to anywhere in the world.  As American e-mail users have climbed from xxx in 1992 to yyy in 1996 to over zzz in late 1999,
 ordinary Americans have learned first-hand, and on a daily basis, about the power of businesses and of their neighbors to zip a file to someone else.  As Americans have come to know about this technological change, there has been a corresponding rise in the need for new societal decisions about privacy.

II.  The Inevitability of Societal Decisions About Privacy.
The need for new societal decisions exists because we currently lack a status quo for privacy.  The earlier reality, such as twenty or thirty years ago, had relatively few databases and connections among databases.  The absolute number of computers and of connections among computers was much lower than today.  The earlier reality also had relatively few "rules" in the broad sense.  That is, there were relatively few statutes or other legal rules governing information practices, and relatively few internal company procedures and standards concerning confidentiality of data.

The low-database, low-connection, and low-rule world of earlier decades is no longer an option.  Today, by any measure, there are far more databases than before, housed on millions of personal and larger computers.  With the rise of the Internet, there are exponentially more connections among computers.  This underlying change in databases and connections means that we repeatedly face a choice.  If we retain the old status quo of few rules, then there will be vastly greater data flows about individuals.  If we retain the old status quo in terms of privacy protection -- what information is shared about individuals -- then we will have many more "rules" (in the broad sense of laws and organizational practices).

In practice, we are likely to choose greatly increased data flows of many sorts, while institutionalizing new "rules" for information practices in various settings where we perceive the greatest risk.  Of each 100 new data flows that are technically possible, we may choose to use "only" 80, or 90, or 99 of them.  This choice to suppress data flows is not limited to privacy.  In the security area, we may choose to cut off technically possible data flows to crackers and other unauthorized users.  In the area of intellectual property, we may choose to cut off flows to pirates who make unauthorized copies.  For each of these areas, the explosion of possible data flows forces public and private decisionmakers to make new choices.  There are analogies from the past, but the rate of change in information flows creates many issues of first impression.

A.
Public records.

The lack of a status quo for privacy is easily seen in the use of public records.  State and local governments collect a wide array of data, for categories including drivers' records, professional and other  licenses, and property ownership.
  The old status quo was one of legal openness.  The records that we call "public" have generally been available to any comer, and may come within state open government laws.  The old status quo was also one of practical obscurity.  There was a significant cost and bother of going to the courthouse or state office building to search for a particular paper record.  People might go through such a bother for specific reasons, such as for use in ongoing litigation.  But many paper records stayed snug in their file folders, unopened until they were shipped to the archives.

The new status quo, by contrast, has legal openness and practical openness.  The legal openness has thus far seen little change, with the exception of limits on the marketing use of motor vehicle records.
  The important change has been towards having practical openness for public records.  Companies such as those who belong to the Individual Reference Services Group provide data, typically in electronic form, that help identify, verify, or locate individuals.
  These companies rely substantially on state and local public records in providing their commercial services.  Today, information that enters a state public registry often also enters into a searchable database.  To dramatize the difference, the old image of a person's records might be that of the Lost Ark of the Covenant (from Raiders of the Lost Ark), moldering in a distant archival warehouse.  The new image, by contrast, might be of a blip on a radar screen, lit every short while in the constant scans.

In considering the change from practical obscurity to practical openness, I am not making any suggestion about which records should be open to view in the coming years.  The right step, instead, is to begin a thoughtful dialogue with the states, as called for by Vice President Gore:  "This dialogue will include considering the appropriate balance between the privacy of personal information collected by governments, the right of individuals to access public records, and First Amendment values.  For example, the digitization and widespread availability of public records has raised serious privacy concerns."
  We have held initial meetings with organizations of state officials, industry leaders, and privacy advocates on the subject of public records.  Our message has been that the dialogue should not take place with preconceived conclusions about what the right decisions should be going forward.  But the change from practical obscurity to practical openness for public records does illustrate the overarching need today for societal decisions about privacy issues.

B.
Medical records.

The lack of a status quo is becoming more evident for medical record privacy, especially in two respects.  First, we are shifting from a world of mostly paper to one of mostly electronic medical records.  As with public records, the shift to electronic records brings the potential for enormous good.  As President Clinton has stated: "[S]toring and transmitting medical records electronically is a remarkable application of information technology.  Electronic records are not only cost-effective.  They can save lives B by helping doctors make quicker and better-informed decisions, by helping to prevent dangerous drug interactions, by giving patients in rural areas the benefit of specialist care hundreds of miles away."
  While lower costs and increasing function, however, electronic records also increase the possibility that sensitive medical information will fall into inappropriate hands:

Today, with the click of a mouse, personal health information can easily B and legally B be passed around without patients= consent ... to people who are not doctors ... for reasons that have nothing to do with patient care.  A recent survey showed that more than a third of all Fortune 500 companies check medical records before they hire or promote.  One large employer in Pennsylvania had no trouble obtaining detailed information on the prescription drugs taken by its workers B easily discovering that an employee was HIV positive.

In light of these risks of improper uses of electronic medical records, the Administration has insisted that a statutorily contemplated aspect of the shift to electronic records, use of a unique health identifier, will not go forward until strong privacy protections are in place.

A second important change derives from the shift away from keeping medical records primarily with the local doctor or hospital.  Today, local doctors and hospitals have often become part of far-flung networks of providers.  Health records also are used intensively by new actors and for new purposes: "As health care has been transformed into a complex industry representing one-seventh of the economy, organizations of all kinds -- employers, insurers, plans, networks, systems, pharmaceutical makers, device makers, and many others -- have had growing interests in data to control their costs, increase their revenues or improve their performance in some other dimension."
  While many of the new medical data uses provide important social benefits, the multiplicity of new users lead to what Professor Paul Starr has called "information populism," or "a deep fear of the information-gathering role of big institutions."

These twin phenomena -- the shift to electronic records and the use of medical records by more and larger institutions -- have created the need for far-reaching societal decisions about how medical records should be handled in the future.  For information as sensitive as medical records, there is a strong case that legal rules are appropriate.
  In 1996, Congress enacted and President Clinton signed the Health Insurance Portability and Accountability Act, which set a deadline of August, 1999 for Congress to pass comprehensive medical privacy legislation.
  When Congress failed to meet that self-imposed deadline, the Administration came under a statutory responsibility to promulgate medical privacy regulations.

On October 29, 1999, President Clinton announced sweeping new medical privacy regulations in an Oval Office ceremony.
  Among other provisions, the proposed rules would: limit the non-consensual use and release of private health information; inform consumers about their right to access their records and to know who else has accessed ; restrict the disclosure of protected health information to the minimum necessary; establish new disclosure requirements for researchers and others seeking access to health records; and establish new criminal and civil sanctions for the improper use or disclosure of such information.  The rules will become final in 2000, and are scheduled to take effect two years after the final rules are issued.

C.
Financial records.

The status quo has also changed for financial records, due especially to a greater level of detail in such records and to industry convergence.  Concerning the level of detail, the Fair Credit Reporting Act of 1972 governs important, but summary, information about an individual=s financial activities.  For instance, an entry in a credit report might state that an individual has borrowed up to a $10,000 credit limit, and has once paid thirty days late.  Today, by contrast, electronic financial databases operate at the level of each transaction rather than at that summary level.  As I have discussed elsewhere in detail,
 there are strong trends toward having permanent, electronic, and searchable records of individual consumer transactions.  Purchases are shifting from cash and checks, which do not usually feed into searchable databases, to much greater reliance on credit and debit cards, which generally do.  Consumers have incentives, such as frequent-flyer programs, to use credit and debit cards.  Such cards have become the standard payment mechanism for the growing world of Internet purchases.  And less affluent Americans are increasingly receiving government benefits through smart cards and other electronic-based systems.

The combined effect of these trends is toward creating a detailed, lifetime record of a large and growing fraction of individuals' purchases.  As stated in Administration testimony by Under Secretary of the Treasury Gary Gensler: 

A generation ago, financial privacy meant keeping private your salary, your bank balances, and your net worth. Today, financial privacy means keeping secret your entire way of life....  The credit card records of 1999 ... can list each and every purchase ever made by that customer, sorted by date, location, and other details. Furthermore, if credit card companies work together with merchants, then the level of detail can become even more refined ‑‑ each dish ordered at a restaurant or each book title bought at a store.
  

This unprecedented level of detail, combined with the possibility of comprehensive matching with other merchant databases, is a distinctive feature of financial records, and provides a justification for legal protection of financial privacy.

Industry convergence is the second key change in the handling of consumers' financial services records.  The 1933 Glass-Steagall Act
 and subsequent legislation created legal barriers to the combination of the major financial companies that serve consumers, such as commercial banks, insurance companies, securities brokers, and mutual funds.  Over time, loopholes developed so that some alliances were permitted between commercial banks and other financial companies.
  The new Gramm-Leach-Bliley Act of 1999,
 signed into law by President Clinton last November, swept away the remaining barriers to affiliation.

The scope of the new affiliations is best captured by comparing the statutory language that applies to banks.  For decades, banks have been able to affiliate only with other companies whose activities were "closely related to banking,"
 and most insurance activities were specifically held not to be so related.
  The new Act, by contrast, provides that commercial banking, investment banking, insurance, and mutual fund activities can be housed in the same holding company.
  More generally, the new Act allows a financial holding company to engage in any activity that regulators determine "to be financial in nature or incidental to such financial activity."
  In addition, regulators may authorize a financial holding company to enter any other activity that is "complementary to a financial activity and does not pose a substantial risk to the safety or soundness of depository institutions or the financial system generally."

President Clinton announced a Financial Privacy and Consumer Protection Initiative in May, 1999 in response to industry convergence and the more detailed nature of modern financial records.
  The President's themes included the need to give consumers a choice before their financial data is shared with other companies
 and the creation of effective enforcement mechanisms for financial privacy violations.
 Through testimony and other channels,
 the Administration supported the inclusion of significant privacy protections that were added subsequent to the President's announcement. The bill as finally passed requires financial institutions to clearly disclose their privacy policies up front and annually, allowing consumers to make informed choices about privacy protection.
 Consumers will know if their bank, insurance, or securities firm intends to share or sell their financial data, within the corporate family or to third parties.  Consumers will be able to opt-out of information sharing with unaffiliated third parties.
  To assure compliance, regulators have full authority to enforce these protections and new rulemaking authority under existing Fair Credit Reporting Act requirements.
 States may provide greater privacy protections.
  In addition, the law establishes new penalties to prevent pretext calling, by which unscrupulous persons use trickery to discover the financial assets of consumers.

While recognizing the significant progress made in the new law, President Clinton has pledged to press for greater financial privacy protections, especially choice about whether personal financial information can be shared within a corporate family.  In signing the bill, the President said: "Without restraining the economic potential of new business arrangements, I want to make sure every family has meaningful choices about how their personal information will be shared within corporate conglomerates.  We can't allow new opportunities to erode old and fundamental rights."
  The new law calls for financial privacy regulations to be promulgated in the year 2000,
 and debates will likely continue about the proper treatment of personal financial information.

D.
Internet privacy and the Inevitability of Societal Decisions.
In discussing public records, medical records, and financial records, the discussion here has emphasized why the status quo from two decades ago -- of relatively few rules and few databases -- is no longer an option.  For Internet records, of course, there is (for all practical purposes) no status quo.  Commercial activities were not even permitted on the Internet until 1992.
  As discussed further below,
 the need for decisions about Internet privacy includes topics such as privacy on commercial web sites, online profiling, the use of biometrics and globally-unique identifiers, and the linking of on-line and off-line databases.

For Internet privacy and other sectors such as those just discussed -- state public records, medical records, and financial records -- it should thus now be apparent that we are unavoidably facing a great many societal decisions about privacy.  There is no way to return to a world of few databases, few computer interconnections, and few rules about information practices.  Consider a few places where decisions might be made about which flows will or will not occur, and which standard operating procedures will or will not apply:

· Technology.  Decisions might be made by software and hardware engineers in a company about what default settings will apply and what choices users will have to collect and disseminate information.  In addition, standard-setting organizations may create mandatory or optional rules concerning interoperability and other issues.

· Markets.  Each company can make numerous decisions about what data it will or will not collect and how that data can be used.  Such decisions might be made by marketing, research, and other functional areas that may have different corporate cultures than information technology professionals.  In addition, a company may have contracts with its business partners that limit flows of confidential information or mandate flows under certain circumstances.

· Self-regulation.  For Internet privacy, consumer protection, and other issues there have been extensive efforts to create effective self-regulatory regimes.

· Government regulation.  As the examples here show, having governmental regulation of information flows is only one of many ways that "societal" decisions are made about privacy. 

In practice, intricate combinations of these approaches produce society's overall set of data practices.
  The media, privacy advocates, academics, industry spokespersons, and government officials, among others, debate decisions made in each of the listed ways.  And, as discussed in connection with the disappearance of the status quo, the pace of societal questions about data flows has quickened markedly in recent years.

III.
Reflections on the New Position.
Faced with the lack of a status quo and the inevitability of many societal decisions on privacy, the Clinton Administration has undertaken a range of initiatives.  One of those initiatives, and a reflection of the Administration's longstanding concern for the issue, was to create the new position of Chief Counselor for Privacy.  The activities of the new position, however, are part of a much broader set of activities by the federal government on privacy.  Agencies have Privacy Act officers and have named privacy policy officials.  Agencies including the Department of Commerce and the Federal Trade Commission have undertaken many privacy initiatives.  It simply would not be possible to list all the efforts underway that affect confidentiality and privacy subjects.  People in all sorts of nooks and crannies of the federal government about privacy and consider privacy values as they carry out their daily responsibilities.  In addition, as shown in the examples below, there has been support for privacy protection from every level in the government, including up through the Chief of Staff's office to the President and Vice President themselves.

1 The current range of privacy issues.
One way to give a picture of the Administration response to current privacy challenges is to examine briefly the range of issues that arose in 1999.  The record shows the many parts of government that have been engaged in privacy protection.

1.  Medical privacy.  President Clinton=s announcement in the Oval Office on October 29, 1999 of the proposed medical privacy regulations was a milestone for privacy protection in the United States.
  Health care absorbs over 13 percent of gross domestic product.
  Having comprehensive privacy rules for that sector will protect an enormous number of sensitive personal records.  Implementing rules for that sector, moreover, will create a new body of persons expert in the legal and practical issues involved in protecting personal records in a computerized environment.  These persons, experienced in health privacy issues, will then be available to apply their expertise to subsequent industry, self-regulatory, and government privacy decisions in other areas.

The Department of Health and Human Services issued the proposed regulation, and chaired the inter-agency process that produced decisions on many of the issues included in the proposal.  As part of OMB=s Office of Information and Regulatory Affairs (OIRA), which has responsibility for reviewing regulations under Executive Order 12,866,
 I and my associates at OMB also worked extensively on the project, especially for the numerous issues that involved agencies outside of HHS and in the leadup to the President=s announcement.  I have also participated, along with many other persons in HHS and the Executive Office of the President, in working with Congress on medical privacy issues.

2.  Financial privacy.  Passage of the Gramm-Leach-Bliley Act was an enormous task.  Financial services firms and lobbyists spent years, and in some cases decades, in the quest to repeal the Glass-Steagall Act.
  Within the federal government, the Secretary of the Treasury,  Robert Rubin and later Lawrence Summers, and the Chairman of National Economic Council, Gene Sperling, played leading roles in coordinating the Administration=s approach to the complex law, which as passed stretched to several hundred pages.

Amidst this complexity, the Administration gave public and strong support to privacy at each key step in the process.  In the May 4 announcement on financial privacy, President Clinton gave what I believe to be the first presidential address in history dedicated to privacy protection.
  On July 1, when the bill came to a vote in the House of Representatives, the Administration issued a Astatement of administration position@ that supported the privacy provisions that had been included while calling for the additional protections discussed in the President=s speech.
  On July 21, Under Secretary of Treasury Gary Gensler gave detailed testimony for the Administration explaining the basis for our views for financial privacy.
  On October xx, as the conference committee was considering its final action, the President=s Chief of Staff, John Podesta, wrote a letter to Congress threatening a presidential veto unless the bill met four key goals.  In that letter, lack of privacy protection was explicitly mentioned as a possible ground for a veto.
  When significant improvements were made to the privacy provisions,
 President Clinton signed the bill into law on November 12, 1999.  In doing so, he called on the Treasury Department, the National Economic Council, and the Office of Management and Budget to prepare a legislative proposal for 2000 that would complete the protections left unfinished by the 1999 law.

On a different sort of financial privacy issue, the Administration has been working to incorporate privacy values into the ongoing efforts to fight money laundering.  The relationship between money laundering and privacy became prominent when financial regulatory agencies proposed "Know Your Customer" rules in 1998.  The agencies received over 200,000 comments about the proposed rules, most of them expressing concerns about whether required reports from banking institutions were overly burdensome on business and unnecessarily intrusive into the privacy of individuals' financial transactions.
  In October, 1999, the Treasury and Justice Departments issued a national strategy report for combating money laundering.
  The report stated: 

In order to assure the ongoing success of government efforts to reduce money laundering, the Treasury Department will lead an inter-agency review of public comments on prior money laundering proposals and consider how to achieve anti-money laundering goals in ways that are consistent with the goals of minimizing burden and protecting individual privacy.  The review will be completed within 180 days.  To the extent feasible, the review will consider how to achieve these goals in light of changing technology, including new payment systems on the Internet. As these systems develop, one issue will be how to balance the traditional ability of citizens to make small payments in cash with the money laundering risks that can arise from global and potentially untraceable electronic payments.  One subject to be considered during the review will be the most effective way to assure that privacy objectives are taken into account in connection with counter-money laundering programs on a continuing basis.

Work on that mandate was underway as of the end of 1999.

3.  Internet privacy.  The basic Administration position for electronic commerce and on-line privacy was presented in 1997 in The Framework for Global Electronic Commerce -- as a general matter, support industry-led, bottom-up efforts to create good practices on the Internet.  For on-line privacy, the Administration has strongly encouraged self-regulatory efforts while stating that other approaches may need to be developed if progress does not continue.  For instance, government officials praised the progress shown in a 1999 study that found that two-thirds of significant commercial web sites had posted privacy policies.
  At the same time, only about ten percent of the sites had policies that addressed the following five fair information practices -- notice, choice, access, security, and web site contact information.
  Officials have emphasized that continuing support for self-regulation depends on continued progress, not only on the portion of commercial sites with privacy policies, but also on the quality of those policies.
  The Administration has also supported initiatives by a number of companies to broaden and deepen privacy protections on web sites.  For instance, a number of leading web companies have stated that they will advertise only at sites that have posted privacy policies.  Some companies and trade groups have also created "privacy wizards" and other tools that make it easy for their business partners to create and post good policies.

The Department of Commerce and Federal Trade Commision have been leaders in promoting good privacy practices on-line.  Department of Commerce Secretary William Daley has pushed industry leaders to adopt better privacy practices, speaking often on the subject and contacting leading e-commerce companies to encourage good practices on the web.  The FTC issued final regulations in October under the Children's Online Privacy Protection Act.
  These regulations would, among other provisions, require verifiable parental consent before sites aimed at children can collect personal information.   The FTC has also undertaken other actions on Internet privacy, including enforcement actions under its "unfair and deceptive" trade practice authority.
  My own role has included participating in the Administration's Electronic Commerce Working Group and in the ongoing assessment of the Administration's Internet privacy policy.  I have spoken with many Internet companies, industry groups, and privacy advocates.  One promising route for progress is to have good privacy practices built into software and hardware standards.  For instance, companies might include a "privacy impact assessment" in their development of new products and practices.

Looking ahead, a greater portion of the Internet privacy debate will concern topics other than privacy policies on merchants' pages.  For instance, the FTC and Department of Commerce sponsored a public workshop in November, 1999 on "online profiling."  The workshop highlighted that it is time to pay greater attention to the practices of advertisers who collect personally identifiable data from web site visitors.
  Consumers do not realize that data is being collected from them regardless of whether they click on a banner ad to the advertising web site, and there should be greater transparency in the collection of data in this way.

 Studies are also needed of at least two topics that will be important for the future of on-line privacy.
  One study topic concerns the relationship between privacy and biometric identifiers, such as fingerprints or iris scans.  If well-implemented, biometrics can be a highly useful way to establish identity for on-line activities.  On the other hand, less-careful implementation might lead to what might be called "biometric pollution" -- the possibility that thousands of copies of a person's fingerprints will be scattered across the Internet, making an individual's own fingerprint no longer a reliable indicator of identity for electronic activities.
  A second study topic concerns the broader question of how to reconcile privacy and authentication on-line.  Picking up on the experience with the Pentium III chips and other globally unique identifiers, there is a growing realization that some methods for identifying users -- an essential task if important tasks are to be carried out on-line -- can result in accumulating large databases on users that threaten privacy.  A more nuanced public discussion is needed on how to create structures that supply the right level of identification or authentication for the particular purpose.  For instance, some on-line activities call for strong identification (getting access to one's own sensitive records), some may call for particular credentials (over 18 years of age to see adult material), and others may call for anonymity (participation in a discussion group about HIV without revealing one's status to inappropriate others).

4.  Encryption.  The Clinton Administration has worked extensively in the past few years on the controversial issue of encryption.  A high-level working group has been chaired by White House Chief of Staff John Podesta and Deputy National Security Advisor Jim Steinberg.  In a major event on September 16, 1999, the Administration announced a series of actions to bring Anew balance to the four pillars on which our encryption policy rests:  national security, public safety, privacy and commerce.@
  The greatest public attention focused on the Anew framework for export controls that will allow American companies to export encryption hardware and software more broadly, while still protecting our vital national security needs.@
  As underscored by Deputy Secretary of Defense John Hamre, the defense agencies and the rest of government will seek to serve as a model for the private sector by securing their own systems with encryption and other security tools.
  In addition, the Administration unveiled new proposed legislation called the Cyberspace Electronic Security Act, to "provide a legal framework for both privacy protections and legal access to encryption keys.@

The event in September underscored the Administraion's understanding of the importance of encryption to privacy and security in the information age.  As stated at the White House briefing:

I am here to underscore that today's announcement reflects the Clinton Administration's full support for the use of encryption and other new technologies to provide privacy and security to law‑abiding citizens in the digital age. The encryption measures announced today properly balance all of the competing interests, including privacy, electronic commerce, and public safety.  Encryption itself is a privacy and security enhancing technology.  Especially for open networks such as the Internet, encryption is needed to make sure that the intended recipients can read a message, but that hackers and other third parties cannot.  Today's announcement will broaden the use of strong mass market encryption for individuals and businesses.

5.  Government computer security and critical infrastructure.  [Note to editors:  the final version of the Administration's National Plan is scheduled to be released on Monday, January 10.  The section incorporating this new announcement will follow imminently.]

6.  Other federal agency uses of personal information.  The Office of Management and Budget has longstanding responsibilities concerning federal agencies' own uses of personal information.  The Privacy Act states that OMB should prescribe guidelines and regulations under the Act, as well as continuing guidance for its implementation.
  One ongoing task for OMB is to answer individual agency questions about interpretation of the Privacy Act.  Another task, as discussed further below in connection with "clearance," is to work with agencies to go beyond the specific requirements of the Privacy Act and consider the Administration's broader privacy policies.

For federal web sites, the Administration has taken steps to act as a good model for the private sector.  A study in April, 1999 found that fewer than 40 percent of the main web sites of federal agencies had privacy policies clearly posted.
  In June, 1999 OMB Director Jacob Lew issued a directive to federal departments and agencies requiring agencies to clearly post privacy policies.  The directive set a deadline of September 1, 1999 for posting a policy at each agency's principal web site, and December 1, 1999 for also posting policies at other major points of entry or where substantial personal information is collected.
  We are pleased to report that agencies have met those deadlines.

Now that web privacy policies are clearly stated, the next stage is to explore what additional mechanisms, if any, are needed to assure that agencies comply with their stated policies. Working with the Federal Chief Information Officer Council, we are studying what compliance approach is appropriate.
  One possibility is to look for analogies to private-sector web "seal" programs, such as TRUSTe and BBBOnline.
  Under these programs, private web sites sign contracts with the seal programs, and violation of the contract can lead to specified sanctions, up to and including loss of the use of the seal on the web site and referral to law enforcement authorities.  By contrast to the private sector, federal agencies are governed by the Privacy Act, which itself creates civil and criminal sanctions for violations.
  In seeking to create a compliance program for federal agencies, issues include how to structure public-sector supervision of public-sector web practices and deciding how sanctions under the new program should interact with those created by the Privacy Act.

Looking ahead, an important goal is to guild good privacy practices into the development of new government computer systems.  We are working with the Federal CIO Council to create a "privacy impact assessment" (PIA) for new federal information technology systems.
  This PIA might be similar to the security assessment that is already a required element of certification for new systems.
  The Internal Revenue Service has already developed such a PIA.  Under the IRS approach, a system developer answers a structured set of privacy-related questions as a required part of new systems that involve use of personal information.
  Personnel within the IRS Office of the Privacy Advocate work with systems developers to assure compliance with the PIA process.  This approach, for instance, has helped the Service include privacy considerations as it moves from paper-based to electronic systems for maintaining tax records.

7.  International data flows.  One major privacy issue has been how flows of personal information will be governed from the European Union to the United States under the E.U. Directive on Data Protection, which entered into effect in October, 1998.
  The Directive requires all fifteen member states of the European Union to institute data protection rules that are more prescriptive than exist generally in the United States.  A key provision of the Directive says that personal information can only be transferred to other countries that provide "adequate" protection to privacy.

There have been extensive discussions between the European Commission and the United States about how to create a workable framework for trans-Atlantic data flows.  For the United States, the lead persons on this issue have been David Aaron, the Under Secretary for International Trade in the Department of Commerce, and Barbara Wellbery, Counselor to the Under Secretary.  At the time of this writing, both the Commission and the U.S. hope to reach accord on a "safe harbor" approach, which would treat transfers to the U.S. as adequate if the U.S. company agrees to follow the safe harbor principles concerning notice, choice, access, security, and enforcement.

[insert stuff from early ecommerce drafts on other international actions]

More generally, the Chief Counselor position has been designated as the international point of contact on privacy and data protection issues.  As such, I have met with data protection officials at conferences and when they have come to Washington.  In September, 1999 I represented the United States at the 21st Annual Conference of Privacy and Data Protection Commissioners, held in Hong Kong.  At that conference, for the first time, the United States was included in the "closed" session that is limited to national and sub-national privacy officials.

8.  Privacy protection at the state level.  [We are hosting a meeting with major state organizations on December 6.  This sub-section will be written after that meeting, when we have a clearer understanding of the next steps in this area.] 

B.
Advantages of the Chief Counselor Position.

The above discussion indicates the significant range of issues where the new position of Chief Counselor for Privacy has been able to contribute in its first year of existence.  Upon reflection, there are likely two principal reasons why the new position is an improved response to the current high rate of societal decisions about privacy.  First, the position can play a helpful role in coordinating privacy policy across multiple issues and multiple agencies, especially by acting within the "clearance" process by which Administration-wide policy is made.  Second, many privacy debates have a significant political dimension, and there are advantages to having a political appointee rather than a civil servant articulate the privacy issues, both within the Administration and in public.

1.  The coordination and clearance role of the new position.  A central rationale for creating the position of Chief Counselor for Privacy was to improve the coordination of privacy policy across the federal government.
  A principal, though largely invisible, way that coordination takes place is through formal and informal "clearance" processes.

The formal legislative clearance process operates under OMB Circular No. A-19, which outlines procedures for the coordination and clearance by OMB of agency recommendations on proposed, pending, and enrolled legislation.
  Many important statements that concern the Congress must first be cleared through OMB.  To ensure a unified Administration position, for instance, agencies must submit text in advance for proposed legislation, testimony, reports on pending legislation, and views on bills sent to the President for signature.  Similarly, OMB prepares Statements of Administration Position on major bills scheduled for House or Senate floor action.  For each of these clearance items, relevant officials in other agencies, OMB, and the rest of the Executive Office of the President receive draft documents and can then offer comment.  Once comments are received, further discussions are sometimes needed to resolve differences of opinion, with appeal to more senior officials if differences are not resolved at lower levels.

This formal clearance process offers significant opportunities to develop and implement a consistent Administration position, including for a topic such as privacy that involves action by many different federal agencies.  When Congress is in session, there has often been at least a half-dozen items a week where the clearance office at OMB has identified a privacy issue.  The range of issues subject to clearance is broader than one might expect because many actions have resource implications, thus involving congressional authorization and appropriation and triggering the A-19 process.  Clearance operates similarly for executive branch actions such as executive orders and proclamations.
  All of these clearance events provide an opportunity to work with agencies to meet their program goals consistent with good privacy practices.

A number of other legal provisions assist in coordinating privacy policy.  Under the Paperwork Reduction Act, proposed collections of information by the government from ten or more persons are cleared through OMB's Office of Information and Regulatory Affairs (OIRA), of which the Chief Counselor position is a part.
  The over 40 other professional staff in OIRA thus help identify new and potentially sensitive collections of information from individuals.  Under the Privacy Act, OMB provides continuing assistance to and oversight of agency actions, and OIRA processes new and revised systems of records before they go into the Federal Register.
  Under Executive Order 12,866, OIRA reviews significant proposed regulations to assure that the action will meet goals including promoting the President's priorities.
 

Beyond these structured clearance procedures is a range of less-formal methods of coordination and clearance.  Agencies ask to meet with privacy officials early in the policy planning process, to draw on privacy expertise and help spot potential trouble points.  Agencies send draft documents that are not part of a formal clearance process, but where they decide it would be useful to have the opinion of privacy officials.  Sometimes this involvement becomes public, such as when National Security Adviser Sandy Berger announced that the Chief Counselor would assist in a review of  the Federal Intrusion Detection Network.
  Much more often, there is no public notice of our involvement.  Signs of success are the dogs that don't bark -- the government actions that are consistent with Administration policy and raise no privacy objections. 

2.  The "political" nature of the position.  From passage of the Privacy Act in 1974 through 1999, OMB had dedicated civil servants such as Frank Reeder, Rob Veeder, and Maya Bernstein who led the efforts to safeguard privacy in the federal government's uses of personal information.
  In creating the position of Chief Counselor for Privacy, the Clinton Administration for the first time named a political appointee to work full-time on privacy and to serve as a symbol of the Administration's attention to privacy.  The political nature of the position has important advantages in assuring that privacy is considered throughout the decisionmaking process, in educating officials about privacy and in otherwise providing more tools for explaining why privacy should be considered carefully in Administration decisions.

As for decisionmaking, the clearance process discussed above typically begins with staff level discussions, often among civil servants with specialist knowledge in an issue.  Many issues are resolved in that way, but some get debated among more senior officials who are often political appointees.  Ultimately, a very few of the most seriously contested issues get elevated to the Cabinet level, and may be presented to the Chief of Staff or the President himself.  As the clearance process unfolds, a political appointee who is the Administration's symbol of a commitment to privacy can likely have a greater impact than a civil servant armed with the same arguments.  Compared to that civil servant, a political appointee at OMB may find it easier to get the attention of the political appointees in the agencies who become involved in the latter stages of clearance.  This ease of access is especially helpful because privacy issues arise for such a large number of agencies and parts of agencies, and a civil servant's competence or stature may not be known to officials coming to a privacy problem for the first time.
  There is a corresponding range of different persons within the Executive Office of the President who encounter privacy issues; not many other officials there, for instance, work on financial, medical, encryption, and data sharing issues.  In working with such a variety of different officials, having a political appointee means that privacy is more likely literally to be "in the room" in the latter stages of the process as decisions become final.  While participating in a process is no guarantee of a successful outcome, being in the room makes it more likely that decisionmakers will give attention to an issue.

If the Chief Counselor for Privacy can serve as a symbol of commitment to privacy and also bring expertise to bear, then officials in the agencies and the Executive Office of the President will become better educated on privacy issues.  Officials will learn more about what constitutes good policy.  They may also learn from experience what raises objections in the clearance process, and therefore seek to build better privacy protections into their initial proposals.

Beyond this educative function, the political nature of the Chief Counselor position adds tools for explaining how privacy should be included in Administration policy.  Either a civil servant or a political appointee relies largely on analytic arguments, founded on public policy and legal analysis.  Such analysis, however, may not provide clear answers on how to balance privacy with other values.  In private-sector issues, the business gains from maintaining databases are weighed against the risks to customer privacy from being tracked.  On the government side, to take one example, the law enforcement advantages from greater surveillance get weighed against concerns about privacy and civil liberties.  In these value-filled decisions, it is part of the job of a political appointee to consider the likely press and political reactions to each proposed course of action. In the clearance process, which is designed to create a single Administration position out of the conflicting impulses of the various agencies, it is part of a political appointee's responsibilities to point out the likely press and political consequences to a proposal.  By contrast, civil servants face subtle but important constraints against making explicit arguments concerning politics and the press.  In the privacy area, which attracts considerable press and political attention, a political appointee thus has available a greater range of legitimate and often persuasive arguments.

The passage of the financial services modernization bill in 1999 illustrates these points.  Privacy was one of many issues in the bill.  A full-time privacy official, however, made it institutionally easier to be sure that privacy issues received full consideration along with the other priority issues in the legislation.  The Chief Counselor met with, and listened to, industry leaders and privacy advocates.  We provided technical assistance and offered political analysis to Congress and the rest of the Administration.  In addition, when medical privacy issues entered the financial privacy debate, the existence of the position made it easier to bring together the right people and develop the Administration viewpoint, which was adopted in the law as passed.
  In short, having a privacy official helped provide a consistent approach to privacy issues.

3.  Some Other Aspects of the Chief Counselor Position.  Placing the privacy coordinating position within the Executive Office of the President has additional characteristics beyond the advantages just discussed, notably concerning publicly expressing criticism of the Administration and playing an enforcement role.  Questions have been raised about whether the right choice was to make the privacy position part of the Administration. "The United States is in dire need of an independent czar who would protect its citizens' rights to privacy,"
 said one article, someone "who has the ability to criticize even when he or she has lost an internal debate."
  As the same article recognized, however, the tradeoff of being in the Executive Office of the President is that one participates in and speaks on behalf of the Administration, and not against it.
  Interestingly, the same article also offered concrete evidence that a number of pro-privacy changes had been made to the proposal at issue in the course of the clearance process.

There is an unquestioned need in American society for insightful persons who publicly challenge bad privacy practices.  In his book The Transparent Society, David Brin calls vocal critics the "T-cells" of a free society -- they are part of having a good immune system for the body politic.
  The policy question, however, is not whether we should have vocal critics of Administration policy.  Do students of the U.S. privacy debates really believe that the problem is a lack of vocal privacy advocates?  The correct question instead is whether federal privacy policy should be coordinated by someone who plays this role.  As discussed in connection with the clearance process, there are practical advantages to having a privacy official play an internal role, before Administration policy is final and with assurances to all participants that options can be discussed without someone in the meeting later criticizing the decision in the press.  In light of the extensive press coverage of the views of privacy advocates, one might easily conclude that the current U.S. system hits the right balance -- have internal Administration voices on privacy as well as many external voices.  Indeed, it is fair to speculate that the net effect of privacy voices would be less if a small federal independent agency preempted the field by being the "official" privacy critic.

Another aspect of working in the Executive Office of the President is that enforcement casework is almost always done in other agencies.  As a consequence, the Chief Counselor for Privacy will not both help develop policy and bring individual enforcement actions.  Instead, privacy enforcement to date has been assigned to a number of agencies, such as the Office of Civil Rights in the Department of Health and Human Services for the proposed medical privacy regulations and the various financial regulators for the institutions under their jurisdiction for financial privacy.
  More generally, the Federal Trade Commission has taken a prominent enforcement role under statutes including the Fair Credit Reporting Act and the Children's On-Line Privacy Protection Act, and under its general authority to enforce against "unfair and deceptive trade practices" under Section 5 of the Federal Trade Commission Act.  In addition, the Department of Justice has an array of civil and criminal statutes that may bear on privacy violations.  In considering this separation of the Chief Counselor position from an enforcement role, it is important to note that good administrative practice generally separates policy development from the enforcement function even within agencies that do both tasks.










V.
Conclusion.
In proposing the metaphor of the e-mail attachment, this article emphasized that concerns about privacy when surfing are about them, about the unknown and possibly untrustworthy actions that professional web sites might take.  By contrast, today's e-mail programs reinforce the lesson that personal information can be passed along by us or almost anyone else.  It is part of the lived experience of millions of Americans that data flows are essentially free, instant, and global.

With the technological capability to have almost limitless data flows, persons throughout society are facing decisions about which data flows to create, define, and limit.  Some limits will certainly appear, for reasons including keeping computers secure from hackers, defending against piracy of intellectual property, and protecting individual privacy.  The status quo of earlier periods is gone.  If we were to keep the old regime of few limits on data flows, then an unprecedented amount of personal information would be tracked about each of us.  If, on the other hand, we were to try to maintain the old level of tracking, then a great many new data rules would be needed.  The decisions facing us are how to reinvent fundamental values such as privacy and autonomy for the new data environment.  The many policy issues discussed in this article show some current efforts to gain the undoubted advantages of the information economy while preserving essential protections for privacy.

In closing, it may be useful to offer a common-sense touchstone for the many people in society who are every day deciding how to shape new data flows.  Try what might be called the "dinnertable" test.  For any one of us dedicated to our jobs, it may be overwhelmingly tempting at times to use personal information intensively, such as to market or surveil in ways that have never been done before.  At such moments, it may be useful to ask a family member or a friend at dinner what they they about the data practice.  If you describe the idea and the other person doesn't mind, then that is useful to know.  But if the other person shows a "yuck" reaction (or immediately suggests that you've been working too hard) then think carefully before proceeding.  The newspapers of the last few years are full of public and private decisions to use data surreptitiously, only to have a major pushback once the data practice becomes known.  Your data practices will have to survive public, press, and political scrutiny.  If you help your organization made decisions that make you (and your family and your friends) proud, those are decisions that will likely endure deeper into the information age.

�Chief Counselor for Privacy, United States Office of Management and Budget; Professor (on leave) Ohio State University College of Law.  My thanks to the many people in the Administration who have supported privacy protection, and especially to Lauren Steinfeld and Martin Yeung for their assistance on this article.
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