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Writer’s Direct Contact


(301) 213-9587


pswire@law.gwu.edu


By Hand Delivery

U.S. Department of Health and Human Services

Office for Civil Rights

Attention: Privacy 2

Hubert H. Humphrey Building

Room 425 A

200 Independence Avenue, S.W.

Washington, D.C. 20201

Dear Madam or Sir:


This comment letter is submitted on behalf of Privacy Council in response to the request for comment published by the Department of Health and Human Services (“DHHS”) in the Federal Register on March 27, 2002 concerning proposed changes to the medical privacy rule issued pursuant to the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”).


This comment letter refers to the proposed modifications to Section 164.506, concerning consent, and Section 164.520, concerning notice of privacy practices.  The focus of this comment letter is that DHHS, as it considers changes to these 
Sections, should continue to support plain language in notices to patients.  It should continue to ensure that covered entities have the flexibility, when issuing notices to patients, to communicate in the clearest possible way.


This comment letter does not take a position on whether a consent should be required, as provided in the December 28, 2000 regulation (the “Final Rule”), or whether instead there should be acknowledgement of receipt of notice by the patient, as provided in the March 27, 2002 proposed changes (the “Proposed Rule”).  The purpose of this comment letter, instead, is to confirm the understanding that plain language notices, with an opening section that highlights key aspects of the notice, are consistent with both the Final Rule and the Proposed Rule.


Attached to this comment letter is a draft law review article that I have written explaining how experience with the Gramm-Leach-Bliley Act strongly supports the use of relatively brief, plain-language notices to communicating effectively with consumers.  The knowledge gained in the financial privacy area is important to assuring a successful implementation of notices in the medical privacy area as well.

Background


Privacy Council is a company that provides privacy and security solutions to business.  Privacy Council has asked me to draft these comments on its behalf.  I have done so through a consulting relationship with the law firm of Morrison & Foerster LLP, with whom I have been working to assist clients with implementation of the medical privacy rule.  This comment letter supplements the comment on layered notices submitted on April 19, 2002 by Privacy Council and the Center for Information Policy Leadership of the law firm of Hunton & Williams.


I am Professor of Law at the Moritz College of Law of the Ohio State University, and director of its new program in Washington, D.C.  From March, 1999 until January, 2001 I served in the U.S. Office of Management and Budget, as the Chief Counselor for Privacy.  In that position I participated extensively in the drafting of the medical privacy rule, coordinating its development for the Executive Office of the President.


This comment letter fully reflects my own personal opinions, as shown by the attached draft article that will be published shortly in the Minnesota Law Review, entitled “The Surprising Virtues of the New Financial Privacy Laws.”  (The views expressed in the article are entirely my own, and do not reflect the views of Privacy Council.)  A central recommendation of that article is that regulators should find ways to assure that individuals receive relatively brief and plain language notices so that the individuals can most effectively learn about an institution’s privacy practices.  At the same time, it is important and useful for institutions to also draft longer and more detailed notices of their privacy practices.  These more detailed notices serve two crucial roles -- providing a way for interested individuals to get more detail about privacy practices, and creating a more detailed blueprint against which the institution’s actual practices can be measured.

The Advantages of “Layered Notices”


The Final Rule requires that covered entities that use or disclose protected health information (“PHI”) give individuals notice of the possible uses and disclosures of the PHI, and of the individuals’ rights and the organization’s legal duties with respect to the information.  The Final Rule specifies a substantial number of items, at least nineteen by some counts, that should be included in the patient notices.  Research shows, however, that individuals have difficulty processing notices containing so many elements.  Accordingly, individuals can get frustrated when confronted with notices that are more detailed than the reader can readily grasp.  Individuals may believe that notices are intentionally complex, leaving them with the sense that the organization providing the notice has something to hide.


One solution to this dilemma is “layered” notices.  A layered notice would contain: (i) a short notice that helps individuals understand the principal uses of information and the key choices they face with respect to that information; and (ii) a longer notice, layered beneath the short notice, that contains all the elements required by law.  The short notice likely uses a simple vocabulary, and it may be formatted in a common template that can be easily compared from one organization to the next.  This type of repetitive format, familiar from food labels in the grocery store, can ease the individual’s understanding of the notice and bolster trust in the organization.


The use of layered notices is strongly indicated by the experience we have had in implementing the financial privacy provisions of the Gramm-Leach-Bliley Act.  As discussed in the attached law review article, consumer groups, Congress, and regulators have been disappointed that the notices used in 2001 were dauntingly long, confusingly written, and ultimately frustrating to many individuals who received them.  Financial services providers, in turn, have explained the densely written notices as a necessary response to the detailed requirements in the privacy regulations.  A hearing by financial privacy regulators in December, 2001 showed widespread interest in finding ways to implement layered notices -- short and clear notices for customers to read, accompanied by longer and more detailed notices available where appropriate.


My considered opinion is that it is important for DHHS to indicate that use of layered notices is an appropriate part of implementing the HIPAA privacy rule. 

I. The Legality of Layered Notices


This part of the comment letter discusses DHHS regulatory writings to date to show how a layered notice approach is consistent with the Final Rule, the Proposed Rule, and the overall goals of the HIPAA privacy process.


Plain language.

The Final Rule begins its discussion of required elements of notice by saying: “The covered entity must provide a notice that is written in plain language and that contains the elements required by this paragraph.” Section 164.520(b)(1).  This overall policy of plain language applies to all of the subsequent discussion of required elements of notice.  In considering the legality of layered notices, the plain language requirement in the regulatory text gives very strong support for an approach, such as layered notices, that uses clear and concise words to communicate with patients.


In the preamble to the Final Rule, DHHS stated that “we require the notice to be written in plain language.  A covered entity can satisfy the plain language requirement if it makes a reasonable effort to: organize material to serve the needs of the reader; write short sentences in the active voice; using ‘you’ and other pronouns; use common, everyday words in sentences; and divide material into short sections.”  65 Fed. Reg. 82548.


The preamble to the Proposed Rule restates the importance of plain language: “In addition, nothing in the proposed requirements described above would relieve any covered entity from its duty to provide the notice in plain language so that the average reader can understand the notice.  As stated in the preamble to the Privacy Rule, the Department encourages covered entities to consider alternative means of communicating with certain populations, such as with individuals who cannot read or who have limited English proficiency.” (emphasis added).  By focusing on what the “average reader” can understand, and by considering alternative means of communication, this statement indicates that the intent of the privacy rule is effective communication in plain language, not ritualistic listing of numerous elements in a list.


Clarity.

The Final Rule requires a description of uses and disclosures for purposes of treatment, payment, and health care operations, as well as the other purposes for which disclosures are made.  Section 164.520(b)(1)(ii)(A) & (B).  For each of these purposes, “the description must include sufficient detail to place the individual on notice of the uses and disclosures that are permitted or required by this subpart and other applicable law.”  Section 164.520(b)(1)(ii)(C).  The text here shows that the regulation intends “to place the individual on notice” of important information.  In order to achieve the purpose of this regulatory provision, it is important to know what sort of notice actually puts “the individual on notice.”  For instance, an exhaustive notice written at the graduate-school level would provide more words for the patient to read, but quite likely would put the individual less on notice than a shorter, clearer statement.  The goal, as already reflected in the Final Rule, is to have clear and effective notice to individuals, not impenetrable text that lists every way a hospital, for instance, uses medical data.


Similarly, the preamble to the Final Rule states: “We do not require particular formatting specifications, such as easy-to-read design features (e.g., lists, tables, graphics, contrasting colors, and white space), type face, and font size.  However, the purpose of the notice is to inform the recipients about their rights and how protected health information collected about them may be used or disclosed.  Recipients who cannot understand the covered entity’s notice will miss important information about their rights under this rule and about how the covered entity is protecting health information about them.  One of the goals of this rule is to create an environment of open communication and transparency with respect to the use and disclosure of protected health information.  A lack of clarity in the notice could undermine this goal and create misunderstandings.  Covered entities have an incentive to make their notice statements clear and concise.  We believe that the more understandable the notice is, the more confidence the public will have in the covered entity’s commitment to protecting the privacy of health information.”  65 Fed. Reg. 82549 (emphasis added).


Flexibility.

The Final Rule clearly contemplates flexibility in how covered entities provide the notice.  For instance, the response to comments stated: “On the whole, we found commenters’ arguments for flexibility in the regulation more persuasive than those arguing for more standardization….  We also do not require particular formatting.  We do, however, require the notice to be written in plain language.  We also agree with commenters that the notice should contain a standard header to draw the individual’s attention to the notice and facilitate the individual’s ability to recognize the notice across covered entities.” 65 Fed. Reg. 82721 (emphasis added).


This commitment to flexibility makes clear that a short, clear notice might appropriately be used as the top layer of notice, supplemented by the longer and more detailed notice that puts the most interested individuals on notice of the details of the covered entity’s policy.


Short notices appropriate.

The Preamble to the Final Rule supports the view that short, easy-to-read notices are appropriate in at least some circumstances.  For instance, the Preamble states “Covered providers that maintain a physical service delivery site must prominently post the notice where it is reasonable to expect individuals seeking service from the provider to be able to read the notice.”  65 Fed. Reg. 82551.  If the regulation were interpreted to mean that the only permissible notices were very lengthy, then it is difficult to imagine how such a notice would appropriately be posted on a wall where patients would be able to readily read the notice.

Recommended Action

In the Proposed Rule, DHHS proposed modifications to Section 164.506, concerning consent, and Section 164.520, concerning notice of privacy practices.  As the Department responds to the present round of public comments, and continues to build on the administrative record developed in earlier rounds of public comments, the Department can and should clearly indicate that it is appropriate to draft notices in ways that most effectively communicate with the patients.  As policymakers, consumer groups, and covered entities learn more about what notices work best, HIPAA should allow state of the art notices to be used without creating inadvertent regulatory obstacles to such use.


At a minimum, DHHS should indicate that there is enough flexibility in the regulation to permit a short, plain-language notice as the top layer for a more detailed notice.  Many patients will prefer to read the short notice on top, while those who wish more detail can look at the detailed bottom layer as well.  I have not been able to think of any legal or policy argument against the permissibility of this two-layer approach.  If DHHS agrees with the permissibility and advisability of this approach, it might actually encourage such an approach as part of the overall effort to supply the most effective notice to patients.


I believe, in addition, that there is or should be room within the Final Rule and Proposed Rule for providing only the short, plain-language notice in certain instances.  Consistent with the regulation’s overall approach favoring reasonableness and flexibility, providing only the short notice seems appropriate where it is reasonably certain that it is easy for a patient who wishes to see the more detailed notice to do so.  For instance, the short notice might reasonably be provided to a patient in a treatment room, so long as there is a prominent instruction that a more detailed notice is available at the front desk.

Going further, a short notice might be provided in circumstances where it is reasonably certain that the individual has ready access to the Internet, with a URL (web address) that gives the detailed notice.  This approach might be appropriate, for example, in situations where patients are using the Internet as part of their interaction with the covered entity.  In such circumstances, the detailed notice would be only a click away and the short notice should so indicate.  The Final Rule provides that “covered entities that maintain a web site that provides information about the covered entity’s customer services or benefits must prominently post its notice on the web site and make the notice available electronically through the web site.”  Section 164.520(c)(3).  The response to comments for the Final Rule also states that covered entities “may elect to distribute their notice electronically (via email) provided the individual agrees to receiving the notice electronically and has not withdrawn such agreement.”  65 Fed. Reg. 82724.  In such instances, a short notice distributed by email, accompanied by an easy link to the detailed notice, would make it reasonably certain that the individual receiving the email could readily review the detailed notice as well.


As DHHS considers the proposed changes to the Consent and Notice sections of the regulation, its view about this important topic might be appropriate in the preamble, the response to comments, in Guidance that may be forthcoming, or by institutionalizing 

this understanding more formally in the regulation.


For more information on these comments, feel free to contact Toby Milgrom Levin of the Privacy Council at (202) 772-3106, toby.levin@privacycouncil.com, or myself at (301) 213-9587, swire.1@osu.edu.


Thank you for the opportunity to comment on the Proposed Rule, and my best wishes for its successful implementation.

Sincerely,

Peter P. Swire

Professor of Law

Moritz College of Law at the

      Ohio State University

Enclosure

Draft version of “The Surprising Virtues of the New Financial Privacy Law”, forthcoming in final form in the Minnesota Law Review.
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